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Discussion
One key aspect of communication dependability is the availability of communication networks, i.e. what percentage of time they relay messages from “A” to “B” [Avizienis, Algirdas, et al. "Basic concepts and taxonomy of dependable and secure computing." IEEE transactions on dependable and secure computing 1.1 (2004): 11-33]. This relaying is often subject to performance requirements, e.g. a maximum latency of the transmission. If the communication network is implemented as a service, the user of the service is unaware of how the communication capability of the network is achieved [xb], e.g. how messages are relayed between the network nodes. Also, in this case “A” and “B” (see above) are understood as the communication interfaces, at which the user interacts with service.
TS 22.261, V1.1.0, contains two dependability-centric definitions that are closely interrelated. These definitions are

“Communication service availability (%): Percentage value of the amount of time the end-to-end communication service is delivered according to an agreed QoS, divided by the amount of time the system is expected to deliver the end-to-end service according to the specification in a specific area.

NOTE 1:  The end point in "end-to-end" is assumed to be the communication service interface.

NOTE 2:  The communication service is considered unavailable if it does not meet the pertinent QoS requirements. If availability is one of these requirements, the following rule applies: the system is considered unavailable in case an expected message is not received within a specified time, which, at minimum, is the sum of end-to-end latency, jitter, and survival time.”
and
“Reliability (%): The amount of sent network layer packets successfully delivered to a given node within the time constraint required by the targeted service, divided by the total number of sent network layer packets.”
Common users of 3GPP specifications might not thoroughly be familiar with the communalities, differences, and implications of both concepts. This is why we propose to add an instructive annex to TS 22.261. Corresponding text and figures are provided below.

Proposal

------------------------- PROPOSED CHANGES ----------------------------

------------------------- Start of Change 1 ----------------------------
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------------------------- End of Change 1 ----------------------------
------------------------- Start of Change 2 ----------------------------

Annex <X> (informative):
Comparision of communication service availability and reliability
Communication service availability addresses the availability of a communication service in accordance to IEC 61907 [xa], while reliability addresses the availability of the communication network. The relationship of both is depicted in Figure X-1.
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Figure X-1: Illustration of the concepts communication service availability and reliability.

As depicted, reliability covers the communication-related aspects between two nodes (here end nodes), while communication service availability addresses the communication-related aspects between two communication service interfaces. In other words, the “gap” between both concepts is the communication interface. This might seem to be a small difference, but this seemingly small difference can lead to situations, where reliability and communication service availability have widely different values.

Example: traffic gets “stuck”
The related scenario is depicted in Figure X-2.
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Figure X-2: Example in which communication service availability and reliability have different values. Packets are reliably transmitted from the communication service interface A to end node B, but they are not exposed at the communication service interface B.

This scenario describes unicast communication from application A to B. The packets are handed over from the application to the communication network at the communication service interface A, and the packets are then transmitted to the end node B. In this example, the packets received by end node B are not exposed at the communication service interface B. So, even if all packets that are handed over to end node A are successfully delivered to end node B “within the time constraint required by the targeted service” (see Section 3.1), i.e. even if the reliability is 100%, the communication service availability is 0% since no packets arrive at the “end”, i.e. the communication service interface B.
Example: less capacity than agreed

The related scenario is depicted in Figure X-3.
 [image: image3.png]Communication service availability

End Mobile network End
node A node B

Communication

service interface A

Reliability

Communication:




Figure X-3: Example in which communication service availability and reliability have different values. Only half of the packets handed over to the end node A are actually transmitted to end node B and handed over to application B at the communication interface B.

This scenario describes unicast communication of evenly interspersed packets from application A to B. The packets are handed over from the application to the communication network at the communication service interface A, and the packets are then transmitted to the end node B. However, only every second package is actually successfully handed over to end node A and then transmitted to end node B. Thus, only half of the packets arrive at application B. Note though that the reliability of the mobile network is 100%, since all packets transmitted by end node A are delivered to end node B “within the time constraint required by the targeted service” (see Section 3.1). However, depending on the agreed QoS, the communication service availability can be of the same value, are much lower. For instance, if the agreed survival time (see Section 3.1) is larger than the time between three packets at the communication service interface A, communication service availability and reliability have the same value. However, if the agreed jitter is zero and the survival time equals the time between two packets at the communication service interface A, the the communication service availability is actually ≤ 50%, since, only at maximum half of the time
 instance, “the end-to-end communication service is delivered according to an agreed QoS (see the Section 3.1). 
Note that the shortest time interval over which the communication service availability should be calculated is the sum of end-to-end latency, jitter, and survival time (see Section 3.1).
Example: heterogeneous network

The related scenario is depicted in Figure X-4.
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Figure X-4: Example in which communication service availability and reliability have different values. Packets are delivered over a daisy chain of a mobile network and another network (e.g., IEEE 802.11n based). Reliability is evaluated for the mobile network only, while communication service availability depends on the performance of both networks. 
This scenario is not in scope for this specification, since it pertains to the particular deployment of a mobile network, but we discuss it nonetheless, since it provides valuable insight for network deployers and operators.

This scenario describes unicast communication from application A to B. The packets are handed over from the application to the communication network at the communication service interface A, and the packets are then transmitted to the end node B. In this example, the packets are transmitted over two daisy-chained networks―one mobile network according to 3GPP specifications and another network, e.g. a network based on IEEE 802.11n. As in the other examples above, communication service availability is measured between the two communication service interfaces, but the reliability is only measured between end node A and the router node. This has implications for, e.g., the maximum communication latency allowed for each network. In case the agreed end-to-end latency between the service interfaces is, for instance, 100 ms, and the 802.11n network has a latency of 30 ms, the maximum allowable latency for packages in the mobile network is 60 ms.
 So, if the latency in the mobile network exceeds 60 ms, the communication service availability is 0% despite the agreed QoS stipulating a larger end-to-end latency, i.e. 100 ms.
------------------------- End of Change 2 ----------------------------
� The actual percentage depends on the length of the packets in respect to the timing between two packets.


� Here we assume, that the transit time through the router is much less than 100 ms.
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