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Abstract: This document proposes text for the description, adding a clause for security aspects of Internet of Things that will be common to many different IoT devices, including wearables, tethered devices, and sensors.
Proposed Text Change:
5.1
Operational aspects
5.1.1
Description

5.1.1.x Internet of things security aspects
With the diversity of device types and access interfaces anticipated in the Internet of Things, a security mechanism needs to be designed to meet the service requirements, user and access requirements and deployment models. Since smart devices are expected to support dual technology radios such as 3GPP and non-3GPP, with both access networks connected to the same mobile core, the core network will need to support authentication methods appropriate to the respective access domains to allow a seamless user experience across multiple access domains

Some of the IoT devices are expected to be simple sensor kind of devices, potentially without user interfaces. In addition, as IoT devices are expected to be used and managed (e.g., the device owner may sell the device to another user who can then use the device with a subscription to their own network operator) by end users a method of dynamic subscription generation and management is needed in addition to statically provisioned subscription.  Once the subscription is established, subscription management becomes necessary, for example, to modify the subscription when the ownership of the device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc. 

Another area which needs to be addressed is the proliferation of IoT devices. IoT devices come in large numbers with varied capabilities and mobility requirements. When the device is manufactured, the deployment location and specific usage may not be known. Sometimes the devices will be added to existing subscriptions, other times they may be part of a new subscription for the user. During their life cycle these devices go through different stages, involving the change in ownership when the device is deployed and possibly afterwards, the activation of the device by the preferred operator, a possible change of operators, etc. These stages need to be managed securely and efficiently.
