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Abstract: This document proposes an alternative text to the text proposed in document S1-154030 on the same subject.
Proposed Text Change:
5.1
Internet of things
5.1.2.x
Non-initialized devices
Both IoT service provider and IoT device manufacturers may not always know in which region and in which operator network their devices will eventually be deployed and activated.  Consequently it may not be possible to pre-provision the devices with PLMN specific subscription information during device production. The manufacturer only knows that the device is a 3GPP device, i.e. it will use the 3GPP technology for data transport. The device needs to be provisioned with some information, further on called initial subscription, in the form acceptable to 3GPP networks. In addition a mechanism is needed that can be executed to establish a network-specific subscription. When the device is deployed in the field, at the initial attachment of the device with a 3GPP network, the network establishes a secure association with the device if the initial subscription presented by the device is valid. If the 3GPP network discovers that it doesn't have any network specific subscription record yet for the new device it instructs the device to establish a network specific subscription with it. 


5.1.3
Potential requirements
5.1.3.x
Internet of Things Security

The 3GPP System shall be able to provide at least the same level of security as EPS (e.g., confidentiality and integrity protection).
The 3GPP System shall provide a secure mechanism that enables an IoT device that has not been pre-provisioned with a network specific 3GPP subscription to be authenticated with a 3GPP network for the purpose of obtaining a network specific 3GPP subscription.

The 3GPP network shall support a secure mechanism to remotely provision a device with a particular network specific 3GPP subscription when the device was not previously pre-provisioned with a network specific 3GPP subscription during device production.

An IoT device shall support a secure and tamper resistant mechanism for storing subscription security credentials and identities.
The 3GPP system shall reduce signalling overhead needed for short data burst transmission, without reducing the security protection provided by 4G 3GPP Systems.
