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1. Overall Description:

SA1 would like to thank RAN2 for sending SA1 an LS on V2X message characteristics (R2-155003/S1-15????), which includes several questions.
Question 2: Is there a need to define any 3GPP specific security mechanisms in addition to existing security protocols?

Question 3: If the answer for Question 2 is affirmative, what is the corresponding size of any security overhead?

Regarding question 2, SA1 notes that the evaluation and specification of security mechanisms is in SA3’s remit and expertise. SA1 has identified general/high-level security requirements. In addition, SA1 observes that the security requirements for V2X communications are extensive and contain new aspects such as anonymity/privacy, due to regulatory requirements in some regions. 3GPP has the option of defining its own security mechanisms, or choose to reuse ones already developed by other SDOs such as IEEE, or a combination of both, but this choice is unclear at this time. 
Regarding question 3, SA1 notes that protection of the messages is an essential feature of V2X and hence should not be viewed as “overhead”. A possible size of the security message component can be taken from the existing V2V standards on security to be on the order of 140 to 210 bytes for most messages.
2. Actions:

To RAN2 group.

ACTION: SA1 kindly asks RAN2 to take the above information into account. For further details, please see TR22.885. 
3. Date of Next TSG-SA WG1 Meetings:
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