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Abstract: This paper discusses the security of V2V communication, giving rough numbers for the size of this feature, and proposes to document it in the TR 22.885.

Discussion:

The part of the V2V messages transmitted by vehicle UEs and that is dedicated to protecting the message should not be viewed as “security overhead”. They are part of an essential feature of V2X communication, so a better term might be “security message content”.
The security of messages meet several important requirements such as anti-tracking, anti-impersonation, integrity, anonymity. Without these security features being specified (mandatory), a V2X system is not even worthwhile/deployable from a regulatory point of view in some regions (e.g. US).
Taking the IEEE 1609.2 security design as an example, the security message content consists of two parts: Signer (i.e. the signing digital certificate of the sender) and the Signature (protecting the data sent in that message): 
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With all the cryptographic optimization pulled in, at the minimum the Signer field is about 70 bytes (1 full implicit certificate) or 10 bytes (a certificate digest), while the Signature field is about 64 bytes. There are some header fields too, of variable (but short) length.
One such standard, ETSI 103 097, sets forth a structure as in the illustration above, but the estimated lengths of the fields are estimated
 to be: 140 bytes (full certificate) or 10 bytes (digest) for the Signer field, and 69 bytes for the Signature field.

Proposal:
Add the following to the corresponding clauses of TR 22.885:
*****Start of changes *****
6.3.X
Average size of security message content
One possible means for assessing an average size of the security part of the V2V safety messages can be taking the values from the IEEE 1609.2 standard or the ETSI TS 103 097 standard. The security header can be 10 bytes if it only contains a certificate digest, and approximately 70-140 bytes if it contains one certificate. The security trailer, a signature, is approximately 70 bytes.
*****End of changes *****
� https://www.preserve-project.eu/sites/preserve-project.eu/files/preserve-ws-etsi-status.pdf
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