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Abstract: This paper discuss security aspect regarding V2X service provided by LTE.
1. Introduction
The objective of V2X study is to identify use cases and associated potential requirements for LTE support of V2X services taking into account V2X services and parameters defined in other SDOs. The V2X application standards have been developed by other SDOs and their work includes security aspects also. [1], [2]. This contribution tries to address the security requirement on 3GPP which is in charge of delivering information generated by the applications. 
2. Discussion
Given the fact that V2X application includes its own mechanism for security protection, the core question would be how much additional security protection needs to be provided by 3GPP.

Massive scale of communication
In 2013, the number of registered vehicle in the US is around 250 million. Though all vehicles will not be equipped with V2X module simultaneously, this number can be used as a target. With this many vehicles on the road, it is expected that huge V2X application-generated traffic for security context management will flow through 3GPP network. If 3GPP-based security mechanism is used additionally, this will require further system capacity increase just for the management of security context. 
One of potential merit of 3GPP based V2X security may be that application-agnostic dynamic modification of security is possible. However, due to stringent delay requirement and huge number of vehicle, the usefulness of dynamic security control of security is not so evident. In addition, it is impossible to predict which vehicle will encounter which vehicle, when and where.

Out-of-coverage operation
In many occasions, the vehicles may be driving in areas where they are not reachable by the networks. Thus, it is not expected that real-time control of 3GPP-defined V2X security by network will be always possible. In this out of network coverage case, both application-level security protection and 3GPP-level security protection have to function with offline material that has previously been acquired. Thus, when used out of network coverage, the merit of using 3GPP-level security mechanism for V2X in addition to application level V2X security mechanism may be small.
In addition, for working in offline environment, many different types of information has to be provisioned to the UE while the UE is in network coverage. This management of information should be avoided if there is no clear benefit.

Multi-operator environment
To provide best result out of V2X, a vehicle should be able to communicate with every nearby vehicle. Otherwise, a vehicle should drive in a conservative way because it cannot predict how other vehicle with which it cannot communicate may behave. Thus, to make LTE V2X look attractive, vehicles of different PLMNS should be able to communicate, regardless of whether direct or indirect method is used or not.
Applications can work with other applications without any consideration on which network is used for traffic transport. I.e., at application level security, it does not matter whether the UEs belong to same operator or not. Application level security protection does not need to consider details of network. However, if 3GPP layer is to provide separate security protection, this may not be an easy task, due to necessary coordination and interworking of UEs and RSUs of different PLMN. In this sense, security protection is preferable to be perform in application layer. 

System resource efficiency:
In [3] and [4], traffic model for V2X is discussed, including security overhead. Some information is copied below for convenience.
	From [4]
Table 1

	
	Certificate Digest
	Certificate Sent

	Certificate
	8 bytes (hashed)
	71 bytes (implicit)

	Signature
	65 bytes
	65 bytes

	Message
	100 bytes
	100 bytes

	MAC/PDCP/RLC Overhead
	 13 bytes
	13 bytes








From [3]
Option 1:	CAM with PKI-based security overhead (for vehicle speed > 144 km/h):
	Component
	Distribution
	Parameters

	CAM HF Component Transmission Frequency (including signature and digest)
	Deterministic
	10 Hz

	CAM LF Component Transmission Frequency
	Deterministic
	2 Hz

	Certificate Transmission Frequency
	Deterministic
	1 Hz

	CAM HF Component Size (including signature and digest)
	Deterministic
	122 Bytes

	CAM LF Component Size
	Deterministic
	60 Bytes

	Certificate Size
	Deterministic
	117 Bytes





Figure 1. CAM with PKI-based security overhead


Based on the provided information, the overhead caused by security-related information can be calculated as being around 45~60% of total message size. In this calculation, the security overhead is created by V2X application layer which is not defined by 3GPP. Thus, this security overhead is always present and cannot be controlled by LTE V2X.
Observation: 
Security overhead created by V2X applications already takes a lot of resource.
If additional security-related information provided by 3GPP is included in delivering V2X message over air interface, the overall overhead due to security will consume huge amount of radio resources. Thus, as long as the security protection provided by V2X applications is enough to meet security requirements of V2X service, it is desirable to minimize any security overhead added by LTE V2X. 
Proposal 1: 
If the security protection provided by V2X applications satisfies V2X security requirements, security protection added by EPS should be avoided.

Simultaneous use of non-V2X application
Communication service provided to vehicle includes not only safety-related V2X service but also general infotainment service. As more vehicles are equipped with communication module, simultaneous use of V2X and non-V2X service seems more likely. In above discussion, it is proposed not to add redundant security protection in EPS. However, this should not affect other non-V2X service. I.e., while security protection is not provided by EPS for V2X service, it should not result in lower security protection for non-V2X service. Regardless of the security requirement for LTE V2X, security protection for other non-V2X service should be same as before. 
Proposal 2: 
Regardless of requirement of V2X security, there should be no impact to the security requirement of other non-V2X unicast service.

3. Proposal
It is proposed to include attached text proposal into TR.
4. Reference
[1] PRESERVE project, https://www.preserve-project.eu/about
[2] IEEE P1609.2 - Standard for Wireless Access in Vehicular Environments - Security Services for
 Applications and Management Messages
[3] R1-153803, V2V Traffic model and performance metrics, Huawei, HiSilicon
[4] R1-153894, V2V Traffic Models and Performance Metrics, Qualcomm  
[5] S1-152380, Security framework for V2X communication, Qualcomm

* * * * Start of Addition * * * *

[bookmark: _Toc428897313]6.3	Consideration on security
[bookmark: _Toc428897314]6.3.0	General
The V2X application developed by other SDOs is expected to include security framework to protect V2X message. If the security protection provided by V2X application itself meets security requirement of V2X service, adding another layer of security protection by EPS should be avoided. 
6.3.1	Anonymity and integrity protection
It should be noted that there are requirements requiring the support of integrity protection and user, subscriber, & UE anonymity.
Any mechanism chosen to address the anonymity requirement should allow for temporary traceability. This is necessary in order to enable path-prediction algorithms to be run (for short distances) by UEs supporting V2V Services.
Any solution chosen to satisfy the requirements for Integrity Protection should not negatively impact the ability of the system to offer anonymity of the user, subscriber, and vehicle, with temporary traceability. 
[bookmark: _Toc428897315]6.3.2	Confidentiality
It should be noted that there are requirements requiring confidentiality protection of unicast V2X messages. For V2X messages that are broadcast, integrity protection is sufficient—no confidentiality is required since they are meant to be widely received (i.e., by any UE supporting V2X Services in range).
[bookmark: _Toc428897316]6.3.3	Non-repudiation
It should be noted that there are no requirements requiring non-repudiation, however non-repudiation may be desired for broadcast messages, i.e., a UE supporting V2X Services which sent a malicious/incorrect safety message cannot deny that it sent that message.
[bookmark: _Toc428897317]6.3.4	MNO Licensed Spectrum
Editor's Note: The following requirements apply for licensed spectrum. Other spectrum needs further study.
It should be considered that the MNO network performs the authentication and authorization of UEs for V2V Service. 
It should be considered that the MNO network be responsible for the security parameter management for the V2V security mechanism on the radio interface.

6.3.X Relation to other non-V2X service
[bookmark: _GoBack]The use of V2X service shall not impact security protection for other non-V2X service. 
* * * * End of Addition * * * *
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