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Abstract: This document proposes an internet of things traffic scenario for non-initialized devices.  The proposed text provides an overview of non-initialized devices which may be provisioned to access a 3GPP network.  The requirements are from use cases 5.21, 5.22, 5.31, and 5.40 in TR 22.891 to provide a comprehensive suite of requirements to cover treatment of a non-initialized IoT device.  The text is proposed for the Internet of Things family rather than the Sensor family as many IoT devices may be un-initialized when purchased by the end user, for example, a smart flower pot or a smart running shirt.
Proposed Text Change:
5.1
Internet of things
5.1.2.x
Non-initialized devices
IoT device manufacturers may not always know where and in which operator networks their devices will eventually be deployed and activated.  Consequently, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific subscription information. The manufacturer only knows that the device is a 3GPP device, i.e. it will use the 3GPP technology for data transport. The manufacturer needs to provision the device with a globally unique identity in the form acceptable to 3GPP networks, such as a unique, signed and valid security certificate, and a mechanism that can be executed to establish a network-specific subscription. When the device is deployed in the field, at the initial attachment of the device with a 3GPP network, the network establishes a secure association with the device if the identity presented by the device is valid without restrictions. If the 3GPP network finds out that it doesn't have any subscription record yet for a new device it instructs the device to establish a subscription with it. At the end of subscription generation phase both the network and the device mutually authenticate each other to validate the established subscription. The subscription established for the device may be a previously existing subscription (e.g., end user adds additional devices to an active subscription).

This feature creates multiple benefits in the supply chain. When sensors or constrained devices are mass produced, they are not tied to a particular operator, so this will scale well with volume. Secondly the new procedure avoids the offline subscription provisioning phase and thus reduces complexity associated with subscription/provisioning generation.


5.1.3
Potential requirements
5.1.3.x
Internet of Things Security
The 3GPP System shall be able to provide at least the same level of security as EPS (e.g., confidentiality and integrity protection).
The 3GPP System shall provide a secure mechanism that enables a device (e.g. IoT device) that has not been provisioned with a 3GPP subscription to be authenticated with any 3GPP network for the purpose of obtaining a 3GPP subscription.

The 3GPP network shall support a secure mechanism to remotely provision a device with a particular 3GPP subscription and other, third party provided, device configuration credentials when the device was not previously provisioned with a 3GPP subscription.

An IoT device shall support a secure mechanism for storing subscription security credentials.
The 3GPP system shall maintain an appropriate level of communications security for a temporary service.
The 3GPP system shall reduce signaling overhead for security needed for short data burst transmission, without reducing the security protection provided by 4G 3GPP Systems.
