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Abstract: Current version of TR22.891 v1.0.0 contains several requirements and use cases that implies the usage devices with significant value (drones, smart phones...). Those devices are potential targets of theft and therefore mechanisms are needed to prevent that. This includes the protection of relevant identifiers as well as the possibility to manage stolen devices remotely. 
This document proposes the addition of a new use case.
5.x
Device Theft Preventions / Stolen Device Recovery
5.x.1
Description

Smartphones and other high value devices such as drones and unmanned aerial vehicles potentially lead to increased numbers of devices with communications capability being stolen and modified to prevent tracing and recovery by civil authorities. 
There are two facets employed for reducing device theft rates: theft prevention and stolen device recovery. Theft prevention involves disabling normal smartphone operation, preventing its illegal reuse, repurpose or resale, and deleting user sensitive data. Stolen device recovery involves identifying a recovered smartphone (by the user or civil authorities), verifying that it is stolen, and potentially restoring the smartphone to normal operation.
· 
Unique device identifiers in the 5G system are needed that are stored in a secure and tamper resistant manner on the device. When a stolen device is recovered, the civil authority has a need to retrieve the device identity but may not have sufficiently detailed knowledge of the specifics of the device's user interface. These protected device identifiers can then be used to reliably identify a recovered smartphone as stolen.as well as support the tracing of illegal reuse, repurpose or resale of stolen smartphones.
5.x.2
Potential Service Requirements

The <5G system> shall support a secure mechanism allowing a legitimate entity to disable from normal operation of a device reported as stolen.
The <5G system> shall support a secure mechanism allowing a legitimate entity to re-enable a recovered stolen device to normal operation.



5.x.3
Potential Operational Requirements

5G devices shall store device identities in a secure and tamper resistant way in order to prevent unauthorized device identification tampering or modification.
5G devices shall display the device identity in a consistent manner, not requiring detailed knowledge of the device's user interface.
