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Introduction
This contribution proposes the addition of a requirement to for the 3GPP system to support efficient firmware updates for devices that only support D2D communication in the SMARTER TR 22.891 [1].
Discussion
The bio-connectivity use case introduces the case for a low power, low complexity UE, which is able to communicate with other UEs, under operator control, using 3GPP device to device communication only. For such UEs that are always behind a gateway, there should be a means to provide software and firmware updates both efficiently (low overhead and in a timely fashion) and securely. One method would be to individually transmit such updates to each of such UEs behind a gateway. However, in case there is a large number of UEs behind the gateway, this process may be slow and also costly in terms of power consumption for the device behaving as a gateway. Another method could be for the gateway device to broadcast the data to UEs that are connected locally though that gateway. However, this process may require the gateway to transmit the same data many times in order for all UEs to receive the data without errors. Thus, some enhancements may be needed in order to facilitate the software and firmware updates for UEs behind a gateway. 
Proposal
We proposes the following changes to be added to the SMARTER TR 22.891 [1].
***************************** CHANGE *************************
[bookmark: _Toc428433866]5.24	Bio-connectivity
[bookmark: _Toc428433867]5.24.1	Description
As per the 4G Americas white paper: “Bio-connectivity, which is the continuous and automatic medical telemetry (e.g., temperature, blood pressure, heart-rate, blood glucose) collection via wearable sensors, is another strong emerging trend that will add to the wireless communications requirements” [6]. 

In order to support the bio-connectivity use case, low complexity and high battery life are two very important requirements for the UE. Other important requirements are reliability and a secure connectivity. High data rates may also be needed in certain cases, such as during a surgery supported by a video stream of the patient internal organs while the surgery is performed by the doctors.
Such UE sensors, when used in operation rooms or near hospital beds, need only to communicate with each other and provide information to a local display equipment for doctors and nurses to monitor. If patients are on the go, these UE sensors may send data to a smart phone or ambulance equipment. They operate seamlessly while the patient is moving within the hospital, at home or on the go. However, these UE sensors do not need to operate standalone. In fact, if there is a massive number of such UEs, it is preferred and also beneficial to have an aggregator to send information to the network. When information needs to be uploaded to a server, for example to update the patient’s records, it can be done through a UE-to-network relay. For instance, in the hospital case, this relay could be the patients’ monitoring device. 3GPP device to device communication is more efficient for such UEs. 
The sensor UEs have 3GPP credentials, an identifier and a subscription, and use 3GPP device to device communication with other UEs and communicates with the network via a UE-to-network relay. By supporting the sensor UE connectivity with the network only via a UE to network relay, that sensor UE can still utilize 3GPP services and the network is able manage that UE and provide authorization, end-to-end secure connectivity, resource management and service provisioning. The advantages are the many optimizations in complexity and power requirements that can be implemented in that UE.
This is the use case for a low power, low complexity UE, which is able to communicate with other UEs, under operator control, using 3GPP device to device communication only. The UE is also able to communicate with the network via a UE-to-network relay. The use case presented here is based on e-health, but the scenario and requirements may apply to other wearable sensors as well. This use case enables 5G to reach the massive IoT market in large scale.
[bookmark: _Toc428433868]5.24.2	Potential Service Requirements
The 3GPP System shall support a mechanism that provides security, authentication and authorization for UEs which only support 3GPP device-to-device communication. 
The 3GPP System shall support efficient transfer of data for UEs which only support 3GPP device-to-device communication.
NOTE:	This is especially suited for power-constrained, low complexity UEs. The 3GPP System shall support a mechanism for UEs which only support 3GPP device-to-device communication to communicate with the network via a UE-to-network relay. 
The 3GPP system shall support a mechanism that allows the network to be aware of the UEs operating with assistance from a UE-to-network relay.
[bookmark: _GoBack]The 3GPP System shall support a timely, efficient, reliable and secure mechanism to perform software and firmware upgrades in UEs which only support 3GPP device-to-device communication. 

[bookmark: _Toc428433869]5.24.3	Potential Operational Requirements

***************************** END CHANGE *************************
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