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Abstract: This document proposes security considerations for FS_SMARTER
Discussion:

A number of use cases included in TR 22.891 provide security requirements that will be essential in a 5G system.  In some cases, the requirements are implicit, e.g., noted in the description or service flow but not included in the specific requirements identified for the use case (shown in blue below).  To meet the expectation of the use case, they should be captured as explicit requirements for a 5G system.

Existing text related to security requirements includes the following:

5.1.1: Overall, mission critical services are expected to require significant improvements in end-to-end latency, ubiquity, security, and availability/reliability compared to UMTS/LTE/WiFi.
5.14.2: The 3GPP System shall support connections that are very difficult to block, modify, or hijack

5.16.2.3: The <5G system> shall be able to provide at least the same level of security as EPS (confidentiality and integrity).
5.17.1: Tactile internet applications require extremely low latency and high reliability and security.
5.21.2: The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish access to a 3GPP network.

The 3GPP network shall support a secure mechanism to remotely provide the device with a particular 3GPP subscription and other, third party provided, device configuration credentials when the device was not previously provided with a 3GPP subscription.
5.22.5: The 3GPP System shall support a secure mechanism to update the subscription security credentials for an IoT device.

The 3GPP System shall support a secure way of storing subscription security credentials in the IoT device.
5.24.2: The 3GPP System shall support a mechanism that provides security, authentication and authorization for UEs which only support 3GPP device-to-device communication.
5.31.6: 3GPP system shall maintain an appropriate level of communications security for temporary service.
5.38.1: Integrity protection of content is an integral part of ICN/CCN to ensure the authenticity of cached content.
5.40.2: The 3GPP system shall reduce signaling overhead for security needed for short data burst transmission, without reducing the security protection provided by 4G 3GPP Systems.
5.54.3: Security to be provided at the level for current aviation Air Traffic Control (ATC) for command and control of vehicles in controlled airspace.
Taking a broad view of these requirements, it is clear that while 5G will support many new types of services and devices, the level of security provided by 3GPP systems is an advantage over other technologies that is essential to maintain.  

As can be seen from the diverse use cases which provide direction on security requirements, it is expected that the 3GPP level of security will need to be provided in many new and diverse contexts.  5G systems will support many new kinds of devices (e.g., wearables, IoT, drones, robots, vehicles) that will connect to a 3GPP 5G system.  These new devices will have different form factors and human interfaces that will be different from the form factor and human interface associated with a 4G or earlier UE.  Meeting the essential requirement for the same or better level of security as a 4G system for these new devices introduces the potential for new approaches to security solutions compatible with the new device form factors and human interfaces.

This contribution proposes the following changes:

· to make the implicit requirements explicit in the text 

· to remove the editors note in 5.21.2 as these requirements are consistent with the objective of providing the same level of security for new IoT devices.
· to add text to clause 6.1, security considerations consistent with the preceding conclusion.

Proposed Text Change 1:
5.1.6
Potential Operational Requirements

The 3GPP system shall support efficient multiplexing of mission critical traffic and nominal traffic 

The 3GPP system shall limit the duration of service  interruption for mission critical traffic.

The 3GPP system shall support improved reliability and latency as defined in table 5.1.6.

The 3GPP system shall provide significant improvements in end-to-end latency, ubiquity, security, and availability/reliability compared to UMTS/LTE/WiFi.

Proposed Text Change 2:

5.17.6
Potential Operational Requirements
The 3GPP system shall provide high reliability and the same or better level of security as LTE.

Proposed Text Change 3:

5.21.2
Potential Service Requirements

The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish access to a 3GPP network.

The 3GPP network shall support a secure mechanism to remotely provide the device with a particular 3GPP subscription and other, third party provided, device configuration credentials when the device was not previously provided with a 3GPP subscription.


Proposed Text Change 4:

5.38.3
Potential Requirements

The 3GPP system shall efficiently support a mobile optimised ICN/CCN protocol.

The 3GPP system shall support flexible placement of ICN/CCN caches by enabling flexible user-plane termination (including user-plane termination at the base station).

The 3GPP system shall support efficient transport of a mobile optimised ICN/CCN protocol via the 5G and evolved LTE radio.

The 3GPP system shall provide charging, LI and QoS support for the ICN/CCN protocol.
The 3GPP system shall provide integrity protection of user plane data.
Proposed Text Change 5:

6.1
Considerations on security

As can be seen from the diverse use cases which provide direction on security requirements, there are 2 key considerations for 5G security.
· 5G security must meet or exceed the level of security provided by 4G or earlier 3GPP systems.

· The 3GPP level of security will need to be provided in many new and diverse contexts.  
5G systems will support many new kinds of devices (e.g., wearables, IoT, drones, robots, vehicles) that will connect to a 3GPP 5G system.  These new devices will have different form factors and human interfaces that will be different from the form factor and human interface associated with a 4G or earlier UE.  Meeting the essential requirement for the same or better level of security as a 4G system for these new devices introduces the potential for new approaches to security solutions compatible with the new device form factors and human interfaces.


