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Abstract: This document provides background information related to the need for new security mechanisms to be provided for 5G devices.  3GPP security is a key advantage over other access technologies.  To compete in new markets with different types of devices, it will be essential to provide the same or better level of security and to do so in a way that is compatible with the form factors and human interfaces of 5G devices. 

Discussion:

5G Network landscape
With proliferation of smart devices 5G mobile networks are expected to support multiple access technologies such as traditional 3G/4G/5G 3GPP access as well as non 3GPP accesses such as Wi-Fi, either simultaneously or independently. The mobile network core is expected to adopt SDN and NFV as a fundamental aspect of the architecture supporting multiple access domains.

Devices connecting to the 5G network are expected to include Smart phones and devices of varied types and classes such as IoT (internet of things) devices with different capability, mobility, service and access requirements.

Security challenges in 5G

With such a diversity of device types and access interfaces it is natural that the security mechanism need to evolve to meet the device capabilities, user and access requirements and device deployment models. It is also worth noting that security breaches of networks and devices are increasing rapidly and it is in the interest of all parties that the current security methods are enhanced to meet new challenges and demands.
Need to adopt a new security paradigm in 5G

Since smart devices support dual technology radios such as 3GPP and WiFi, and both access networks connected to the same mobile core, it is imperative that the core network supports authentication based on 3GPP AKA method as well as EAP AKA currently used in the respective access domains. Such authentication support will provide a way for a seamless user experience across multiple access domains. Currently 3GPP access and non 3GPP access are authenticated in separate core network elements, with a unified core supporting different access technologies both these procedures need to be supported in a unified manner.
IoT Devices

Another area which needs to be addressed is the proliferation of IoT devices. IoT devices come in large numbers with varied capabilities and mobility requirements. During their life cycle these devices change ownership from manufacturing to field deployment, operator service activation, change of operators etc. These stages need to be managed securely and efficiently. 
Some of the IoT devices are simple sensor kind of devices without a SIM or UICC, and even without user interfaces to enter configuration and initial or partial credentials. Operational use cases exist that require deployment of devices practically blank out of the factory, without any pre-configuration, identities, or credentials. Maintaining some factory-established databases that contain initial credentials of these devices is not practical, as these databases may become unreachable or unavailable when devices are placed in service or change ownership. The security schemes that address these use cases need to be defined.

Current security procedures do not adequately cover these device scenarios and the multiple stages involved in securing them.

Need for new Security Solutions
To address new access types and new device types, current security solutions are not sufficient. 5G networks would need to support new security procedures and methods of subscription management.

To address IoT devices and their effective subscription management, a method of dynamic subscription generation and management is needed in addition to statically provisioned subscription as it is done today. 
Once the subscription is established, and subscription-specific credentials are generated, its management becomes necessary, for example, to modify subscription when the ownership of the device changes, to update or refresh credentials due to suspected leakage or theft of security keys or as a preventive measure, etc. Currently is not possible to update the root subscription.
 Use Case scenarios
Devices with Open subscription: IoT device manufacturers may not always know where and in which operator networks their devices will eventually be deployed and activated.  Consequently, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific subscription information. The manufacturer only knows that the device is a 3GPP device, i.e. it will use the 3GPP technology for data transport. The manufacturer needs to provision the device with a globally unique identity in the form acceptable to 3GPP networks, such as a unique, signed and valid security certificate, and a mechanism that can be executed to establish a network-specific subscription. When the device is deployed in the field, at the initial attachment of the device with a 3GPP network, the network establishes a secure association with the device if the identity presented by the device is valid without restrictions. If the 3GPP network finds out that it doesn't have any subscription record yet for a new device it instructs the device to establish a subscription with it. At the end of subscription generation phase both the network and the device mutually authenticate each other to validate the established subscription. The subscription established for the device may be a previously existing subscription (e.g., end user adds additional devices to an active subscription).
This feature creates multiple benefits in the supply chain. When sensors or constrained devices are mass produced, they are not tied to a particular operator, so this will scale well with volume. Secondly the new procedure avoids the offline subscription provisioning phase and thus reduces cost associated with subscription/provisioning generation.
Creating subscription

A manufacturer makes smart energy meters for the worldwide market. The automated manufacturing process provisions only a unique factory certificate and an identity in the device. A Utility company buys these meters at an open market and installs them in their network. The Utility Company chooses a 3GPP network to connect these meters to the central meter reading infrastructure. Upon installation and activation the device connects with the 3GPP network. Since a subscription record is absent for the device, network operators HSS instructs the device to establish a subscription record. The device and the network establish a subscription record automatically without any manual intervention in the process. The device and the 3GPP network exchange certificates to validate each other and establish security credentials in a secure manner.
The 3GPP network operator may charge for the service activation for open subscription devices.
Updating root subscription  

Utility Company A has a number of field meters deployed, for monthly meter reading. The Utility company is being sold to another Utility Company B. On acquisition of Company A, Company B wants to transfer the meters of Company A to its own virtual private network B. So it wants to update the subscription information of all devices in the field. Company B approaches the 3GPP network operator to replace the subscription information of all meter devices previously owned by Utility Company A. Company B makes the request to the 3GPP network operator by passing on the list of device identities dof the metering devices previously owned by company A. To make the subscription change on the field-deployed meters, the network operator invokes a new subscription record generation.
The 3GPP network operator may charge for the subscription record change for open subscription devices.

Periodic Subscription refresh

Utility company A has a number of field meters deployed for monthly meter reading. On review of meter readings it suspects that the meter information it receives from the field may be tampered. The company wants to update the subscription information of all or some suspected devices in the field. Company A approaches its network operator to invoke the root subscription update devices based on device identities. To make the subscription change on the field deployed meters, the network operator invokes a new subscription record generation.

The 3GPP network operator may charge for the subscription record change for open subscription devices.

