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Abstract: Current version of TR22.891 v1.0.0 contains several requirements and use cases that base certain decisions whether service is granted or not (e.g. in case of natural disasters) on the presence of different identifiers such as subscriber identity, device identity, device type identity and others. It is essential that those identities are stored on the device protected against manipulation in order to prevent DoS and other attacks. 

This document proposes the addition of a new use case.
5.x
Identifier Protection
5.x.1
Description

Certain use cases present within the current document base their decision whether service is granted or not on the existence and value of particular identifiers. According to the use case on lifeline communications / natural disaster (see 5.3) the system provides service e.g. based on subscriber class, communication class, device type. In order to make sure that only appropriate and authorized subscriber classes, communication classes, device types and subscriptions are getting the service, manipulation of such identifiers during production and in the field has to be prevented. 
5.x.2
Potential Service Requirements

5.x.3
Potential Operational Requirements

5G devices shall store all identifiers relevant for service decisions of the network in a dedicated physical secure and tamper resistant way in order to prevent unauthorized manipulation.
The 5G system shall provide privacy protection of identities (e.g. user identity, device identity) according to regulation requirements.

