
3GPP TSG-SA WG1 Meeting #71bis Adhoc
  S1-153045
Vancouver, Canada, 19–21 October 2015                                                                
Title: Subscriber’s identity and credentials storage and management
Agenda Item: 3.5 (New Use cases)
Source: Orange, Gemalto, G&D
Contact: bruno.tossou (at) orange.com; philippe.lottin (at) orange.com
Abstract: This contribution proposes a set of requirements on subscriber’s identity and credentials storage and management. 

For any business model, retail and wholesale, operators have to identify and authenticate users accessing their networks in order to:

· identify the origin and destination of communications

· guarantee the Quality of Service 

· fulfill contractual, legal and regulatory obligations 

In order to satisfy the above needs and obligations, operators need to perform a mutual authentication with the users, in which subscriber’s identity and credentials need to be stored in a secure manner.

Finally, in some countries operators are legally responsible to ensure the security and integrity of the module incorporated in the terminal indispensable (or essential) for identification and authentication of the users.

New proposed text:

---------- Use Case template ----------
5.x Subscriber’s identity and credentials storage and management
5.x.1 Description

Describe what the use case intends to achieve. Reference industry white paper if applicable. 

5G Network intends to provide lower latency, ultra-high reliability, much higher connectivity density while ensuring security, subscriber authentication and subscriber privacy.

  For any business model, retail and wholesale, operators have to identify and authenticate users accessing their networks in order to:

· identify the origin and destination of communications

· guarantee the Quality of Service 

· fulfill contractual, legal and regulatory obligations 

5.x.2 Potential Service Requirements

Provide draft requirements to realise the use case. Reference industry white paper if applicable.
The provisioning of credentials and subscriber’s identity in the UE allowing the authentication to 5G system is under operator responsibility and therefore out of scope of 3GPP. 

The subscriber’s identity together with the credentials allowing the access to a given operator’s network shall be owned and remain under the strict control of the operator at all times.

The 5G system shall provide levels of security at least equivalent to those in the current 3GPP systems for the subscriber’s identity and credentials storage:

· Subscriber’s identity and credentials allowing the access to 5G System shall be stored in secure and tamper resistant entity, called ‘secure entity’ hereafter
· Authentication, confidentiality, integrity, non-repudiation and credentials cloning prevention, risks and frauds protection shall be ensured by the secure entity 
· The credentials shall never leave the secure entity, nor be extractable from the secure entity, and their usage shall be restricted to legitimate purpose.

In addition for 5G network:

· The operator shall be able to control and approve (before using it) the level of security of the secure entity
· As a consequence of the above requirement, the secure entity shall be able to provide the proof and evidence of its level of security

5.x.3
Potential Operational Requirements
Provide draft requirements to realise the use case.  Reference industry white paper if applicable. 

5.x.4
Considerations

<5G Network> needs to keep supporting the existing way how 3G/4G mobile operators control and manage subscriber’s identity and the credentials in 3GPP Networks. 


