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Discussion
Proposal

NEC would like to propose the following update to the 3GPP TR 22.891 V1.0.0
>>>Start Changes<<<
5.21
IoT Device Initialization

5.21.1
Description

IoT device manufacturers may not know where their devices will eventually be deployed and activated.  Consequently, the manufacturer will not be able to pre-provision the devices with PLMN specific and IoT service specific information. The manufacturer will need to know the device is intended for use with 3GPP technology and as such will include a mechanism (e.g., certificate) to securely establish an association with a 3GPP network when the device is activated by an end user.

The device will need to be populated with a preferred PLMN list prior to or during first access attempt.  How this is done may be out of scope of 3GPP (e.g., end user accesses a 3rd party website to provide personalized information for the device).

At the first access attempt, the device will use the factory installed mechanism (e.g., certificate) to establish a subscription with the PLMN.  Remote provisioning may be used to complete device configuration.

5.21.2
Potential Service Requirements

The 3GPP System shall support a secure mechanism (e.g. a factory installed certificate) that enables a device (e.g. IoT device) that has not been provided with a 3GPP subscription to establish an initial access to a 3GPP network for the purpose of obtaining a 3GPP subscription.

The 3GPP network shall support a secure mechanism to remotely provide the device with a particular 3GPP subscription and other, third party provided, device configuration credentials when the device was not previously provided with a 3GPP subscription.
The 3GPP subscription, including the subscriber’s identity together with the credentials allowing the access to a given operator network, shall be owned and remain under the control of the mobile operator at all times.
The 3GPP subscription shall be stored in only a dedicated physical secured and tamper resistant entity.

5.21.3

Potential Operational Requirements
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