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Abstract: 
This use case proposes new ideas for IoT business for MNOs. In particular it suggests creation and management of isolated, virtual sub-networks in a mobile operator’s PLMN that are only intended for M2M traffic. Such sub-networks should allow dedicating variable portions of an operator’s network to M2M traffic while keeping the rest of the network untouched by the effects of M2M traffic.
---------- Use Case ----------
5.x
Use case on sub-networking for IoT
5.x.1
Description

Machine-to-Machine (M2M/IoT) traffic has very different traffic characteristics to ‘normal’ 3GPP traffic which is intended for interaction among humans. Also business models for operating IoT may be quite different.
5G networks should enable the creation of isolated, virtual sub-networks in a mobile operator’s PLMN that are only intended for M2M/IoT traffic. Such sub-networks could be rented/reserved by third party IoT providers to provide their services. They should allow dedicating variable portions of an operator’s network to M2M traffic while keeping the rest of the network untouched by the effects of M2M/IoT traffic.
Depending on the IoT service such sub-networks may be geographically localized (e.g for smart city) or quite distributed (e.g. for controlling wide area energy production/consumption). If the IoT provider company runs multi-national services then IoT sub-networks of several PLMNs may need to be joined.
Sub-networks may be relatively static over time (e.g for smart city) or they may be dynamic (e.g. for a big football game the company operating the stadium may need IoT transmission capacity on demand).

A sub-network, configured for a certain IoT usage, may provide additional services such as:

· Guaranteed QoS (not necessarily only bandwidth and latency/jitter but also reliability, retransmission capabilities…)

· Triggering sleeping devices

· Location services

· Customized, bespoke transmission security/confidentiality

· Device management support

· …

Once such a sub-network exists it constitutes a value of its own. As such it might be rented, shared with other PLMNs and may even be sold. 
In particular if an IoT provider decides to change the PLMN operator (creating new IMSIs for all of its devices) it may still make sense for the IoT provider to keep using – at least for some time – the established sub-network of the old PLMN operator. The sub-network may stay under operation of the old PLMN operator or it may be rented or sold to the new PLMN operator.
5.x.2
Potential Service Requirements
The 3GPP System shall enable a mobile operator to create isolated sub-networks of his PLMN that:

· Only can be accessed by a given set of MTC devices in defined locations

· Only allows communication with a set of MTC servers that are connected to the core network of the PLMN.
· Guarantees a certain bandwidth and latency/jitter for the MTC user traffic.

· Guarantees a minimum reliability for the MTC user traffic.

· Shields the sub-network from congestion outside the sub-network and vice-versa.

Traffic to/from MTC devices that belong to the sub-network shall only be transmitted over the sub-network

The sub-network shall only use those resources in the CN and RAN that are needed to serve the MTC devices in the places they are installed. 

The sub-network shall be isolated from other traffic in the PLMN as to minimize the potential for intrusion into the sub-network and the danger of software attacks to its MTC devices.

5.x.3
Potential Operational Requirements
An operator shall be able to set up an IoT sub-network for a set of customers (IoT service provider) with minimal costs and without the need for additional/specialized hard- and software.
The operation of the sub-network may be provided entirely by the PLMN operator but it should also be possible to delegate (some) operational duties to the customer.

An operator shall be able to join a sub-network with a sub-network of another operator.

An operator shall be able to rent or sell a sub-network (i.e. its transmission capacity and the right of management).
---------- end of Use Case ----------

