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Introduction

This contribution reviews the requirements associated with the use cases agreed for 1.1.0version of 22.818 (S1-150281) and attempts to consolidate them. The approach used to do this is first outlined, and then the relevant text is modified in several steps per that approach to result in the text that is proposed to be included in section 6 of TR 22.818.
Approach 
The approach used here is as follows:

1. Gather the requirements text from each of the use cases

2. Group Potential Requirements
3. Trim down potential requirements by eliminating duplication and through editorial improvements
4. Consolidation
1.
Gather the description and potential requirements text from each of the use cases
4.1
Third Party Server Reports Congestion or Failure
4.1.1
Description
This use case is for a "soft" failure where the third party server is able to continue to provide certain basic functions even though applications residing on it have run into difficulties. The 3GPP network controls the traffic of individual applications on UEs so that their traffic toward the affected application(s) on the third party server is reduced or stopped. Traffic to applications on the same third party server that are functioning normally is not affected. Traffic to applications on other third party servers is not affected.
4.1.5
Potential Requirements
The 3GPP network shall be able to receive an indication from the third party server when an application on it is experiencing congestion or failure, and when normal operation resumes. The indication may be sent periodically, and when the status of the application changes.

The 3GPP network shall be able to control traffic from UE-based applications to the affected application(s) on the third party server(s) while not affecting traffic to other applications on the third party server and other third party servers.

The 3GPP network should be able to determine when an application on a third party server is experiencing congestion or failure, and when normal operation resumes.
Note:
This requirement addresses the situation where a third party server does not inform the 3GPP network that affected applications on it have recovered.
4.2
Third Party Server Fails
4.2.1
Description
This use case is for a "hard" failure where the third party server is unable to provide even basic functions. When a third party server experiences a "hard" failure, the 3GPP network detects that the third party server is not responding to traffic sent to it. The 3GPP network controls individual applications on UEs so that their traffic toward the affected third party server is stopped.

4.2.5
Potential Requirements
The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.

The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server itself while not affecting traffic to other third party servers.

The 3GPP network shall be able to receive an indication from the third party server when normal operation resumes.

The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, has resumed normal operation.

Note:
This requirement addresses the situation where a third party server does not inform the 3GPP network that it has recovered.
4.3
Combating a DDOS Attack from a Virus
4.3.1
Description
A Distributed Denial of Service (DDOS) attack virus is designed to generate spurious access to a web application server. The DDOS attack is foiled using CATS capability
4.3.5
Potential Requirements
The potential requirements derived from this use case are:

-
CATS shall be able to control traffic from an individual application on the UE without affecting traffic from other applications on the UE.
-
CATS shall be able to identify the application or its associated traffic.
4.4
Using Phased CATS to Gracefully Restore Service
4.4.1
Description
This use case describes the use of CATS to gracefully handle pent up demand when a third party server recovers from difficulties and begins to provide its functions once again. The intent is to manage the load on the 3GPP network by avoiding a lot of UEs simultaneously sending large amount of data as soon as the third party server returns to a functioning state. Some UEs (e.g., MTC devices) send data to the third party server at certain intervals. In case of a third party server issue, the UEs may send the pent-up data (i.e., data that would have been sent normally but had to be stored pending the server’s return to normal service) to compensate for the time it was down. This could result in a lot of UEs (again, e.g., MTC devices) sending data simultaneously. 
At the same time, this helps the recovering third party server because a managed increase in demand is provided for its functions so that it is not overwhelmed with pent up demand which could cause it to fail again.
To protect the 3GPP network from these sources of congestion, operator policy should be the basis for applying CATS. 
4.4.5
Potential Requirements
The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.
The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server or to the third party server as a whole while not affecting traffic to other applications on the third party server or to other third party servers functioning normally, or from other UE-based applications.
The 3GPP network should be able to receive an indication from the third party server when normal operation resumes.
The 3GPP network shall be able to apply CATS in a phased manner to gradually restore traffic according to operator policy.
4.5
Coexistence of ACDC and CATS
4.5.1
Description
This use case describes the coexistence of ACDC and CATS. ACDC is "white list" based application specific access control while CATS is "black list" based traffic specific control. In case one of the applications provisioned in ACDC categories which are allowed access to the network needs to be controlled by CATS for a third party server issue, a coexistence of CATS and ACDC needs to be addressed.
4.5.5
Potential Requirements
The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.

The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server as a whole while not affecting traffic to other third party servers.

The 3GPP network shall be able to receive an indication from the third party server when normal operation resumes.

The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, has resumed normal operation.

Note: 
This requirement addresses the situation where a third party server does not inform the 3GPP network that it has recovered.

The 3GPP network shall be able to apply ACDC and CATS independently and simultaneously according to operator policy. CATS can be applied in addition to ACDC to control traffic from applications, even if access is allowed by ACDC.
4.6
Activation and Control of CATS Using 3GPP Network Subscription Profiles
4.6.1
Description
In this use case, a scenario is described where a MNO utilize its own subscriber service profiles to control the traffic to a third party server or servers in the event of failure or congestion at the external server or servers.
4.6.5
Potential Requirements
The 3GPP network shall become aware of the failure of third party servers.
The 3GPP network shall be able to third party serverdetect and monitor third party servers’ operational status e.g. congestion levels of the third party servers.

The 3GPP network shall be able to control and prioritize access to a third party server/s based on the MNO’s service subscription profiles without impacting the traffic to other unaffected third party servers.
The 3GPP network shall be able to activate or deactivate the control of traffic from applications on the UE to a congested or failed third party server/s.

Based on the traffic load on the 3GPP network and the MNO policy, the 3GPP network shall be able to activate the control of traffic from applications on the UE to a congested or failed third party server/s.

The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party server/s based on the status of the third party server/s and as agreed with third party application provider.

The system shall be able to monitor the changing conditions of congestion or failure and restoration of normal service at the third party servers and gracefully ease or cease control of the traffic.

CATS shall be able to control existing connections towards the 3rd party server
CATS shall be able to control the setting up of new connections towards the 3rd party 

4.7
Activation and Control of CATS Using Third Party Service Subscription Profiles
4.7.1
Description
In this use case, a scenario is described where a third party application provider has different levels of subscription service that receive different priority treatment in the access to its server during periods of congestion. It has to be noted that these third party application subscription service profiles pertain to the third party application provider and are different from the MNO subscriber profiles.

The ability of the 3GPP network to utilize the third party application subscription service profiles to control the UE’s initiations and access of the third party applications during activation of CATS would alleviate unnecessary waste of 3GPP network resource from subscribers who are unable to access the congested third party servers.
4.7.5
Potential Requirements
The 3GPP network shall become aware of the failure of third party servers.

The 3GPP network shall be able to detect third party server and monitor third party server’s operational status e.g. congestion levels of the third party servers.

The 3GPP network shall be able to control and prioritize traffic to the third party server/s based on third party service subscription profiles without impacting the traffic to other unaffected third party servers.
The 3GPP network shall be able to activate or deactivate the control of traffic from applications on the UE to a congested or failed third party server/s.

Based on the traffic load on the 3GPP network and the MNO policy, the 3GPP network shall be able to activate the control of traffic from applications on the UE to a congested or failed third party server/s.
The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party server/s based on the congestion conditions at the third party server/s and as agreed with third party provider. 

The 3GPP system shall be able to monitor the changing conditions of congestion or failure and restoration of normal service at the third party servers and gracefully ease or cease control of the traffic.

CATS shall be able to control existing connections towards the 3rd party server
CATS shall be able to control the setting up of new connections towards the 3rd party 

4.8
Activation and Control of CATS when a Third Party Server Supports Multiple Applications
4.8.1
Description
In this use case, a scenario is described where a third party server supports multiple applications, e.g. a status update (presence) service, a picture storage and a video storage. UE originated traffic of these applications may be blocked or are given different priority treatment during periods of congestion or partial failure at the third party server.

The ability of the 3GPP network to control (block or prioritize) the traffic of selected applications from a UE towards a third party server when the third party server is experiencing congestion would alleviate unnecessary waste of 3GPP network resources e.g. repeated attempts by the UE to transmit data to the server could be avoided, reducing signalling load of the network.
4.8.5
Potential Requirements
The 3GPP network shall become aware of the failure of third party servers.

The 3GPP network shall be able to detect and monitor third party servers’ operational status e.g. congestion levels of the 3rd party application servers.

The 3GPP network shall be able to control (block and/or prioritize) traffic from selected applications (e.g. picture- or video upload) of a UE towards the third party server/s 

The 3GPP network shall be able to activate or deactivate the control of traffic from applications on the UE to a congested or unavailable third party server/s..

Based on the traffic load on the 3GPP network and the MNO policy, the 3GPP network shall be able to activate the control of traffic from applications on the UE to a congested or failed third party server/s.

The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party based on the status of the third party and servers.

The 3GPP system shall be able to monitor the status of  the 3rd party servers and gracefully ease or cease control of the traffic.

CATS shall be able to control existing connections towards the 3rd party server
CATS shall be able to control the setting up of new connections towards the 3rd party 
4.9
Relationship to Access Class 11-15
4.9.1
Description
Access Class 11-15 is allocated to specific high priority users who are supposed to maintain infrastructure, as specified in TS 22.011[2]. The UE with one of those Access Classes shall be treated in a prioritized way.
4.9.5
Potential Requirements
The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server as a whole based on the MNO’s service subscription profiles such as access class information while not affecting traffic to other third party servers.
4.10
Charging between CATS activation and deactivation
4.10.1
Description

Traffic produced when the server is experiencing the difficulty would be identified in the 3GPP network for the purpose of flexible charging strategies to improve user experience.
4.10.5
Potential Requirements

The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.
The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server or to the third party server as a whole while not affecting traffic to other applications on the third party server or to other third party servers functioning normally, or from other UE-based applications.
The 3GPP network should be able to receive an indication from the third party server when normal operation resumes.
The 3GPP network should be able to identify charging data records produced whilst CATS is activated and provide the possibility to offer different treatment.
2.
Group Potential Requirements
Generic Control Requirement








(UC: 1)
- (GEN1) The 3GPP network shall be able to control traffic from UE-based applications to the affected application(s) on the third party server(s) while not affecting traffic to other applications on the third party server and other third party servers.












(UC: 2)
- (GEN2)  The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server itself while not affecting traffic to other third party servers.







(UC: 3)
- (GEN3) CATS shall be able to control traffic from an individual application on the UE without affecting traffic from other applications on the UE.












(UC: 3)
- (GEN4) CATS shall be able to identify the application or its associated traffic.












(UC: 4), (UC: 10)
 -(GEN5) The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server or to the third party server as a whole while not affecting traffic to other applications on the third party server or to other third party servers functioning normally, or from other UE-based applications.












(UC: 5)
-(GEN6) The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server as a whole while not affecting traffic to other third party servers.











(UC: 6), (UC: 7)
- (GEN7) The 3GPP network shall be able to activate or deactivate the control of traffic from applications on the UE to a congested or failed third party server/s.












(UC: 8)
- (GEN8) The 3GPP network shall be able to activate or deactivate the control of traffic from applications on the UE to a congested or unavailable third party server/s..












(UC: 8)
- (GEN9) The 3GPP network shall be able to control (block and/or prioritize) traffic from selected applications (e.g. picture- or video upload) of a UE towards the third party server/s 




















Control Requirements (Ways to control)







(UC: 4)
- (CON1) The 3GPP network shall be able to apply CATS in a phased manner to gradually restore traffic according to operator policy.












(UC: 5)
- (CON2) The 3GPP network shall be able to apply ACDC and CATS independently and simultaneously according to operator policy. CATS can be applied in addition to ACDC to control traffic from applications, even if access is allowed by ACDC.












(UC: 6)
- (CON3) The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party server/s based on the status of the third party server/s and as agreed with third party application provider.












(UC: 8)
- (CON4) The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party based on the status of the third party and servers.












 (UC: 7)
- (CON5) The 3GPP network shall be able to apply and modify a range of barring rates to control the traffic from applications on the UE to a third party server/s based on the congestion conditions at the third party server/s and as agreed with third party provider. 





















Requirements on traffic to be applied control








(UC: 6), (UC: 7), (UC: 8)
- (TRA1) CATS shall be able to control existing connections towards the 3rd party server












(UC: 6), (UC: 7), (UC: 8)
- (TRA2) CATS shall be able to control the setting up of new connections towards the 3rd party 












Requirements on information variation used to control













(UC: 6), (UC: 7), (UC: 8)
- (INF1) Based on the traffic load on the 3GPP network and the MNO policy, the 3GPP network shall be able to activate the control of traffic from applications on the UE to a congested or failed third party server/s.













(UC: 6), (UC: 7)
-(INF2) The 3GPP network shall be able to control and prioritize access to a third party server/s based on the MNO’s service subscription profiles without impacting the traffic to other unaffected third party servers.

(UC: 7)
- (INF3)The 3GPP network shall be able to control and prioritize traffic to the third party server/s based on third party service subscription profiles without impacting the traffic to other unaffected third party servers.
(UC: 9)
- (INF4)  The 3GPP network shall be able to control traffic from UE-based applications to the affected application on the third party server, or to the third party server as a whole based on the MNO’s service subscription profiles such as access class information while not affecting traffic to other third party servers.




Requirements on charging








(UC: 10) – (CHA1) The 3GPP network should be able to identify charging data records produced whilst CATS is activated and provide the possibility to offer different treatment.
Requirements on awareness of third party server issue













· Receiving indication from third party server













(UC: 1)
- (REC1) The 3GPP network shall be able to receive an indication from the third party server when an application on it is experiencing congestion or failure, and when normal operation resumes. The indication may be sent periodically, and when the status of the application changes.












(UC: 2), (UC: 5) 
- (REC2) The 3GPP network shall be able to receive an indication from the third party server when normal operation resumes.












(UC: 4), (UC: 10) - (REC3)The 3GPP network should be able to receive an indication from the third party server when normal operation resumes.












· Detect and Monitor third party server issue













(UC: 1) 
- (DEC1) The 3GPP network should be able to determine when an application on a third party server is experiencing congestion or failure, and when normal operation resumes.



Note:
This requirement addresses the situation where a third party server does not inform the 3GPP network   that affected applications on it have recovered.










(UC: 2), (UC: 4), (UC: 5), (UC: 10) - (DEC2) The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, is not responding to traffic sent to it.












(UC: 2), (UC: 5)
- (DEC3) The 3GPP network shall be able to detect that an application on a third party server, or the third party server as a whole, has resumed normal operation.












Note:
This requirement addresses the situation where a third party server does not inform the 3GPP network that it has recovered.











(UC: 6), (UC: 7), (UC: 8)
- (DEC4) The 3GPP network shall become aware of the failure of third party servers.












(UC: 6), (UC: 7), (UC: 8)
- (DEC5) The 3GPP network shall be able to detect and monitor third party server’s operational status e.g. congestion levels of the third party servers.
























A requirement covers both Requirements on awareness of third party server issue and Control Requirements






(UC: 6), (UC: 7)
- (BOT1) The 3GPP system shall be able to monitor the changing conditions of congestion or failure and restoration of normal service at the third party servers and gracefully ease or cease control of the traffic.















(UC: 8)
- (BOT2) The 3GPP system shall be able to monitor the status of  the 3rd party servers and gracefully ease or cease control of the traffic.












3.
Trim down potential requirements by eliminating duplication and through editorial improvements
Generic Control Requirement








(UC: 1)
- (GEN1) The 3GPP network shall be able to control (i.e. block and/or prioritize)
  traffic from UE-based applications to the affected application(s) on the third party server(s) or the third party 
server itself while not affecting traffic to other applications on the third party server or to other third party servers or from other UE-based applications.
























(UC: 3)
- (GEN4) The 3GPP network
 shall be able to identify the application or its associated traffic.






















































































Control Requirements (Ways to control)







(UC: 4)
- (CON1) The 3GPP network shall be able to apply CATS in a phased manner to gradually restore traffic according to operator policy.












(UC: 5)
- (CON2) The 3GPP network shall be able to apply ACDC and CATS independently and simultaneously according to operator policy.[Applicable only to UE centric CATS]In case of simultaneous application of ACDC and UE centric CATS applied in the UE
, CATS shall take precedence over 
ACDC to control traffic from applications, even if access is allowed by ACDC.
NOTE:

In case of simultaneous application of ACDC and network centric CATS, no requirements are needed since network centric CATS applies to traffic that reaches the core network, after the possible application of ACDC.





















































Requirements on traffic to be applied control








(UC: 6), (UC: 7), (UC: 8)
- (TRA1) [Applicable only to UE centric CATS]
 The 3GPP network
 shall be able to control both the setting up of new connections and existing connections towards the 3rd party server






















Requirements on information variation used to control













(UC: 6), (UC: 7), (UC: 8)
- (INF1) Based on the traffic load on the 3GPP network and the MNO policy, the 3GPP network shall be able to activate the control of traffic from applications on the UE to a congested or failed third party server/s.













(UC: 6)
-(INF2) The 3GPP network shall be able to control traffic 
based on (1) the traffic load on the 3GPP network , (2) the MNO policy, (3)the MNO’s service subscription profiles such as access class information (4) third party service subscription profiles without impacting the traffic to other unaffected third party servers.

 













Requirements on charging








(UC: 10) – (CHA1) The 3GPP network should be able to identify charging data records produced whilst CATS is activated and provide the possibility to offer different charging treatment.
Requirements on awareness of third party server issue













· Receiving indication from third party server













(UC: 1)
- (REC1) The 3GPP network shall be able to receive an indication from the third party server when an application on it is experiencing congestion or failure, and when normal operation resumes. The indication may be sent periodically, and when the status of the application changes.






































· Detect and Monitor third party server issue

































































(UC: 6), (UC: 7), (UC: 8)
- (DEC5) The 3GPP network shall be able to detect and monitor third party server’s operational status e.g. congestion levels, failure and unavailability of the third party servers or application(s) on the third party servers.
























A requirement covers both Requirements on awareness of third party server issue and Control Requirements































4.
Consolidation
(C1) The 3GPP network shall be able to control (i.e. block and/or prioritize)  traffic from UE-based applications to the affected application(s) on the third party server(s) or the third party server itself while not affecting traffic to other applications on the third party server or to other third party servers or from other UE-based applications.



(C2) The 3GPP network shall be able to identify the application or its associated traffic.






(C3) The 3GPP network shall be able to apply CATS in a phased manner to gradually restore traffic according to operator policy.












(C4) The 3GPP network shall be able to apply ACDC and CATS independently and simultaneously according to operator policy. [Specific to UE centric CATS] In case of simultaneous application of ACDC and UE-centric CATS applied in the UE, CATS shall take precedence over ACDC to control traffic from applications, even if access is allowed by ACDC.
NOTE:  In case of simultaneous application of ACDC and network centric CATS, no requirements are needed since network centric CATS applies to traffic that reaches the core network, after the possible application of ACDC.



(C5) [Specific to UE centric CATS] The 3GPP network shall be able to control both the setting up of new connections and existing connections towards the 3rd party server.










(C6) The 3GPP network shall be able to control traffic based on (1) the traffic load on the 3GPP network , (2) the MNO policy, (3)the MNO’s service subscription profiles such as access class information (4) third party service subscription profiles without impacting the traffic to other unaffected third party servers.

(C7) The 3GPP network should be able to identify charging data records produced whilst CATS is activated and provide the possibility to offer different charging treatment.
(C8)  The 3GPP network shall be able to receive an indication from the third party server when an application on it is experiencing congestion or failure, and when normal operation resumes. The indication may be sent periodically, and when the status of the application changes.








(C9) The 3GPP network shall be able to detect and monitor third party server’s operational status e.g. congestion levels, failure and unavailability of the third party servers.



Proposal

Using the results of the above process, the following text for section 6 is proposed to be included in TR 22.818.
Start of 1st Change

6
Potential requirements

6.1
Consolidated Requirements
The following requirements are consolidated from the requirements associated with the use cases in section 4 of this TR. The requirements labelled as [Applicable only to UE centric CATS] only applied to UE centric CATS and other requirements are commonly applied both UE centric CATS and network centric CATS.
(C1) The 3GPP network shall be able to control  (i.e. block and/or prioritize)  traffic from UE-based applications to the affected application(s) on the third party server(s) or the third party server itself while not affecting traffic to other applications on the third party server or to other third party servers or from other UE-based applications.



(C2) The 3GPP network shall be able to identify the application or its associated traffic.





(C3) The 3GPP network shall be able to apply CATS in a phased manner to gradually restore traffic according to operator policy.












(C4) The 3GPP network shall be able to apply ACDC and CATS independently and simultaneously according to operator policy. [Applicable only to UE centric CATS] In case of simultaneous application of ACDC and UE-centric CATS applied in the UE, CATS shall take precedence over ACDC to control traffic from applications, even if access is allowed by ACDC.

NOTE:  In case of simultaneous application of ACDC and network centric CATS, no requirements are needed since network centric CATS applies to traffic that reaches the core network, after the possible application of ACDC.







(C5) [Applicable only to UE centric CATS] The 3GPP network shall be able to control both the setting up of new connections and existing connections towards the 3rd party server












(C6) The 3GPP network shall be able to control traffic based on (1) the traffic load on the 3GPP network , (2) the MNO policy, (3)the MNO’s service subscription profiles such as access class information (4) third party service subscription profiles without impacting the traffic to other unaffected third party servers.

(C7) The 3GPP network should be able to identify charging data records produced whilst CATS is activated and provide the possibility to offer different charging treatment.
(C8) The 3GPP network shall be able to receive an indication from the third party server when an application on it is experiencing congestion or failure, and when normal operation resumes. The indication may be sent periodically, and when the status of the application changes.








(C9) The 3GPP network shall be able to detect and monitor third party server’s operational status e.g. congestion levels, failure and unavailability of the third party servers.


End of Change

Start of 2nd Change

Annex X:
Mapping of potential requirements.
Mapping requirement numbering of potential requirements derived from the use cases in clause 5 to the requirement numbering of the consolidated potential requirements in clause 7.
For the detailed 4-step consolidation process, see S1-141582.

NOTE:
Consolidated potential requirements could have been re-worded from the original potential requirements derived in clause 5.
	Potential requirements from use cases in clause 5
	Consolidated potential requirements in clause 6

	[UC1] [UC2] [UC3] [UC4] [UC5] [UC6] [UC7] [UC8] [UC10]
	[C1]

	[UC3]
	[C2] 

	[UC4] [UC6] [UC7] [UC8]
	[C3]

	[UC5]
	[C4]

	[UC6] [UC7] [UC8]
	[C5]

	[UC6] [UC7] [UC8] [UC9]
	[C6]

	[UC10]
	[C7]

	[UC1] [UC2] [UC4] [UC5] [UC10]
	[C8]
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	[C9]


End of Change
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