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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[X]
3GPP TS 22.173: "Multimedia Telephony Service and supplementary services; Stage 1"
*********************************End of first change/start of second change***************************
6.X
Interactions with existing MMTEL features
6.X.1
Introduction
Many of the MMTEL features defined in TS 22.173[X] will likely have interactions with possible services giving user control or interact with reporting and managing spoofed calls.  This section presents some of the interaction considerations which may need to be addressed for any user control or management of spoofed calls and apply mainly to the call termination aspects of the MMTEL services.
The following clauses only describe the MMTEL features  in  TS 22.173 [X] where possible interactions have been identified.  The actual interactions will depend on the specific user service definition providing user control and management of receiving spoofed calls.
Note: The issue of splitting the support of  user control of spoofed call detection service  between an Enterprise IP PBX and a IMS network is not considered in this study.
6.X.2
White / blacklists

If other MMTEL services use whitelist or blacklist capabilities, they may need to be integrated with possible spoofed call whitelists or blacklists. The spoofed call whitelist or blacklist may be at a personal level or global (applicable to all users) level.

There may need to be able to distinguish to the user whitelist or blacklist entries which have been added by spoofed call detection or user reporting of spoofed calls.
6.X.3 Originating Identification Presentation (OIP)
OIP may need to be enhanced to report additional information regarding the results of any terminating network detection of spoofed calls or any matching with whitelists or blacklists.

6.X.4 Originating Identification Restriction (OIR)
Since OIR restricts the presentation of Originating Identification, but not the transport to the terminating network, any spoofed call detection can still be applied and the results potentially presented to the called party.
However there are some privacy related considerations which are likely to be required including:
· Any regional privacy regulatory determination whether OIR also applies to spoofed call detection results

· Not disclosing the Originating Identification to the user when added to any whitelist or blacklist as part of any list management by the user

· Not disclosing the Originating Identification to the user as part of any spoofed call history or log reporting.

6.X.5 Malicious Communication Identification (MCID)
There are similarities in the function of MCID and some aspects of of user control of spoofed calls in that both can be used to report a malicious or spoofed call.  MCID would only need to record the results of spoofed call detection by the terminating network.  However the MCID feature does not include the rest of the the possible user control of spoofed calls such as call history, white/blacklists.  
Also in some regions, there is a distinction needed between reporting malicious calls from spoofed calls. MCID may be used to report threatening or harassing calls which could have authorized use of the Originating Identification (i.e.. are not spoofed calls). Whereas indicating a false positive spoofed call detection result may be used only to report violations of regional spoofed call regulations.  The procedures for dealing with malicious calls and spoofed calls by PLMN operators and public safety agencies are likely to be different as well, requiring a disction be made.
6.X.6 Anonymous Communication Rejection (ACR)

As it is possible that the terminating network may define automated treatment for terminating calls detected as spoofed and may provide the user with service settings on which treatment to apply, the interaction between spoofed call treatment and application of ACR may be needed.
6.X.7 Communication DIVersion (CDIV)

It is assumed that any security elements in call signalling which are used as part of spoofed call detection will be delivered to the CDIV destination. The criteria for detecting spoofed call may differ between the invoker of the CDIV service and the CDIV destination, so the spoofed call detection may need to be re-evaluated for the CDIV target.
As part of the user control of handling spoofed calls, the definition of an additional CDIV service to forward on spoofed call detection (e.g. spoofed call, possible spoofed call) may prove beneficial.
6.X.8 Communicaton Barring (CB)

For Incoming Call Baring (ICB) only interaction with any incoming call treatment defined by user control of spoofed call detection may be needed.
6.X.9 Explicit Communication Transfer (ECT)
It is assumed that any security elements in call signalling which are used as part of spoofed call detection will be delivered to the ECT destination (transfer target). The criteria for detecting spoofed call may differ between the transferring party and the ECT destination, so the spoofed call detection may need to be re-evaluated for the ECT destingation
If the transferring party identity (either alone or along with the transferee) as defined in clause 8.2.15.2.1.2 in [X]  is presented to the transfer target, whether to apply spoofed call detection and how to report the results to the user may be required.
6.X.10 Flexible Alerting (FA)
There may need to be a definition of interaction between FA and user control of spoofed calls when one of the users of an alerted UE indicates or marks a call as a spoofed call or when a caller identity is present only on a subset of the FA group members' personal blacklists or whitelists, or appears both on a personal blacklist and a personal whitelist.
*********************************End of changes**********************************************
