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Abstract: This discussion document suggests that a new IMS media plane end-to-end security solution is required for users intending to use Public Safety ProSe. This is because current IMS media plane security solutions do not support Public Safety ProSe. It suggests a set of requirements for such a solution. In addition, it suggests that there is ambiguity in the security that will be provided by ProSe with respect to UE-to-UE direct mode connections, and that this ambiguity should be clarified. 
Requirement for an IMS media plane end-to-end solution which interoperates with Public Safety ProSe.
Security (authentication, confidentiality and integrity services) in mobile communications is provided between the handset and mobile network infrastructure on a hop-by-hop basis.
In many public-safety applications including the UK’s TETRA network, enhanced end-to-end security is required. To provide equivalent security for Public-Safety services over 3GPP networks (EPC and ProSe communication paths), public-safety UEs will need to be able to support end-to-end security functionality. 
IMS media plane security intends to provide end-to-end security solutions to meet this public safety requirement. The following is extracted from Section 1 of 33.328: 

The security mechanisms are designed … to provide end-to-end (e2e) media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service.

This discussion document highlights that current IMS media plane end-to-end security solutions are not suitable for Public Safety ProSe and suggests that a new solution should be created which works with Public Safety ProSe use cases. 

In addition, the document notes that the scope of the security solutions that will be provided by ProSe are not, in one instance, entirely clear.
IMS media plane E2E security solutions are not suitable for Public Safety ProSe 

IMS media plane security aims to provide end-to-end security solutions to meet the requirement for end-to-end security for public safety applications. Two options are provided for this purpose, ‘SDES’ or ‘KMS’ (see 33.328). 

Both of these solutions require a connection to the E-UTRAN network to operate. However, Public Safety ProSe does not require a connection to E-UTRAN to allow communication. The following requirement is extracted from the 3rd requirement in Section 7A.2 of 22.278 (V12.3.0):

Public Safety ProSe-enabled UEs can use ProSe when operating on public safety spectrum even when not served by E-UTRAN.

The first IMS media plane (e2e) solution, SDES, creates an end-to-end security tunnel by sending the transport key for each session via the signalling network. As the signalling network provided by E-UTRAN is required for each communication, this solution is not appropriate for Public Safety ProSe.

The second solution, KMS, creates the tunnel by both ends obtaining the transport key for each session from a central key management server. As a connection to the KMS is required for each communication, this solution also requires a connection to E-UTRAN to allow communication. Hence this solution is not appropriate for Public Safety ProSe.

As a consequence, there is no IMS media plane security solution (e2e) available which supports Public Safety ProSe communications. 
Requirements for a new IMS media plane security solution (e2e)
The following requirements are for a IMS media plane security solution that supports Public Safety ProSe. 

An IMS security mechanism shall be produced which shall provide end-to-end (e2e) media security for Public Safety users of ProSe.

The security mechanism shall ensure that the confidentiality, integrity and authentication of the user data are maintained between UEs independently of the communication path, without being terminated by any intermediary.
The security mechanism shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS). 

The security mechanism shall be able to be established and maintained when UEs are not served by E-UTRAN, or when UEs are connected to different PLMNs. The security mechanism shall not require prior communication between UEs to support secure sessions.
The security mechanism shall support the full range of IMS communications. This includes RTP, MSRP messaging or file transfer, group/conference communications, broadcast communications, and deferred delivery of communications.

The security mechanism shall be efficient, ideally establishing a secure session using a single transmission. The security mechanism shall have minimal impact on the network infrastructure.

It shall be possible for the security mechanism to support user groups who wish to provide their own key management service.
Existence of a Solution

In the UK, we have a similar set of requirements for providing end-to-end security of UK civil government handsets. The UK government is meeting these security requirements using a standardised and IPR-free security protocol called MIKEY-SAKKE (integrated into an over-the-top application). This is a simple simplex protocol which supports secure communications, secure group communications, secure broadcast communications, deferred delivery, and supports lawful interception requirements.

As a result, we have proven that it is possible to meet the above requirements with a simple and efficient solution. We can see the benefit of a similar solution being applied to IMS media plane security. 

Clarification of Requirement: Does ProSe require direct mode support without connection to E-UTRAN?
In establishing the need for a new IMS media plane security solution, the security that will be provided by ProSe was considered. As a result, it became apparent that on a specific point the security (that will be) provided by ProSe was unclear.

In 22.278, the following requirement directly implies a security solution will exist between handsets to support direct-mode UE to UE communications. This is the 3rd requirement in Section 9.4 of the current version of TS 22.278 (V12.3.0):

The EPS shall ensure that the confidentiality and integrity of both user data and network signalling over the ProSe Communication path to a level comparable with that provided by the existing 3GPP system. This requirement applies to any ProSe E-UTRA Communication between two ProSe-enabled UEs, ProSe Group Communication, ProSe Broadcast Communication and ProSe-assisted WLAN direct communication.

Alongside the following two requirements for public-safety applications, this implies that for public-safety, direct-mode security must be able to be established without E-UTRAN coverage. The requirements are the 9th and 10th requirements in section 7A.2 of the current version of TS 22.278 (V12.3.0): 

The system shall enable Public Safety ProSe-enabled UEs to mutually authenticate each other when not served by E-UTRAN. 
Assuming Public Safety ProSe-enabled UEs are in Communication Range, are authenticated and are authorised, a Public Safety ProSe-enabled UE on public safety spectrum, whether or not it is served by E-UTRAN, shall be capable of establishing multiple one-to-one ProSe E-UTRA Communications using multiple ProSe E-UTRA Communication paths, and of exchanging user traffic with each Public Safety ProSe-enabled UE concurrently across these multiple paths.

Viewed together, the two requirements imply that a direct-mode (which can also be viewed as ‘end-to-end’) security solution is required that can be setup while a handset is not connected to the network. 

It is worth noting that no existing 3GPP security mechanism meets this requirement. As a result, a new security solution will be required and the 4th requirement in Section 9.4 of the current version of TS 22.278 (V12.3.0) will not be satisfied:

Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.
Based on the arguments above, ProSe is required to contain a new direct-mode (or end-to-end) security solution. For the purposes of this document, this solution will be termed the ‘ProSe Direct-mode Security’. 

The implicit requirement for ‘ProSe Direct-mode Security’ raises a number of questions which should be considered by SA1:

· Is it SA1’s intent to require a new end-to-end security solution: ProSe Direct-mode Security?

· If so, what are the requirements on ProSe Direct-mode Security? 

· Should it support Lawful Interception?

· What is the scope of ProSe Direct-mode Security? 

· Can it be used for Group Communication?

· Can it be used for Broadcast Communication?

· Can it be used to provide end-to-end security when not in direct-mode communications? Note that 22.278 currently requires minimal service disruption as ProSe Communications move to and from EPC Communications.

· Will all security for ProSe be end-to-end?

Picking up on this final point, one could argue that it would be desirable for ‘ProSe Direct-mode Security’ to be used to provide end-to-end security independently of the communication path. In other words, would it be beneficial for ‘ProSe Direct-mode Security’ to be the same solution as the IMS media plane security solution? 

Conclusions

Based on the reasoning in this paper, a new IMS media plane end-to-end security solution is required to maintain IMS security for users using Public Safety ProSe. We can see two ways in which this requirement could be met:

· Introduce a new WID to produce a new IMS media plane end-to-end security solution which supports ProSe.

· Extend the current WID ‘eMEDIASEC’, Extended IMS media plane security features, (SP-120447) to meet the requirement.

We would welcome SA1’s view on the best approach to meet the requirement for a new IMS media plane end-to-end security solution supporting Public Safety ProSe.

Based on this paper, it is also appears necessary to clarify the requirements for ProSe Direct-mode Security. Based upon our understanding of SA1’s original intent, we have produced the following change request, S1-134046, which explicitly states the requirements for this service. Based on the discussion of the purpose of ProSe Direct-mode Security, the contents of this change request may need updating.
