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Introduction

Section 6.4 of the TR contains the following requirement with an Editor’s Note:

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized.

 Editor’s Note: “ Between which parties authorization is required (user/device/application/operator etc.) is FFS”

This contribution aims to resolve this FFS note.
Discussion   
It is clear that the note does not refer to an operator’s authorization of UEs to engage in ProSe discovery in general; that is covered under other requirements. The note refers to the restricted discovery case, which demonstrates how a UE’s Prose discovery information is made available to a certain UE(s) but not other(s).
The question we are trying to answer is, “what entity should authorize what other entity to gain access to ProSe discovery information?” [could there also be a third entity, the one “via” whom the authorization is enforced?]

The use case that gave rise to this requirement clearly reveals the source of this desire for restriction to be a certain  ProSe-benefiting  application behaving in part according to the acted-on wishes of a subscriber.

For purposes of authorization-giving, we submit that some of the actors in the Editor’s note parenthesis can be ruled out:


- device: (UE): A union of hardware/firmware/software cannot on its own authorize anything or anyone;

- application: A piece of software, it cannot on its own authorize anything or anyone.
This leaves us with the following candidate entities for authorization-giving:
  
- user: Clearly, Mary (for example) should have full control over which other people are allowed access to her ProSe discovery information;

- operator: As stated in the use case, the operator can “enable” an application to “benefit from ProSe”. However, the operator should not have to know about each application the user might be using, or about the friend relationships within each such application.

Proposal

It is proposed to change the following in the TR 22.803 (FS_ProSe).

*** First Change ***
6
 Potential Requirements

6.1
General

The following contains additional requirements not mentioned in clause 5.
6.2
Additional Operational Requirements

ProSe services are available to ProSe-enabled UEs that are registered to a PLMN, and are under coverage of the E-UTRAN of said PLMN, potentially served by different eNBs. In this case E-UTRAN resources involved in ProSe services will be under real time 3GPP network control. 
Subject to operator policy and user consent, a ProSe-enabled UE should be capable of establishing the E-UTRAN infrastructure path and ProSe communication path concurrently.
The network should be able to collect Discovery information regarding which ProSe-enabled UEs are discovered to be in proximity of a given UE. Restrictions from contracts and regulation on data collection apply. 

ProSe services are not available to ProSe-enabled UEs out of E-UTRAN coverage except in the following case:

ProSe-enabled public safety UEs can use ProSe services when operating on public safety spectrum dedicated to ProSe services even when not under E-UTRAN coverage. In this case, at least a one-time pre-authorization to use ProSe services is needed. 

Re-authorization and specific configurations, including spectrum configurations, of public safety UEs shall be subject to public safety operator policy.

When Operating ProSe, the EPS shall be able to support regional or national regulatory requirements, (e.g. lawful interception, PWS).
6.3
Additional Charging Requirements
When a ProSe-enabled UE uses ProSe Communication, the operator shall be able to collect accounting data for ProSe communication including:
-
activation/deactivation of the ProSe Communication feature

-
ProSe Communication initiation/termination

-
ProSe Communication duration, and amount of data transferred

The above requirements do not apply to public safety communications outside network coverage.

6.4
Additional Security Requirements
The system shall ensure that ProSe is secure.
The system shall ensure that ProSe Discovery respects privacy.

The system shall ensure the validity of the ProSe Discovery information provided to the discoverer.The system shall be able to provide security comparable to that provided for the current 3GPP system for ProSe Communications, reusing existing 3GPP security mechanisms whenever possible and appropriate. 

The system shall be able to restrict ProSe Discovery information to the ProSe-enabled UEs that have been authorized. 
The permission to be discoverable is given by the user and shall be executed by the system, subject to operator control, on a per-application basis.
An operator shall be able to configure a UE with the permission to be discoverable or not by one or more UEs, without prior registration to the network, for example to provide the means for an enterprise or Public Safety organization to set permissions for its users.  

*** End of Changes ***
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