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Introduction
In this contribution we discuss the current approach of incorporation of applications into the ProSe requirements, in particular with respect to authorization. This approach is subject to a number concerns about the future utilization of ProSe over LTE (namely for direct communications). 

While ProSe over LTE is required for the purpose of public safety, it should also be ensured for the purpose of non public safety that by specifying a necessary level of control for operators, ProSe does not natively become overly restrictive. 
ProSe Authorization 
Based on discussions in previous SA1 meetings, our understanding is that operators must have the possibility to, at least:

· Authorize and charge a subscriber for using ProSe

· Authorize and charge service/application providers for using ProSe

The latest ProSe TR [1] proposes requirements tightly incorporating applications into the ProSe feature in a way that the applications utilizing ProSe capabilities and functionalities of the UE are required to be individually authorized by the operator, if an authorization is needed. 
For instance, section 5.1.1.5 of the latest ProSe TR [1] provides application authorization related requirements as follows:

“ProSe shall allow the simultaneous operation of applications on a UE, ensuring that ProSe discovery info is only available to applications that were specifically authorized.”

“An operator shall be able to authorize the use of ProSe Discovery information by an application.”

and section 5.1.11.5 as follows:
“The operator’s network and the ProSe-enabled UE shall provide a mechanism to identify, authenticate and authorize the third-party application to use ProSe capability features.”

“The operator’s network shall be able to store information of third-party application developers, such as the third-party application developer ID, the application ID and so on.”

“The ProSe feature capability access by each application shall be able to be charged for and reported to the operator’s network.”

However, in the beginning of the section 5.1.1., it is stated that Prose should be allowed to be used by any application: 
“This use case describes a basic scenario for ProSe Discovery that can be used for any application.” 
While we are not questioning the need for authorization of applications, the current requirements point at a specific solution, a white list that requires authorizing individual applications and collectively prohibiting other applications. This may not always be the best solution. Another viable solution may in fact be to black list individual applications while collectively authorizing other applications. It could also be a combination of both or something else. The requirements for authorization should not imply any particular solution.

Therefore, in §5.1.1.5 and §5.1.11.5 the following changes are proposed, as a minimum. Generally, the impact on user privacy must also be considered. The current approach does hinder privacy by natively (in 3GPP specs) allowing an operator to follow and grant what applications a user is able to use for ProSe. The authorization of ProSe should also be enough from a control point of view.
§5.1.1.5:

“ProSe shall allow the simultaneous operation of applications on a UE, ensuring that ProSe discovery info is only available to applications that were specifically are authorized.”

“An operator shall be able to authorize or prohibit the use of ProSe Discovery information by an application.”

§5.1.11.5:
“The operator’s network and the ProSe-enabled UE shall provide a mechanism to identify, authenticate and shall be able to authorize or prohibit the third-party application to the use of ProSe capability features by applications. A ProSe enabled UE shall ensure ProSe capability features are only available to applications that are authorized.”
“The operator’s network shall be able to store information of third-party application developers, such as the third-party application developer ID, the application ID and so on.”

“The operator’s network shall be able to charge for the use of ProSe feature capability featuresaccess by applicationseach application shall be able to be charged for and reported to the operator’s network.”

Application

Another important issue is the meaning of “application” itself, which we suspect has been primarily interpreted in TR22.803 as a mobile app e.g. downloaded from an app market, while TS21.905 defines:
Application: an application is a service enabler deployed by service providers, manufacturers or users. Individual applications will often be enablers for a wide range of services. (UMTS Forum report #2) [3]

Applications / Clients: These are services, which are designed using service capability features. 

Application Dedicated File (ADF): an application DF is the entry point to an application on the UICC.
Application Interface: Standardised Interface used by application/clients to access service capability features.

Application protocol: The set of procedures required by the application.

With these definitions, ProSe is to provide service capability features that applications/clients can use. 
With mobile applications, a number of issues arise that can be illustrated as follows: is facebook an application? Or is facebook on iOS6 an application? Or is facebook on iOS6 for iPhone an application? Is Farmville on facebook an application? Etc.

· Due to the vast and rapidly changing application space spanning across multiple platforms and device types, identifying and maintaining application identities per individual application for authorization purpose will be relatively complex if not prohibitive:
· If an application identifier defined in 3GPP were a pre-requisite for introducing an application, it would cause delay to the introduction of new applications

· Mobile applications are typically operating system dependent and thus they have different versions for different operating systems but also different versions within the same operating system (see e.g. fruity products). This increases the complexity in identifying applications and maintaining data for a per application authorization. It also raises the questions of the definition and identification of an “application”. 
· Web applications, like Facebook, may provide a platform for other embedded applications that are required to be registered to the platform provider thus leading to nested relationships between the applications
A number of ProSe requirements are overly restrictive and will make it difficult for application developers to introduce new apps or modify existing apps incorporating features to utilize ProSe capabilities. In addition, a remarkable effort would be needed to maintain and control the database storing the information of individual applications and application IDs.  Furthermore, roaming situations, network sharing, would introduce additional complexity considering the applications may need to get authorized by the visited operator or the sharing partner as well. The current restrictions may simply challenge the viability of ProSe altogether (for non public safety).
Besides the related aspects of authorization of applications, §5.1.11.5 for instance lists the following requirement which we do not see as an essential requirement for ProSe given the above. This requirement should be removed.
“The operator’s network shall be able to store information of third-party application developers, such as the third-party application developer ID, the application ID and so on.”
“The operator’s network shall be able to store information of third-party application developers, such as the third-party application developer ID, the application ID and so on.”

Successful introduction of ProSe for the vast and growing application space requires an easy and future-proof definition of ProSe service capabilities. 
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