3GPP TSG-SA WG1 Meeting #56
S1-113283
San Francisco, CA, USA 14th – 18th November 2011
Title:
New use case on user consent on first time use of an application in SSO


Ag. Item: 9.2 / FS_SSO_int
Source: Telekom Deutschland


Contact: frank.mildner@telekom.de


Introduction

This contribution proposes to consider the use case where the user has to verify an application for SSO service e.g. in the first time use of an application. 
Discussion

From usability prospective the major features of Single Sign-On (SSO) service are to provide transparent identification and seamless authentication to web services on behalf of the user without additional user intervention.

On security reasons it is important for the SSO to manage the need of user verification of a mobile application in the case of first time use.

Proposal
Add a new use case in draft TR 22.895.

************* Begin Changes ******************
4.x
Use case X:  User management of the association between an Application Service and the SSO Service
4.x.1
Pre-conditions

A user has purchased a subscription plan that includes the SSO Service.  The user has already Application Service accounts and operator services such as IMS-based domain services or mobile data services already established.           The user has upgraded his UE (e.g. from a small smart phone to tablet PC with 3GPP access) with additional applications.
-
Login and access credentials are already secured within the network and UE.

-
New applications are installed on the UE if needed to access a service.

4.x.2
Service flows

A user is using an operator service and wishes to add a new Affiliated Application Service, such as a business application in the cloud for the first time.  Upon accessing the new application service, the SSO service manages a first time user verification of the authentication at the new application, to prevent risk of unauthorized background usage of the SSO authentication.

4.x.3
Requirements

-
The SSO service shall support the ability of the user to manage the association between an Application Service and the SSO Service. In this case user authentication is required. 
************* End Changes ******************
