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Introduction

This contribution proposes a public safety biometric service use case for study in Section 4.3.x of FS_ProSe (TR 22.xxx).

Discussion

Considering the growing trends for proximity discovery and communications, there is a need and an opportunity for 3GPP to add enhanced services to satisfy increasing demand of proximity-aware applications. In particular, 3GPP has the opportunity to become, in terms of performance, range, security, integration and potential replacement of public safety’s existing communications systems, the platform of choice to enable a network of proximity devices, and consequently an even larger set of future proximity-aware services.

The proximity-based service public safety use cases show new opportunities without overlap to existing network-based services by adding proximity discovery and communications. The new proximity-based services come from enabling discovery and direct communication, both on and off the network, for: 

· Direct data communications – biometric information, identification, location, sensor data, resource management, video, etc.
· Direct voice communications
· Opportunistic network offload
While augmenting 3GPP services and architecture to simultaneously meet the unique mission critical proximity-based discovery and communication needs of LTE-based public safety systems, these service requirements are achievable for trustworthy operator service control, unique peer discovery, secure/reliable proximity data communications, and interoperability between proximity and macro network communications.

Most public safety agencies communications capabilities are currently limited to narrowband voice services, and only recently have some public safety agencies had access to commercial data services. As public safety organizations worldwide begin to consider adding a data capability to supplement their voice needs, there are numerous applications and services that will dramatically extend the capabilities of this user community. Some of these services require the ability to communicate without network infrastructure. Those services include voice, biometrics, chemical sensors, and many others that are under development or yet to be considered. The use case contained herein is just one example of the likely hundreds or thousands of different ways public safety can use proximity services.

Biometric sensors, both on the person of first responders as well as patients at an incident scene will allow for careful and more efficient monitoring of critical information related to the health of the user with the biometric sensors. This traffic is most relevant to users co-located at the incident scene, but is also, occasionally, needed beyond the incident.

The actors (biometric sensors, UE’s and end users) and services defined in the biometrics use case proposal are designated to show the need for supporting high density of use, relevant range, secure and dynamic resource management interactions beyond the abilities of existing macro networks. This use case is intended to show secure direct communications between two or more UEs via proximity discovery & communications without direct user involvement. The biometrics use case generally has pre-arranged affiliations and subscriptions between the user, biometric sensors and user devices for security and privacy purposes, but details ad hoc affiliations and subscriptions between additional user devices and biometric sensors as needed. The biometrics use case also explores some of the possibilities for proximity-based machine-to-machine applications in addition to simultaneous direct and network based communications.
Proposal

It is proposed to add the following to TR 22.xxx (FS_ProSe).

*** First Change ***
4.3.x Public Safety BioMetrics Use Case

The incident scene for this use case involves a large-scale disaster that involves fire services, law enforcement, and emergency medical services. Consider an explosion where there is an active fire, a large number of casualties, and a security perimeter that is being established. 

For the context of this use case, the relevant components are the casualties that are being addressed by fire and emergency medical services. The inclusion of an active fire and a perimeter being established are to illustrate that there are many active UEs within close proximity of each other during the incident. 

There are two-dozen casualties with widely varying injuries. There are three fire paramedics and three emergency medical technicians working on the casualties. As each casualty is first encountered, a biometric UE (referred to as BIO Device) with several types of sensors is placed on each patient by the firefighter paramedics and emergency medical technicians that monitors a variety of different variables such as blood pressure, heart rate, temperature, and where necessary an electrocardiogram. 

To help ensure near real-time reception of the patient data, and to help offload this traffic from the macro network, each BIO Device authenticates directly with the UE of the first responder (referred to as EM Device) that placed the BIO Device on the patient and establishes a secure session. All biometric variables that are being monitored by the BIO Device are being directly transmitted to the same EM Device. As needed, the user of an EM Device can instruct the BIO Device to include one or more additional EM Devices in its transmissions so that more than one first responder can monitor the patient.

During the course of the incident, an emergency medical technician (referred to as EMS 1) is monitoring six different patients on his/her EM Device. At the same time, EMS 1 is having a voice conversation through his/her EM Device with a physician (referred to as DOC 1) at a local hospital that will be receiving the monitored patients and is talking specifically with DOC 1 regarding the status of a particular patient (referred to as Patient 1). DOC 1 requests the Patient 1 data, and EMS 1 instructs his EM Device to forward the biometric data from the BIO Device on Patient 1 to DOC 1’s UE.

