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1
Introduction

This contribution discusses some of the points raised in the LS from GSMA SOLU received in S1-113229/ GSMA SOLU Doc 52_004. As a result, several new requirements are proposed. A response to GSMA SOLU will be drafted depending on whether the proposals are agreeable.
2
General
The LS from GSMA covers several issues, some of which are specific to INIPUI and some others that apply equally to INIPUI as well as generic alphanumeric SIP URIs.

There are also some topics that are outside 3GPP scope, which will not be covered here.

3
Querying registry by an IPX Provider
GSMA statement:

-
[…] As the final destination of a call would be known only after querying the registry the operator does not know the cost of terminating the call. Normally, operators do not pass a call to an IPXP for routing if the cost of the call (e.g. final destination, termination costs of the terminating network) is not known in advance.
-
This situation could be overcome, if the IPX Provider would resolve the INIPUI and provide information back to the operator, before the operator decides how to route the call.
Discussion:

In order to resolve this problem, the requirements need to allow the result of INIPUI address resolution to be sent back to the operator before routing is performed. This also means it is not necessary that the same entity does both INIPUI address resolution and call routing.
Proposed requirement:
An intermediate network, on receiving an INIPUI address resolution from e.g. an INIPUI Registry, shall be able to provide an INIPUI address resolution to the originating operator.
NOTE:
This functionality allows the originating operator to decide whether to route the call itself or to allow an intermediate network to do so on its behalf.
4
INIPUI Registry 

GSMA statement:

-
If there exist several registries it is unclear how an operator is able to reliably identify the correct registry for a given INIPUI (more precise for the domain name in the INIPUI). It would be necessary


1. For an operator to connect to all existing registries, or


2. There is a demand for a hierarchy of registries with a root entry (similar to Pathfinder), or


3. There exists one global registry only.
Discussion:

The organisation of INIPUI Registries is out of the scope of 3GPP, however the operator preference stated in TR 22.894 is that only one INIPUI Registry needs to be queried.
GSMA statement:

-
How can a registry reliably ensure no illegal request are answered, e.g. from entities who just want to re-sell identities to other parties? Does this 3GPP activity analyse how sources can be authenticated?  

-
It is mandatory to ensure the source of any such query is unambiguously identified to ensure security and avoid illegal queries.
Discussion:

A requirement that ensures the source of the query, and not necessarily the intermediate networks in between, is identified to the INIPUI Registry and that the source must be authenticated with the INIPUI Registry before access to the INIPUI Registry is granted. The INIPUI Registry must be able to deny access for unauthenticated parties.
It is also noted that such a requirement would apply to registries that resolve any alphanumeric SIP URI and not just INIPUI per se.

Proposed requirement:

A network accessing a registry to resolve an alphanumeric SIP URI shall provide the registry with credentials of the originating operator. A network accessing a registry for provisioning purposes shall provide the registry with its own credentials. Unauthenticated parties shall be denied access to the registry.
GSMA statement:

-
One INIPUI could be linked to several operators, e.g. to one operator for voice service but to another operator for RCS and yet another for data. The registries response should be restricted to service specific resolution of INIPUIs. Is such a service specific separation foreseen?

Discussion:

Currently, Vodafone does not see a need to have one INIPUI address associated with different services provided by different operators.
5
Security aspects
GSMA statement:

-
SOLU would like to better understand the kind of credentials that 3GPP has in mind. SOLU agrees mechanisms are required to reliably authenticate the source party of a query. Up to now, SOLU is not aware of any global identification scheme for service provider. 

SOLU is aware of an activity within IETF documented in http://i3forum.org/sites/default/files/i3_Global_SPID_Specifications_Release_1_may_2011.pdf 

Would such a globally unique Service Provider Identification meet the 3GPP requirement for a secure credential?
Discussion:

Vodafone believes that the definition of a global identification scheme for service providers is outside the scope of 3GPP, but welcomes further feedback from other companies on whether 3GPP should make use of such a global identifier, if it is available. 
6
Unique public identity
GSMA statement:

-
SOLU would like to understand if a public identity belonging to the operator is required for registration and legal intercept? Is such a public identity foreseen in the 3GPP proposal in addition to the INIPUI?  

Discussion:

3GPP specifications already allow a subscriber to have multiple public identities. If a public identity (based on alphanumeric SIP URIs) that belongs to the operator is required, e.g. due to local regulatory requirements, a subscriber could be assigned an operator-specific identity in addition to INIPUI. Furthermore, it should be noted that in today's 3GPP networks, the MSISDN is used as the unique public identity. For machine-to-machine communications, a public URI identifier will be used for devices without MSISDNs.
7
Proposal
It is proposed to discuss the points raised above and consider the potential requirements. If the potential requirements are agreeable, a CR to update 22.228 will be drafted in addition to a reply LS to GSMA.
