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1
Introduction

This contribution highlights the need for a mechanism for FW traversal in scenarios where operator non-IMS services are blocked by restrictive firewalls. The document also goes on to give some background information, which includes:

· the business relationship between the operator and the firewall provider

· an example of a possible solution that would overcome this problem.
2
Problem Statement for Non-IMS Services
While solutions exist in 3GPP to allow UE access through Network Address Translators (NATs) and simple Firewalls, there are still difficulties in supporting UE access to generic IP services through Firewalls that only allow TCP traffic, such as with Firewall policies employed by Corporate wireless LANs.  3GPP 33.234 WLAN’s IPsec tunnelling approach, for example, is typically not supported through such Firewalls, nor is native RTP/RTCP over UDP services like Real Time Streaming Protocol (RFC 2326) used for streaming audio/video allowed.  In some cases, only TCP connections for common applications such as web (HTTP/S) and email are allowed through such Firewalls.

Proprietary real-time applications, such as Skype, resort to tunnelling their application traffic over TLS on the TCP port for HTTPS, in order to get through such constrained environments.  This leads to a user perception that “it always works”, which operator services using IMS and non-IMS would also need to have. This is especially relevant to mobile devices using WiFi, but also to soft-clients running on laptops.
3
Business Relationship
There are three general cases that need to be considered:
1. the operator and the firewall provider are the same entity
2. the operator and the firewall provider have a business relationship
3. the operator and the firewall provider do not have a business relationship
The first two bullets are covered in contribution S1-113144.
For the third bullet where there is no relationship between the operator and firewall provider, the operator does not have any means to make any changes to the firewall to ensure that the operator services are not blocked. Therefore, a solution that does not involve making changes to the firewall is needed to allow the operator services to traverse the restrictive firewall.
4
Potential Solution
One potential solution allows the operator network to communicate with a UE on the other side of a restrictive firewalls via managed TLS [RFC 5246] tunnels. The TLS tunnel is created between the UE and a new functionality in the operator network. This new functionality acts like a proxy that terminates the TLS tunnel and relays signaling and media between the UE and the operator network. The TLS tunnel could be shared between multiple applications on the UE (SIP, RTP, RTSP, MSRP etc.). 

The following diagram shows a possible deployment of a solution in which all application traffic (including media) is tunneled using a single TLS Tunnel. 
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5
Proposal

It is proposed that the business relationship scenario is discussed and that the requirement for firewall traversal for non-IMS services included in document S1-113074 is agreed.
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