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1 Introduction
This contribution proposed to add and modify security requirements in the subclause 6.4 of TR 22.896. 
2 Discussion
1. Misalignment in the current specification
In subclause 5.2 of TR 22.896, it states as follow:
Security

Access to the local network behind a H(e)NB –through LIPA as well as through MRA – is only allowed to authorized UEs.  Therefore no protective measures (firewalls) by the H(e)NB’s Hosting Party are required. 

In addition to the operator enforced access restrictions the H(e)NB should implement an access control mechanism that would allow a H(e)NB Hosting Party to restrict access of UEs to the local home or enterprise network. However, such additional access control is out of scope of 3GPP standardisation.

However, this requirement remains optional in subclause 6.4. Thus it is proposed to remove the requirement in subclause 6.4.
2. New security requirements are added.

SA1 has discussed the MRA scenario where the UE can access the home based network from a (e)NB of the mobile operator network or a H(e)NB which is not connected to that local network.
In the former case the IP flow may be routed via the mobile operator network to the local network. Thus it is proposed to consider the coordinated security policy between the hosting party of the local network and the mobile operator network.

In the latter case, if the H(e)NB belongs to another local network, the IP flow may also be routed via the mobile operator network. Thus it is proposed to consider the coordinated security policy between the hosting party of the local network, the mobile operator network and the hosting party of current local network which the UE camps on.
In the both cases, the security of the MRA traffic shall not be compromised compared with the LIPA traffic.

Furthermore, similar with LIPA, MRA shall not compromise the security of the mobile operator’s network.
3 Proposal
It is proposed to add and modify security requirements in the subclause 6.4 of TR 22.896.
***********************************************Change Start**************************************************************

5.2
Impact on the 3GPP System:

The “Managed Remote Access to home based network” (MRA) service

The operator that enables LIPA access for the H(e)NB may additionally offer “Managed Remote Access to home based network” (MRA) as a service to its customers.

This service can be offered to 

a) the Hosting Party of the H(e)NB as an optional – additional –  feature to LIPA (could be separately charged)

and 

b) UEs that have subscribed to LIPA and MRA to the same local network.

If a UE has subscribed to MRA for a specific CSG and the Hosting Party of a H(e)NB of that CSG also has activated MRA then the network supports access of the UE from the macro network or H(e)NBs which are not connected to that local network to the local network of that H(e)NB. 

Continuity of data sessions

Additionally, depending on operator settings in its network, the network may support continuity of data sessions to the local network according to the following scenarios: 

· If a UE has an ongoing data session to the local network via the H(e)NB using LIPA and the UE is moves out of coverage into the coverage of a macro (e)NB or a H(e)NB which is not connected to that local network and the UE changes access to the macro network or a H(e)NB which is not connected to that local network then the data session is continued.

· If a UE is under coverage of the macro network, or a H(e)NB which is not connected to that local network and has an ongoing data session to the local network and the UE is moving into coverage of the H(e)NB and the UE changes access to the H(e)NB then the data session is continued.

Continuity of data sessions to the local network implies in particular that the UE can be reached from the local network even after handover. Interruption of data sessions should be kept to a minimum, however the user may notice different QoS before and after handover.

For the case of incoming CSFB involving a UE that is currently having a LIPA session in a HeNB, 

· the network may support session continuity by returning the UE to the HeNB provided the UE is still within coverage of that HeNB.  Currently, the UE remains connected to the target fallback RAT if there is no network command to hand over the UE back to EUTRAN after a CSFB call.  Given that it is desirable for both the network and the user that the UE uses LIPA rather than MRA, it might be necessary to provide a mechanism to hand over the UE back to the HeNB cell after a CSFB CS call has finished.

· Currently, for normal macro cell CSFB in the case where target fallback RAT has no PS capability, it is possible for the network to suspend the data session the UE may have in the EUTRAN.  Such session continuity support can be extended to LIPA as well by providing a mechanism for a UE to suspend a LIPA session at the HeNB upon receiving a CSFB indication, and a mechanism for a UE to resume the LIPA session upon returning to the HeNB cell after the CSFB call has finished.  

Charging

Access of a UE from the macro network or from H(e)NBs which are not connected to that local network to the local network of a H(e)NB (MRA) may be charged independently from (or in addition to) LIPA. E.g. an operator may wish to charge for the traffic generated in the macro network when the UE has access from the macro network to the local network of that H(e)NB.

This potential difference in charging implies that the user should be made aware if a data session to a local network is ongoing and if the UE changes access between macro network or H(e)NBs which are not connected to that local network and H(e)NB.

In addition the user should be given the opportunity to reject continuation of the ongoing data session after such handovers.

Alternatively the user may wish to configure his UE as to always accept or reject continuation of the ongoing data sessions.

Security

Access to the local network behind a H(e)NB –through LIPA as well as through MRA – is only allowed to authorized UEs.  Therefore no protective measures (firewalls) by the H(e)NB’s Hosting Party are required. 

In addition to the operator enforced access restrictions the H(e)NB should implement an access control mechanism that would allow a H(e)NB Hosting Party to restrict access of UEs to the local home or enterprise network. However, such additional access control is out of scope of 3GPP standardisation.
If the UE accesses the local network from an (e)NB of the mobile operator network or from a H(e)NB which is not connected to that local network, the security of the traffic routed to the local network shall not be compromised compared with LIPA traffic.
***********************************************Change End**************************************************************

***********************************************Change Start**************************************************************
6.4
Requirements on Security

The following requirements on security need to be added to TS 22.220: 

· The network shall provide access to the residential/corporate IP network via LIPA as well as via MRA only to authorized UEs. 
· MRA shall not compromise the security of the mobile operator’s network.
· Security for MRA traffic shall not be compromised compared with LIPA traffic.

***********************************************Change End**************************************************************



















































































































