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Introduction

This contribution proposes to consider the use case where user validation in SSO is needed. 
Discussion

From usability prospective the major features of Single Sign-On (SSO) service are to provide transparent identification and seamless authentication to web services on behalf of the user without additional user intervention.

On security reasons it is recommended for the SSO to manage the need of an additional user validation in the case of increase of authentication assurance level.
Proposal
Add a new use case in draft TR 22.895.

************* Begin Changes ******************
.
4.x
Use case X: SSO managed user validation
4.x.1
Pre-conditions

A user has purchased a subscription plan that includes the SSO Service.  The user has already Application Service accounts and operator services such as IMS-based domain services or mobile data services already established.           
-
Login and access credentials are already secured within the network and UE.

-
Applications are installed on the UE if needed to access a service.
-
Premium applications (payment) are installed on the UE if needed to access a premium service.

4.x.2
Service flows

A user is using an Affiliated Application Service with a weak authentication assurance level and wishes to add an Affiliated Application Service with a strong authentication assurance level, such as premium services.  Upon accessing the premium application service, the application service requires a re-authentication with additional user validation. The SSO service supports the re-authentication and manages the additional user validation (user has to enter a PIN under certain conditions).

4.x.3
Requirements
-
The SSO service shall support the management of user validation (user has to enter a PIN) in the case of re-authentication of step-up of the authentication assurance level according to Operator provisioned policies and policies of the premium Application Service.
************* End Changes ******************
