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Clarifications of Access Control Requirements
1. Introduction

This contribution discusses the requirements for access control defined in 3GPP TS 22.011 in relation with network sharing (Full MOCN) and domain-specific access control, given inconsistencies and ambiguities exist that can yield different interpretations and inconsistent normative specifications. 

2. Network sharing requirements (as of Rel-6)

SA#51 plenary “agreed that Shared Network support should be considered as the default for Work Items and exceptions to this, when Shared Networks cannot be supported, should be documented as early as possible during the development of the work. A LS to WGs was drafted in TD SP-110200 [Author’s note: SP-110234].”
SP-110234 stated:

“It was reconfirmed that in general all new features (or enhancements to existing features) should be designed to work in network sharing environments. As a consequence, it  was not seen necessary to create new baseline stage 1 requirements every time a new feature or enhancements to an existing feature is developed as the existing text in TS 22.101 on Network Sharing is considered a sufficient baseline. Yet, this does not preclude the potential need for additional requirements on a case by case basis, e.g. PWS, H(e)NodeB, EAB and CBS

If/when it is not possible to develop complete support for Network Sharing (i.e. PLMNs in a Shared Network has the same features/capabilities and the same operational situation as a standalone PLMN) then such deviations shall be documented in relevant stage 1, stage 2 and stage 3 documents”.
3. Access Control requirements
The current requirements outlined in 3GPP TS 22.011 (see v11.1.0) generate some confusion as to the support of network sharing for Access Class Barring, Service-specific Access Control, Access Control for CS Fallback, while a requirement is defined for Extended Access Barring as of Rel-10 that can however yield different interpretations.

For domain-specific access control, no clear requirement is defined other than a general recommendation of the possibility to “differentiate between CS and PS domains”. Whether or not to support DSAC is proposed to be discussed directly in radio groups.
The excerpts below are taken from 3GPP TS 22.011 v11.1.0 §4. 

§4.1 – Purpose

“Under certain circumstances, it will be desirable to prevent UE users from making access attempts (including emergency call attempts) or responding to pages in specified areas of a PLMN. Such situations may arise during states of emergency, or where 1 of 2 or more co-located PLMNs has failed. […]
The use of these facilities allows the network operator to prevent overload of the access channel under critical conditions.

It is not intended that access control be used under normal operating conditions.”
“It should be possible to differentiate access control between CS and PS domains. Details are specified in TS23.122[3] and TS25.304 [10]. Not all RATs need to support this functionality”
§4.3.1 – Access Class Barring
No requirement exists related to network sharing. 
§4.3.2 – Service Specific Access Control

No requirement exists related to network sharing. 

§4.3.3 – Access Control for CSFB

No requirement exists related to network sharing. 

§4.3.4 – Extended Access Barring

“In the case of multiple core networks sharing the same access network, the access network shall be able to apply the EAB for the different core networks individually.”

Normative work is under progress in Rel-11 both to define the support of EAB for UTRAN and E-UTRAN and that of Full MOCN for GERAN. Thus, some clarification of the above requirements is required.

4. Discussion

4.1 Extended Access Barring

4.1.1 Network sharing
The network sharing requirement for EAB referred to above may cause different interpretations; applying EAB to different networks individually might not necessarily imply the possibility to use different EAB information per core network. Said otherwise one EAB information could be used that would be selectively applied to given PLMNs. 
It should be discussed whether the above interpretation is sufficient or if indeed the possibility to apply different EAB information is required. In either case, the current requirement needs to be corrected so normative specifications can be developed accordingly. This issue was also highlighted by RAN2 in [2].
Assuming EAB applies to several PLMNs, different EAB information could be:

a) Different UE categories, one barring mask; or
b) Different UE categories, different barring masks.
(The case of having the same UE category but different barring masks is not seen relevant).

Different barring masks between PLMNs allow having different barring “density” between these PLMNs; as the ACs 0..9 are randomly assigned it is expected only the number of barred/allowed ACs would matter, not the AC values per se. 
A single barring mask on the other hand would result in having to use the highest barring density required across the PLMNs to which EAB applies; this would provide the protection that all these core networks require, with some getting more protection than absolutely necessary. In other words, this latter aspect would imply that there would be more UEs configured for EAB that would be barred than strictly necessary, but given these UEs are by definition delay tolerant, this is not an issue. In addition it would greatly minimize the required signalling on the radio interface which cannot be neglected.
The UE category defines, more or less, the applicability as per the “roaming status” of the UE. Three categories are defined:

· UEs that are configured for EAB;

· UEs that are configured for EAB and are not in (E)HPLMN

· UEs configured for EAB that are neither in the most preferred roaming (E)PLMN in the applicable country nor in (E)HPLMN
It is reasonable to expect that the UE category could differ between different PLMNs to which EAB applies to accommodate e.g. some unexpected surge of inbound roamers in a given PLMN due e.g. to failure in other PLMNs.

Furthermore, it should be kept in mind that access control is meant and used to address critical extraordinary conditions that are not normal operating conditions. EAB was defined a proactive means against overload while reactive means have also been defined in radio protocols (e.g. reject with back-off timer etc.) to offer extra protection against e.g. unexpected access surges.

Based on the above, adequate [useful] flexibility can be offered in a network sharing environment with a single EAB barring mask across all PLMNs and individual UE category per PLMN. The network sharing requirement for EAB should be corrected (see [1]): 

· “In the case of multiple core networks sharing the same access network, the access network shall be able to apply EAB for each core network individually. In this case, the EAB information may differ between the core networks to which EAB applies such that only the applicable UE category may differ while the extended barring information for Access Classes 0-9 shall be the same.”

While the requirement above is defined in Rel-10, it is worth noting that network sharing for supporting mobiles does not apply in GERAN in Rel-10 (MOCN only) – there is no list of PLMNs broadcast in the cell. In addition EAB is not applicable in UTRAN/EUTRAN in Rel-10. Thus the above requirement could only be implemented as of Rel-11. This implies that only supporting mobiles configured for EAB would be able to abide as per a PLMN-specific EAB. Given EAB is only supported as of Rel-10 in GERAN specifications, it could still be reasonable to define PLMN-specific EAB in Rel-11 GERAN specifications; indeed, realistically, there could be a higher proportion of Rel-11 supporting mobiles configured for EAB than Rel-10 mobiles configured for EAB. For UTRAN/E-UTRAN, there is no such issue as Rel-11 is the starting point for EAB. 
4.1.2 Domain-specific access control

Domain-specific EAB is not supported in Rel-10 [GERAN] specifications, inheriting the status of legacy access control (see below). It is up to TSG GERAN to decide whether and how to define domain-specific EAB, noting, similarly to the above, that the Rel-11 population of mobiles supporting domain-specific EAB could realistically be higher than the Rel-10 population of mobiles supporting EAB.
Domain-specific EAB is under consideration in UTRAN specifications. Contrary to GERAN situation, EAB is only defined in Rel-11 for UTRAN. It is up to TSG RAN to consider whether and how to define domain-specific EAB.
4.2 Access Class Barring
4.2.1 Network sharing
The current requirement in 22.011 for Access Class barring does not take into account the sharing of a radio network between different PLMNs. It is well suited to radio network access control, and, in a single PLMN, it can also address core network access control. But in a network sharing environment it is not able to accommodate to PLMN-specific Core Network access control i.e. ACB must be set to adapt to the “weakest” link which may be the common radio network or any of the core networks and to apply that to all PLMNs. In other words, it is currently best suited to radio network access control.
The benefits of PLMN-specific ACB in a network sharing environment should thus be discussed. Given the above, the main motivation for PLMN-specific ACB would be not about barring not enough mobiles (with network sharing, the legacy ACB bars more mobiles than may be necessary), but in fact about allowing access by a minority
 of mobile stations (supporting mobile stations
 not otherwise barred) in situations where the great majority would otherwise be denied access (legacy ACB). I.e. the legacy ACB provides the necessary barring functionality that applies to all devices today, but finer adjustments (that is to allow access) could be possible with PLMN-specific AC for new devices.
Regarding ACs 0..9, the same reasoning as §4.1.1 applies; a single information is deemed sufficient that could be selectively applied to given PLMNs among the sharing partners. 
The special access classes ACs 11 and 15 are by definition PLMN-specific (AC 11 is “For PLMN use” while AC 15 is for “PLMN Staff”), thus individual setting per PLMN would seem appropriate. For ACs 12 to 14 (authorities and utilities), it would also seem that PLMN-specific settings should be considered. 

For the emergency call AC 10, individual setting per PLMN would be required in particular as a result of the above treatment of special ACs and existing requirement for  emergency call (see 3GPP TS 22.011 §4.4).
As a function of the conclusions on the above ACB requirements will have to be corrected. [1] proposes that:

“In the case of multiple core networks sharing the same access network, the access network shall indicate the same permitted and not permitted access classes for the different core networks for Access Classes 0 – 9. The access network shall be able to indicate different permitted and not permitted access classes for the different core networks for Access Classes 11 – 15.” 
Additionaly, in the case of the access network being UTRAN, the access network shall be able to apply different paging permissions with access control to the different core networks..
Note that normative specifications for Paging Permission with Access Control (PPAC) for UTRAN supports network sharing.

4.2.2 Domain-specific access control

Domain-specific access control is defined in both UTRAN and GERAN specifications, but can only be supported in UTRAN. DSAC in UTRAN also supports network sharing.

PS Access Control in GERAN was defined based on the support of PCCCH which will never be deployed. Whether domain-specific Access Class Barring should be reconsidered in GERAN need to be discussed in TSG GERAN. The benefit is comparable to the above that a minority of mobiles could be allowed to access a cell for CS and/or PS access while the majority would not. It is not expected that preventing CS and/or PS access from these mobiles while allowing others would be used.
4.3 Service-specific access control

SSAC could be seen as the “DSAC” for E-UTRAN.

Network sharing is not currently supported in E-UTRAN specifications for SSAC.

Given the definition of SSAC, it is expected that network sharing could be supported with SSAC such that individual SSAC settings would be applied to each core network. However it should be considered whether the deployment of SSAC in a network sharing environment is expected at all. [1] shows how the network sharing requirement could be accommodated in 22.011 for SSAC, however the alternative may also well be to indicate that network sharing is not supported.
4.4 Access control for CSFB

Network sharing is not supported in E-UTRAN specifications for CSFB.

The support and use of AC CSFB can be driven by the eNB and/or the Core Network not supporting SRVCC so that in a such network UEs are “evicted” from E-UTRAN.

Theoretically, in a network sharing environment, the radio network could be SRVCC capable, while not all core networks among the sharing partners would be SRVCC capable. As a result, in this condition PLMN-specific AC CSFB could be beneficial when the eNB is SRVCC capable.  However it should be considered whether a late definition of a network sharing requirement for AC CSFB is at all justified. [1] shows how the network sharing requirement could be accommodated in 22.011 for AC CSFB, however the alternative may also well be to indicate that network sharing is not supported.
5. Conclusions
With the exception of EAB, network-sharing (where multiple core networks share the same access network) seem to have been overlooked in the access control part of 3GPP TS 22.011. In addition, the network sharing related requirement for EAB can be interpreted in different ways. This contribution discusses these two aspects, and a corresponding CR is provided in [1].
Regarding domain-specific access control, the current recommendation in 3GPP TS 22.011 is seen sufficient, while radio groups can determine whether and how to specify the support thereof.
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� Until the penetration of such mechanism increases sufficiently


� In this case, mobile stations able to distinguish PLMN-specific ACB.





