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Introduction

This contribution proposes to consider to add a 3rd Party SSO interworking use case to the Study on SSO. 
3GPP operators are looking at becoming an Identity management provider and in order to provide a successful service there should be a simple scalable way to let the 3GPP user to continue to use all his existing RP subscriptions that were created using other IdPs prior to joining 3GPP service without the need to re-open or configure all his existing subscriptions.

Proposal
Add a new use case to section 4 of TR 22.895.
******* Begin Changes **********

4.X Using the 3GPP SSO Service by another  (non-MNO or other MNO) SSO Provider.
A user is registered to a web based SSO service, for example Facebook that he uses to connect to web application servers (RPs).
The user has already established subscriptions with numerous web based applications, among them Youtube, using Facebook as its SSO service.
The user 3GPP network operator has established an SSO Service based on 3GPP credentials and offers the user to join this service.
The user, seeing the value in this service wishes to make use of this service but wants to be sure he will be able to seamlessly access all his existing subscriptions (that were created using his Facebook Identity) using the operator service (without the need to re-open and/or re-configure all his existing subscriptions in the different web services/RPs).
The operator offers the user to use the  3GPP 3rd Party SSO Service which means that: the 3GPP SSO service can be utilized to seamlessly sign on to an RP subscription which was created using a FACEBOOK Identity after a simple one time set-up session which configures interworking relationship between the existing IdPs (like FACEBOOK) and the 3GPP SSO service. and the 3GPP SSO service have interworking relationship with automation facilitated between them.
The User joins the 3GPP SSO Service and during the registration process configures all his existing IdPs (Like FACEBOOK) to be part of the interworking services.

The user having joined the 3GPP SSO Service, requests to access Youtube with the subscription that was created using FACEBOOK SSO service.
The SSO authentication request is identified to be part of the “SSO interworking Service with the 3rd party IdP identified as FACEBOOK, and uses the 3GPP SSO service to validate the user identity followed by connecting the user, seamlessly (without any request to authenticate to FACEBOOK) to Youtube to watch his favourite clip.
4.X.1 Pre-conditions

· A user has a subscription with the mobile network operator that includes SSO Service.
· The user has an SSO Service that uses a 3rd party IdP like Facebook.

· The user has a subscription with Youtube that was created using Facebook as the SSO service (subscription is identified by Facebook ID).
· Youtube trusts Facebook for user identity and authentication.

· Facebook and the user’s network operator trust each other for the user identity and authentication. FACEBOOK and the SSO Provider have created interworking relationship between them.
· 
· The  SSO Provider configuration has already happened between the 3GPP SSO Service and the 3rd party IdP.
4.X.2 Entities involved in the use case

The following entities are involved in the authentication procedure:

· User with the user equipment (UE), which is capable of establishing an IP connection.

· Application Web server — e.g. an entity providing an online book store service. It plays the role of a Relying Party.

· A 3rd Party SSO Provider – an entity which provides SSO and Identity management service to the user and which acts as an IdP e.g. for Youtube.
· 3GPP SSO Service, which is controlled by the operator and  includes the interworking with the 3rd Party SSO Service functionality 
· Operator’s HSS

4.X.3 Additional requirements for the entities participating in the authentication
· The SSO framework shall support an interworking relationship between the 3GPP SSO Service and SSO Service from other providers.

· Login to a subscription created using a 3rd Party SSO Service using the 3GPP SSO Service shall be transparent to the User (looks the same as login to a subscription created using a 3GPP operator provided SSO Service).

· The user shall be able to configure which 3rd party IdPs that will have interworking relationship with the 3GPP SSO Service.
· The user shall be able to maintain his/hers other SSO Identities registered to the original IdPs.
********* End Changes ************

