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1
Introduction

This contribution discusses the recommendation from SA3 in their LS S1-112222/S3-110852 on "UMTS ETWS: Warning message display correction with regards to digital signature security" on the default disabling of ETWS warning notification presentation for pre-Rel-11 UEs. This recommendation is contrary to the current ETWS Stage 1 requirements in 22.168 for Rel-8 and the PWS Stage 1 requirements in 22.268 from Rel-9 onwards.

Vodafone believes there is a difficult security trade-off to be made here which requires very careful consideration by SA1.

2
SA3 Recommendation
Below is the excerpt of the SA3 text:
“SA3 would also like to recommend that the manufacturer default configuration for pre-Rel-11 UEs should be to disable reception of ETWS, and that reception of ETWS should only be enabled on a per operator basis as required to satisfy local regulatory requirements. This is to avoid the possibility that malicious messages may be received by a large proportion of UEs in the field in regions where a warning message service (and corresponding user education) is not deployed. This recommendation would have to be checked by SA1.”

This recommendation is made for ETWS. However, it is worth considering the scenarios for PWS in general and not just for ETWS.

3
Discussion
Pre-Rel-11 specifications for authenticating warning messages sent on broadcast channels are incomplete. Unfortunately, this means that pre-Rel-11 UEs that support warning message notification are susceptible to receiving false/malicious warning messages. SA3 has started work in Rel-11 to specify a secure (fake messages are always blocked) yet robust (genuine messages always get through) mechanism to authenticate warning messages, but this will clearly not be available to pre-Rel-11 UEs.
For operator-customised pre-Rel-11 UEs, manufacturers can decide based on operator preferences whether to disable or enable the reception of unauthenticated warning messages. However, the default behaviour for “open market” UEs needs to be specified . 
With “disabled by default” as recommended by SA3, UEs that roam to countries that have deployed warning systems would not display genuine, potentially life-saving messages. On the other hand, “enabled by default” may result in a large proportion of UEs used in countries that have not deployed warning systems that would be susceptible to displaying fake/malicious warning messages sent e.g. by a false base station.

Judging which is the best (or least worst) approach is difficult. The principle of always ensuring life-saving messages get through to the maximum number of handsets in the affected region points towards an “enabled by default” approach. However, in extreme situations fake/malicious unauthenticated warning messages could be life-threatening. For example, consider a false GSM base station transmitting fake warning messages over unauthenticated broadcast channels to large numbers of users in crowded spaces (sports events, music events, religious festivals, etc.). If this is done in a country without a warning system deployed, then users would not be educated on how to respond, and the crowd behaviour would be difficult to predict. The immediacy and prominence of a warning alert reading “Bomb alert!!! Evacuate now. This is not a hoax.” on large numbers of handsets in a crowded space could result in panic and a potentially life-threatening situation. 

Vodafone's view is that the advantages of a “disabled by default” approach outweighs the disadvantages. Note that this approach would not prevent operator’s procuring standards-compliant handsets which are enabled by default to display unauthenticated warning messages where regulatory requirements demand it. Note also that there is no secure way to enable/disable display of unauthenticated warning messages on a per PLMN based for pre-Rel-11 UEs.

4
Proposal
It is proposed that the existing Stage 1 requirements in 22.168 and 22.268 that defines the enabled by default presentation of Warning Notifications by UEs are changed so that the default behaviour of the UE is that presentation of Warning Notifications is disabled by default.

A set of CRs to 22.268 in S1-112145, S1-112146, S1-112147 and S1-112148 is submitted for consideration.

Once SA3 succeed in specifying a secure yet robust mechanism for authenticating warning messages for Rel-11 then the “enabled by default” approach can be adopted for Rel-11. In general vendors and operators should be encouraged to wait for the Rel-11 solution to be specified before implementing warning message solutions.

