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Introduction

The use of 3GPP authentication mechanisms provides increased security to many traditional SSO techniques used by Web services, through its robust security of authentication credentials in operator-controlled infrastructures. A straightforward usage of these security properties is to establish a secure  channel between a UE and an application service upon successful completion of SSO authentication of that UE using operator-provided credentials.
We describe a corresponding new use case and derive several requirements to be included in Section 4 of TR 22.895. 
Proposal

For approval.

* * * First Change * * * *

4.X  Use case Y: Secure Channel between Application Service and SSO-Authenticated UE

4.X.1 Pre-conditions

The following pre-conditions apply to this use case:
1. UE and an application service are capable of establishing a secure channel using a protocol with desired security properties (e.g., TLS).

4.X.2 Service Flows

A user wants to access an operator-hosted or 3rd Party Application Service that supports SSO . The Application Service requires a secure channel to be established between the UE and the Application Service for service delivery to the UE (e.g., a banking service). The user authenticates with the operator acting as an SSO Provider using operator-controlled SSO credentials. As a result of successful user authentication with the SSO Provider, a secure channel is established between the Application Service and the authenticated UE.

4.X.3 Requirements

1. Successful authentication between the UE and SSO Provider shall be required prior to establishment of a secure channel between the UE and the Application Service.
2. The Application Service and UE shall be able to establish a secure channel using a protocol of their choice (e.g., TLS).
************* End Changes ******************
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