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1. Overall Description:

3GPP SA WG 1 thanks SA WG3 for their LS in S3-101441 on Security Issues for Machine Type Communications. 

In their LS, SA WG3 has asks SA WG2 a number of clarifications on text in TR 23.888. Though SA WG1 cannot comment on the TR 23.888 itself, SA WG1 can provide the following clarifications based on the related normative text in TS 22.368. 
Question from SA WG3:

· With respect to the MTC feature of Time control: 
· SA3 note that both NAS messages and application layer messages are considered as possible solutions in TR23.888. SA3 would like to know more background information on these choices, especially whether SA2 has a preference between them.
· SA3 would like to understand if the time control policy is to be enforced by the network. 
Answer from SA WG1:

The first requirement in 22.368 clause 7.2.2 Time Controlled states:
The network operator shall be able to reject access requests per MTC Device (e.g. attach to the network or set up a data connection) outside a defined access grant time interval.

This clearly implies that the network operator shall be able to enforce the time control policy.
The second requirement in 22.368 clause 7.2.2 Time Controlled states:

The network operator shall be able to allow access (e.g. attach to the network or set up a data connection) outside a defined access grant time interval and charge this differently.

As the network operator may not have any visibility of application layer messages, the second requirement seems difficult to implement with an application layer only solution.

Question from SA WG3:

· With respect to MTC feature of Small data transmission: 

· SA3 note the description in TR23.888 section 5.5 for this feature contains the following: ”small data is transmitted while MTC device is not attached and not context activated”. SA3 would like to know exactly which EMM, ECM, RRC, URA, and GPRS states are meant in this statement, as well as how data is transmitted in this case. How can the MTC device send or receive data when it is not attached and not context activated? 

Answer from SA WG1:

The second requirement in 22.368 clause 7.2.5 Small data transmissions states:
Before transmission of small amount of data, the MTC Device may be attached or detached to/from the network.

The requirement is not that an MTC device sends or receives data during it being not attached and not context activated.

The notion behind the MTC Feature Small Data Transmission is that many MTC applications sends small amounts of data (e.g. 100 bytes) from a detached or idle mode state and then return to their original detached or idle mode state. The network impact of the signalling involved to attach and/or set up a connection is likely to surpass the network impact of the data transport itself.
Question from SA WG3:

· With respect to the MTC feature of MTC monitoring: 

· SA3 would like to know what kinds of location identifiers and also any preference among the solutions that SA2 have defined. SA3 would like to understand which technology choice SA2 is considering for location identification. It will help SA3 understand better about the MTC monitoring scenario and solutions. SA3 notes that a location reported by the access network is preferable if the network has to apply specific penalties depending of the location (e.g. overcharging or detaching MTC devices that have moved to unauthorized location area).

Answer from SA WG1:
SA WG1 would like to refer SA WG3 to the requirements on MTC Monitoring in 22.368 clause 7.2.8. These requirements do not make reference to any location identification. A possibly related requirement in clause 7.2.8 is that:

The system shall provide mechanisms to detect the following events:

· …
· change in the point of attachment

2. Actions:

To S3 group.

ACTION: 
S1 asks S3 group to take the normative requirements in 22.368 into account in S3s work on security issues for Machine Type Communications.
3. Date of Next TSG-SA WG1 Meetings:
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