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1
Introduction

This contribution proposes some additional requirement for the Potential Requirement clause in TR22.817.  
2
Proposed text
Below is the proposed changes to TR22.817:
4
Use cases

4.1
Service and terminal dependent subscription parameters management
The increase number of services and capabilities of the 3GPP network may lead to a higher segmentation of the terminal market in terms of arrival of more and more terminals dedicated to specific set of services. With the arrival of this type of dedicated terminals, a need for specific subscription and subscription parameters may arise.

For example, terminals dedicated to data services may benefit from a different preferred roaming partners compared to terminals dedicated to voice services. 

4.2 
Activation of data access on a new device

The user purchases a new personal computer with 3GPP access capabilities not pre-configured by a specific MNO. Under the assumption that the user has a data subscription, the user shall be able to obtain 3GPP data access by simply inserting his USIM.

4.3

Delivery of MNO service as rich content
The user is used to browsing the web with his handset. He does not understand the difference between accessing third-party web content and that provided by the MNO. In order to give the user a consistent experience Operator A (his operator) makes MNO content available as web content. Some MNO content can be made available either on the Internet or locally on the UE (USIM or ME, or both). User experience of accessing MNO content is the same regardless of where the MNO content is made available.

4.4

Update of applications located on the UE

An operator wants to update a web application located on the UE (USIM or ME, or both) to a new version that will improve the user experience and provide new options for the offered service. The user is prompted that an update is available for the application. The user accepts the update and the remote server establishes a secure connection with the UE to download the data required to update the application.
4.5

Secure applications
The user accesses his private information located in the web (e.g., bank account) and performs a confidential transaction in the web (e.g. a money transfer).The user uses credentials stored on his UE (ME or USIM, or both) to access the secure service.

4.X

USAT application download reducing network traffic overload
In order to reduce the network traffic due to the establishment of GPRS connections for the SMS Push form and also to improve the user experience, some contactless application present in the handsets (e.g. NFC, Bluetooth) could be used.
The user is looking for an USAT application to store in his USIM. He founds in a shop or in a billboard the advertising of the USAT application he is looking for. The advertising contains a message which says "put here your handset to download the application" and a contactless tag with the data to retrieve the USAT application. The user puts his NFC handset near the contactless tag on a self-care kiosk, and an UICC contactless application read the tag content. With this information the Remote Application Management application [4] present on the UICC is able to start the USAT application download without any need of SMS Push form the network and giving to the user the possibility to start the download when he wants. 
6
Use case considerations
6.1
Service and terminal dependent subscription parameters management

Currently the USIM application provides mechanisms to indicate the Preferred PLMN list to be used with two optional lists respectively indicated as “User Controlled PLMN” and “Operator Controlled PLMN”, by also indicating the Preferred Access Technologies for each PLMN. These lists have been historically designed for voice communication roaming. If available in the USIM, these lists provide the guidelines to the ME on how to manage the roaming partner selection automatically for all types of services for the subscription the USIM is linked to. 

There are two existing options to address the requirement: 

1. Produce USIM cards specifically designed for the usage with a particular type of service (e.g. a 3G/LTE Notebook with data only subscription) containing the list of the preferred PLMNs for this service. 

This solution has at least two drawbacks: 

· it implies  to produce and distribute USIMs for a dedicated type of service; 

· there is no guarantee that these cards could be used for the type of services, for example, for voice communication in a traditional 3G terminal instead of a 3G/LTE Notebooks, unless the MNO blocks the voice services during the customer’s provisioning.

2. Produce USIM cards with a common profile and update the USIM profile post issuance via Over-The-Air depending on the service it will preliminary be used for. 

This solution relies on the existing technologies (e.g. OTA mechanisms for USIM management). 
[Editor's note: drawbacks and benefits FFS]

3. Another solution could be to define a mechanism to store a new service dependent PLMN list on the USIM (for example, for data roaming). This list can be used by the ME for selection of a preferred roaming partner for a particular service (for example, by 3G/LTE Notebook devices, being typically oriented to data communication, or a particular IMS based service).

[Editor's note: drawbacks and benefits FFS]
6.2
Delivery of MNO service as rich content

Many operators now offer rich content services (web like interface) to their mobile users. Many technologies exist that may be used by the operators depending upon their service objectives and their deployment strategies.

The options available to present the MNO services as rich content are as follows:

1. Web server on UICC

2. Web-links on the ME to the web server located on the network

3. Integrated ME based applications

Each option can be used independently or they might be combined. 

1. Web server on UICC 

With the evolution of technology some applications used together with a USIM like for example those based on the SCWS technology (as described in [7]) use multi-media contents to present information to the subscriber. In comparison, the classical STK technology typically presents text-based contents to the user with limited user interactions. SCWS technology based presentation is an improvement to the classical STK technology by delivering rich content to the customer using the Internet technologies. 

The benefits of this solution are:

· Limited efforts for development and test of an application due to interoperability 

· No expected compatibility issues with ME’s in case the ME supports this technology

· Good performance due to application execution on the UE

· High security using standard mechanisms provided by USIM 

· Good application portability

· Data can be accessed even without data connection (off-line access for e.g. customer support, help...)

· Fast response time even for large amount of data stored in the UICC, if high speed interface is supported by the ME (USB-IC)

· Scalable as simple applications (a WAP page) to a full-fleshed web-portal can be implemented on the same UICC

· Can be fully controlled/managed/updated by the operator (from activation and during operational phase)
The drawbacks of the solution:

· The deployment is limited to the support of the technology by the ME

· May require the support of the high speed (USB-IC) interface by the ME if large amount of data need be presented to the user, in order to provide a good display time (by reducing the transfer time).

· Technology needs to be supported by UICC

· Size and number of applications limited by available memory size of UICC.

· Frequent remote updates of the applications cause additional data traffic compared to option 2.
2. Web-like links on the ME to the web server located in the network

Another option is to locate the rich content on a central web server and access it using the Internet protocols. The UE stores locally only the links to the content. 

The benefits of this solution are:

· Limited efforts for development and test of an application due to interoperability
· Good performance due to application execution on the UE

· Good application portability

· Centralised content management

· Scalable

· No support by USIM mandated
The drawbacks are: 

· Response time will depend on the amount of data to be presented and the downlink speed

· Need for development and test of a service to ensure its compliancy with various models of handsets (operator controlled distribution)

· Risk of compatibility issues if a service is accessed from an untested ME (open market)

· Some limitations caused by ME OS and/or application execution platform may arise depending on the complexity of service 

· Limited options to develop secure applications

3. ME based service 

The approach to develop dedicated service in form of an application located on the ME or to customize an application available from ME vendors is already being used by some MNO for branded handsets. 

The benefits of this solution are:

· No compatibility issues with a selected ME

· High performance due to service execution on the ME

· Data throughput depends only on the communication protocol supported by network and ME 

The drawbacks are: 

· Availability of handsets will be a direct function of the operator’s effort to develop the handsets

· Continuous development and test of a service to make it compliant with various and new models of handsets

· Limited service portability

6.3
Update of applications located on the UE

In the case an application is located on the USIM, the following options are available:

1. “Classical” OTA mechanisms based on SMS bearer as specified in TS 31.116 [4].

The benefits of this solution are:

· This mechanism is very well standardized and is widely used 

The drawbacks are: 

· It has some throughput limitation due to its nature (SMS based). 

· With increase of application size this limitation may disturb a MNO service requiring remote management of that application(s). 

2. “New” mechanisms

There are various standardised protocols e.g. BIP/CATP [5] or SCWS “Full Administration Protocol” [7]. Compared with classic OTA, they offer faster mechanisms with at least the same level of security. 

The benefits of this solution are:

· These protocols allow transfer of a much higher amount of data in a significantly shorter time frame compared to “classical” OTA. 

The drawbacks are: 

· These protocols rely on the high speed interface between ME and USIM which is currently not widely supported by MEs on the market

· This solutionrequires either direct IP connectivity with a remote management server or establishment of this connectivity via a gateway on the ME. 

In case an application is located on the ME, standard mechanisms (e.g., OMA DM) can be used to address the application update. These mechanisms are out of scope of this study.
6.4
Secure applications

Applications such as mobile commerce, banking, or access to corporate resources, since they operate with sensitive or confidential data, require an end-to-end encryption between the client and the server.  

Currently there are various security mechanisms and secure transport protocols used in the market to protect application data. Some of these mechanisms are standardized by 3GPP (for example GAA), while some are specified by other organisations (OMA, SIMalliance, etc.). Still others are proprietary implementations. 

Additionally, the Secure Channel mechanism to secure communication between ME and UICC is specified by ETSI (see [6]). 
To provide end-to-end encryption for applications between a server and the UE (consisting of the USIM and the ME) the UE can provide the necessary security features and a secure storage for the related security credentials.

3GPP defined mechanisms for network security (e.g. user authentication) residing on a USIM for the purpose of network (internal) security. There is no standard mechanism defined in 3GPP for secure communication between a UE and an external application, be it on protocol and/or application layer. Such external secure applications, if residing on a USIM, may use any of the available secure communication protocols, commensurate with the type of application involved. 

Alternatively the ME could be extended to provide the necessary security functions, but this is out of scope of this study
6.X
USAT application download reducing network traffic overload
The use of contactless interface defined in ETSI TS 102 613 [XX] and TS 102 622 [YY] for NFC handset can be useful within the 3GPP framework in order to reduce network traffic for:

· SMS Push for OTA sessions

· Download of Handset configuration parameters
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