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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

To ensure competitiveness in a longer time frame an evolution of the overall 3GPP system needs to be considered.

This document investigates the functionality and requirements needed to integrate Single Sign-On(SSO) and identity management capabilities within the 3GPP network and their corresponding offered services.   The Single Sign-On(SSO) feature enables a 3GPP operator to become an Identity Provider and leverage existing 3GPP services and authentication mechanisms to grant access to 3rd party Web services located outside the operator’s domain without additional user intervention.   

The Single Sign-On(SSO) framework is characterized by: 
- 
Positioning the operator as the Preferred Identity Provider 

- 
Executing User Authentication of 3rd Party Web Services using 3GPP authentication mechanisms and infrastructure
- 
Providing reliable and robust secure credential handling 

- 
Cost efficient deployment and operation

-
Delivering convenience and ease of use for the consumer accessing web based services (on a mobile device)

1. Scope

The Single Sign-On (SSO) framework integration with 3GPP network resource and services intends to execute a comprehensive set of use cases and service requirements to serve various operator authentication configurations.

The scope of Single Sign-On (SSO) integration study is to:

· Provide service and deployment scenarios for 3GPP operators adopting an integrated approach to SSO, including WEB, person to person and M2M service scenarios
· Provide transparent identification and seamless authentication to web services on behalf of the user
· Support a comprehensive set of use cases of integration of different Identity and SSO frameworks (e.g OpenID) for various operator authentication configurations Define use cases and provide service requirements for Operators sharing controlled user credentials with 3rd party service providers

· Define use cases and service requirements associated with ensuring that the intended user is making use of the associated SSO capability (including the case when  the UE has been stolen or lost)
· Realize the Identity Provider role within the 3GPP network ecosystem and its influence among outside internet web service providers
· Provide an enhanced user experience with secure, reliable access and authentication to 3rd party web services
2. References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
 [2]
….

[aa]
OpenID Foundation "OpenID Authentication 2.0", http://openid.net/specs/openid-authentication-2_0.html.

[bb]
3GPP TR 33.924

3. Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format

<defined term>: <definition>.

SSO provider
3.2 Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>
<Explanation>

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format

<ACRONYM>
<Explanation>

4
Use cases, services and user groups 
4.1 
Introduction

This Clause investigates a set of use cases for integration of different Identity and SSO frameworks (e.g OpenID) with the 3GPP networks set up for various authentication configurations (e.g. with and without GAA/GBA via TR 33.924) . It also explores service requirements for the operators that enable authenticated access to the third party service providers. 


The following common pre-conditions are assumed for all use cases:

· There is a SSO sever in Operator networks.
· The user has a service subscription with SSO support. 
· The user has at least one data service account The user agrees the terms and condition to use SSO with the Operator.
· The user agrees the terms and condition to use SSO with 3rd Party service.
· Service agreements and charging schemes are already in place between 3rd Party service providers and Operators 
· The user is able to access the data service via either a browser or a non-browser application with the devices registered with the operator.
4.2 Use case 1: 3rd Party Web Service Access 
4.2.1 Pre-conditions

A user has purchased a subscription plan that is includes the an operator managed SSO system.   The user has multiple web service accounts and IMS based domain services already established.  The user’s device is a non-3GPP device (e.g., fixed consumer deive) and does not have a UICC/smartcard.
· . Operator acting as a SSO provider has pre-provisionsed the SSO credentials withing the network and non-3GPP device
· Service agreements and charging schemas are already in place between 3rd Party web service providers and Operators 
4.2.2 Service Flows

. 

A user has an established service with an operator and relies on his operator to provide a SSO service. The user wishes to use a third party movie service such as Netflix, to access his personal account to select and view a movie of his choice, on a consumer device. Immediately upon entering the service, the user is seamlessly and transparently connected to his account without providing login and password credentials. The user freely selects a movie and watches it without interruption. 

The user is transparently authenticated by a single sign-on (SSO) identity management service, which is provided by the operator. The absence of a UICC in this scenario necessitates the use of non-UICC based credentials. More specifically the means of network access for this scenario could, for example, employ the use of SIP-Digest or PKI based credentials.

4.2.3 Requirements

· The (SSO) identity management service provided by the operator shall provide secure seamless and transparent access to 3rd party web services for non-3GPP devices lacking a UICC.

Editors note:  Potential requirements are TBD
4.2 Use case 2: Multiple Service access to IMS domain service and 3rd party Web Service
4.2.1 Pre-conditions

A user has purchased a subscription plan that is includes the SSO system.   The user has multiple web service accounts and IMS based domain services already established.  

· Login and access credentials are already secured within the network and UE. 

· Service agreements and charging schemas are already in place between 3rd Party web service providers and Operators 
4.2.2 Service Flows

A user is using IMS messaging services and wishes to add a 3rd party web service, such as a social website.  Immediately upon accessing the service, the user sends an update to the service, without providing login and password credentials.
Editors Note: Potential requirements are TBD
4.3 Use case 3: Mobility access to 3rd Party Web Services across Operator domains

4.3.1 Pre-conditions

A user has purchased a subscription plan that is includes the SSO system.   The user has multiple web service accounts and IMS based domain services already established.  

· Login and access credentials are already secured within the network and UE. 

· Service agreements and charging schemas are already in place between 3rd Party web service providers and Operators 
4.3.2 Service Flows

A user is on a train watching an Internet TV show on his laptop using LTE.  As the user travels and moves from one Operator network to another, the SSO service manages the change in Identity providers seamless, transparently and without delay.  The user watches the TV show without interruption.   

4.4
Use case X: Non-Web Service Access 

A user wishes to use an instant messaging service provided by the mobile operator or the third party to chat with his/her friends.   Immediately upon starting the instant messaging  service on the UE, the user is seamless and transparently connected to his account without providing instant messaging login and password credentials.

4.4.1 Potential Requirements
4.5 Accessing a Third Party Web Service using OpenID
A user, who has a subscription with a mobile network operator, accesses a Web service which supports OpenID, for example an online photo service. The user’s network operator is also an OpenID identity provider. Upon making a request, which contains the user’s OpenID identifier to the online photo service, the user gains an authenticated access to the photo service for viewing access-protected photographs without being involved in the authentication procedure. 

4.5.1 Pre-conditions
· The user’s network operator is also an OpenID identity provider

· The OpenID identifier has been established by the network operator

· The online photo service is a Web service that supports OpenID
· The online photo service trusts the user’s network operator for the user  authentication 

4.5.2 Entities involved in the use case
The following entities are involved in the authentication procedure:

· User with the user equipment (UE), which is capable of running a Web client and communicating with the appropriate operator credentials 

· Application Web server — an entity providing an online photo service. It plays the role of a Relying Party 
· OpenID identity providing service (OP), which is controlled by the operator
· Operator’s HSS

4.5.4 Additional requirements for the entities participating in the authentication
· Requirements for UE

UE must be capable of:

· Authenticating with the use of operator controlled credentials . 

· Conditions for the application Web server (Relying Party)

The application server must be able to support OpenID specification [aa] 

· Requirements for the OP 

OP must be able to:

· Perform authentication based on operator controlled credentials.

· Serve as an OpenID identity provider

Editors Note: Potential requirements are TBD
5
Business Models
The mobile operator may become a SSO provider, interworking with the user-centric services provided outside of that operator’s domain. This Clause studies the potential business models for the mobile operator and the third party service providers.

The mobile operator provides the SSO functionalities for the third party service provider either directly or via cooperation with an independent SSO provider and the service provider may pay the mobile operator with a fixed rate or based on the number of service users. The mobile operator has a business agreement with a third party service provider to provide SSO services.

This model offers the following benefits:

· The user may access the third party service via operator’s network with SSO support

· The mobile operator may provision more attractive services for the users

· Subscribers of the mobile operators and the third party service providers rely on a trusted Identity and SSO provider

6
Deployment Scenarios
7
Service Aspects
This Clause studies Service requirements for operator-centric SSO interworking with current state of the art identity management systems (e.g. OpenID).
8
Charging Aspects
The mobile operator may become a SSO provider. This Clause studies Charging requirements for operator-centric SSO interworking with current state of the art identity management systems (e.g. OpenID).
9
Security Aspects
A mobile operator may become a SSO provider, interworking with the user-centric Web services provided outside of that operator’s domain. This Clause studies Security requirements for operator-centric SSO interworking with current state of the art identity management systems (e.g. OpenID). 
10

Suggested Requirements
11   Summary and conclusions 
<This chapter contains summary and conclusions of the study. >
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