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Abstract: Currently, 3GPP TR 22.888 provides no requirement that involves authentication of MTC Devices in the MTC capillary network. This proposal adds such a requirement. 
1. Introduction 

Based on subclause 4.1.3 of 3GPP TR 22.888 v0.3.0, the following MTC device deployment model is considered: 
· MTC Gateway Device acts as a gateway and provides connectivity of the devices forming an MTC Capillary Network to the 3GPP access network. 
· The MTC Capillary Network may contain MTC Devices.

· The MTC Capillary Network may contain Local-Access Devices.
Moreover, in section 4.1.1 under “Scenario and Use-case 1” the following is stated: 


“The Local-Access Devices are not visible to the operator network. The MTC Gateway Device performs procedures such as authentication, authorization, registration, management and provisioning for the Local-Access Devices connected to it using local connectivity mechanisms”. 

Although security functions, such as authentication, are posed as a requirement for the case where all devices in the MTC capillary network are local-access devices, such security requirements do not exist for the case where MTC devices are also part of the capillary network and are connected to the MTC gateway device. Note that, although MTC devices that are connected to MTC Gateway device are directly visible from the 3GPP network, they may still use the connectivity to the MTC gateway device to send or receive MTC related data through the 3GPP network. Therefore, MTC gateway device should facilitate authentication for such MTC devices as well. 
We propose to add the following text to 3GPP SA1 TR 22.888.  
2. Proposal 

*********************** START OF CHANGE 1 **************************
4.1.2
Scenario and Use-Case 2

In this scenario, depicted in Figure 4.1.2-1, some or all of the devices forming the MTC Capillary have 3GPP mobile communication capability (i.e. MTC Devices) and some of the devices do not have 3GPP mobile communication capability, i.e. they are Local-Access Device. In this case all the devices that are connected to the MTC Gateway use local access. MTC Devices communicating directly with the network use their 3GPP mobile communication capability. MTC Gateway Device facilitates mutual authentication between connected MTC Devices and the 3GPP network.
For example, a vehicle installed with an MTC Device of navigation and entertainment function may communicate with MTC Server independently at first to get some location service, entertainment service information. Then it moves into an airport or onto a ferry which deploys an MTC Gateway Device to provide local network connectivity for the devices within its coverage. This MTC Gateway Device may beforehand communicate with and download some useful information such as location, weather, entertainment, flight, etc from the MTC Server the vehicle previously communicated with. The MTC Device can connect to the MTC Gateway Device and fetch the information the driver wants directly from it. It can also request for additional information that the MTC Gateway Device does not provide from the MTC Server via the MTC Gateway Device. When the vehicle moves out of the coverage of the airport or of the ferry, it disconnects from the MTC Gateway Device and re-establishes connection with the operator network to communicate with the MTC Server.

[image: image1.emf]MTC 

Device

Local-

Access

Device

SGSN/

MME

GGSN/

PGW

MTC 

Server

MTC

GW

Device

MTC 

Device

MNO network

Local-

Access

Device


Figure 4.1.2-1: MTC Gateway Device Communication Scenario 2

*********************** END OF CHANGE 1 *******************************

*********************** START OF CHANGE 2 **************************
4.1.3
Analysis

For the above use cases, the following deployment model exist (refer to Figure 4.1.3-1):

-
MTC Gateway Device acts as a gateway and provides connectivity of the devices forming an MTC Capillary Network to the 3GPP access network.

-
MTC Gateway Device facilitates authentication of Local-Access Devices and MTC Devices in the MTC Capillary Network. 
-
The MTC Capillary Network may contain MTC Devices.

-
The MTC Capillary Network may contain Local-Access Devices.
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Figure 4.1.3-1: Deployment model with MTC Gateway Device communicating with MTC Server.
*********************** END OF CHANGE 2 *******************************

_1344243429.vsd
Local-Access Device


MTC Device


MTC Device


Local-Access Device


SGSN/MME


GGSN/PGW


MNO network


MTC Server


MTC
GW Device



_1344242303.vsd
      MTC Capillary Network


Local-Access Device


MTC Device


Local-Access Device


MTC Device


Operator Domain


MTC Gateway Device


MTC Server2 /MTC User 2


API


MTC Server3


MTC Server 1 /MTC User 1


MTC User 3


API


API



