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1. Overall Description:
SA3 would like to thank SA2 for the LS on Earthquake and Tsunami Warning System and would like to provide the following information:

For ETWS warning system there are two main threats: 

1.) Spoofing of a warning message, where an attacker sends a bogus warning message.

2.) Replaying a warning message at a later time.

Up until now, SA3 has looked at countermeasures for the above threats for the primary notification. 

Countermeasures for the primary notification against 

1.) would be to include authentication information in the notification. 

a. This authentication information could be a digital signature (e.g. 41 bytes if using DSA signatures similar to the one described in DNSSEC RFC2536)
b. or a regularly updated shared secret, which is shared between the signing authority (warning notification provider, aggregator or PLMN) and a confidentiality preserving, tamper-resistant environment on the UE. This environment in the UE also needs to offer the function of verifying the authentication information in the warning using this shared secret. SA3 would like to point to the additional cost of including this tamper-resistant environment in the UE.

2.) would be to include 

a. a timestamp in the warning notification, which is also authenticated using the authentication information

b. regularly update the authentication information.

Secure synchronization of clocks between UE and the signing authority (warning notification provider, aggregator or PLMN) or secure updating of authentication information is FFS.

A further threat for ETWS warning system is the replay of a warning message at a location different from the notification area. The threat posed by this replay attack is on a different level than the two main threats.

Firstly, the attacker cannot choose the time when to execute the attack. The attack is only possible when there is an ongoing warning.

Secondly, there may also be technical reasons making the notification area in which the warning is being broadcast larger than the area to which the warning applies (e.g. due to network topology). A suitable security mechanism might be to include location information in human understandable form in the secondary notification.

Countermeasures for the secondary notification are FFS. SA3 is aware of the fact that much more data is being sent in the secondary notification. This offers both a greater incentive for attacking, as well as more space for authentication data. Therefore, SA3 expects standard security mechanisms (like digital signatures or TESLA) can be deployed.

This reply is the initial feedback and that SA3 will continue investigating ETWS security aspects including secondary notification.  
SA3 understands that the above mentioned security is subject to regulatory requirements.
SA3 is aware of activities in IEEE 802.11u to define an emergency alert system. 

2. Actions:

SA3 kindly asks SA2 to take into consideration the above. 
3. Dates of Next SA3 Meetings:

SA3#51
14th April – 18th April 2008



Vancouver, Canada
SA3#52
23rd June – 27th June 2008 


Sophia Antipolis, France

