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1. Overall Description:

3GPP TSG SA WG1 likes to inform you about a work-item being drafted in 3GPP on "Unauthenticated Packet Switched Emergency Call (UAPSEC)"

Background:

As probably all of you know, GSM from the beginning provided two variants of emergency calls (112, 911) based on circuit switched architecture one type of call fully authenticated based on the SIM card in the terminal the other one unauthenticated if, for example, there is no SIM inserted in the terminal. 

On the standardisation of packet switching based architectures like GPRS, UMTS PS, LTE or WIMAX it was initially planned to support these two types of emergency calls also on this, new architecture provided it supports speech communication at all. 

The authenticated PS emergency call, ie a call placed by a terminal containing a valid subscription, can be standardised with moderate effort and minor – if any – network security related issues.

In the process of standardisation, however, the unauthenticated packet switching based emergency call turned out to be a major obstacle due to the problem it causes for the security of the network. 

One example: When it has turned out to be malicious emergency calling from one specific terminal there is no safe and workable way of telling an unauthenticated and thus anonymous terminal to stop calling the PSAP, furthermore one cannot eventually get hold of the owner of the terminal for prosecution purposes due to this anonymity. This problem exists already today.

Now this is aggravated by the fact that the new PS capable terminals are more computer-like and do not really need a human placing these calls. A piece of software either downloaded deliberately or hidden in some other, downloaded, software will do already. Furthermore these terminals can place calls much faster than a human on a traditional CS terminal could do. This could effectively render UAPSEC useless as it could block the PSAP or even the network from which it originates.

Moreover, PS networks allowing UAPSEC open a gateway for all kinds of hacker attacks. As a matter of fact, placing an UAPSEC will require the network to grant access to everyone without any chance stopping these accesses at an early stage as it would be the case on authenticated PS emergency calls. This makes PS networks susceptible to denial of service attacks to a much larger degree as ever before.

For this reason this new work-item in 3GPP is about to be created, it will try to collect all threat scenarios, security issues and try to put them into a relation to the benefits of UAPSEC and the efforts needed to provide UAPSEC.

Furthermore we like to point out that there are likely some scenarios not only applicable to 3GPP but to other access systems (WIMAX, WLAN) as well.

For more details please refer to the attached document S1-071645.

Conclusion:

3GPP TSG SA WG1 likes EGEA and NENA to take note of this work and will keep you informed of the outcome as soon it is available. 

2. Date of Next TSG-SA WG1 Meetings:

SA1#41   
21 - 25 July 2008   
Sophia Antipolis, France

SA1#42
13 – 17 October 2008
Xian, China
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