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	Reason for change:
(

	OMA DM describes several ways to initialize a DM Client: at manufacture, with a UICC or via a DM server. But even when all these mechanisms are possible, SA3 has raised some concerns about one of them and has recommended the use of the UICC as the preferred mechanism for the bootstrap operation. CT1 was unable to integrate the SA3 recommendations into the first management object created in 3GPP (i.e. TS 24.167 “IMS MO”) because there were no associated requirements to do so and because there were potentially many other managed objects under development in 3GPP (e.g. currently: TS 23.305 “SDoUE MO” and TS 24.216 “VCC MO”) so they recommended to see it at a different level in order to apply it to the use of OMA DM in 3GPP as a whole.

3GPP has already taken into account recommendations from OMA DM:

· C1-060650 (from OMA DM WG) states that “There is no reason to support both DM 1.2 and DM 1.1.2 in release 7.  DM 1.2 provides the same capabilities of DM 1.1.2 with improved bootstrap capabilities, improved MO transport (TNDS), and improved security.”
But 3GPP has not yet address SA3 concerns as the following:

· C1-060690 (from 3GPP-SA3) states that “SA3 recommended that 3GPP specifies that bootstrap information from the smartcard is used in preference to any other bootstrap information”.
· S3-080262 (from 3GPP SA3) reconfirmed this security recommendation.
This CR intends to:

· Provide a guideline of using the UICC as the preferred vehicle of bootstrap information provided that it is always present in the UE for the 3GPP environment.

· Clarify behaviour that could lead to interoperability problem for terminal accepting multiple UICCs

This CR does not intend to:

· Mandate the boostrap from the UICC if the UICC does not have any bootstrap information.

· Superseed OMA specifications but rather apply them in the specific 3GPP context.

In this way, the proposed new text addresses the SA3’s security concerns and implements their recommendations in the latest TS 22.101.

We believe that the action should be proactively addressed by SA1 noting that it applies to all the current and future managed objects in 3GPP.
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	New normative text incorporating SA3 recommendations. 

	
	

	Consequences if 
(

not approved:
	Risk of unsecure boostrap mechanisms (i.e. WAP Push) will exist even when a secure bootstrap (i.e. Smart Card) can be done.
Also, the development of new managed objects in diverse working groups of 3GPP might lead to inconsistencies.
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13.2.x
3GPP Terminals Implementing OMA DM

The following guidelines apply to 3GPP terminals implementing OMA DM:

Bootstrap:

- The preferred bootstrap mechanism shall be the UICC (e.g. referred as Smart Card in OMA) as described in [37]. In the case bootstrap information is available in the UICC, the UE shall use it to bootstrap the DM Client as described in [37]. The UE shall be able to process boostrap messages containing information for one or more services.
13.3.y
3GPP Terminals Implementing OMA DM

The following guidelines apply to 3GPP terminals implementing OMA DM:

Bootstrap:

- In the presence of multuiple UICCs in the 3GPP terminal, the bootstrap information from the UICC with the active USIM shall take precedence over any other UICC.
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





