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*******First modified Clause 6.3 (endorsement of [1]) *******

6.3
Authentication procedures

Endorsed with changes.

Modify as follows:

This procedure is used between the S-CSCF and the HSS to exchange information to support the authentication between the end user and the home IMS network. The procedure is invoked by the S-CSCF, corresponds to the combination of the operations Cx-AV-Req and Cx-AV-Req-Resp (see 3GPP TS 33.203 [3]) and is used:

-
To retrieve authentication vectors from the HSS for IMS-AKA and HTTP Digest authentications.

-
To resolve synchronization failures between the sequence numbers in the UE and the HSS for IMS-AKA authentication.

· To promote the result of the NASS-level authentication to the IMS level.

Table 6.3.1 is modified as follows:

Table 6.3.1: Authentication request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Public User Identity

(See 7.2)
	Public-Identity
	M
	This information element contains the public identity of the user

	Private User Identity

(See 7.3)
	User-Name
	M
	This information element contains the user private identity

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	M
	This information element indicates the number of authentication vectors requested. When the S-CSCF performs the operation Cx-AV-Req, if it may not know the authentication scheme at this point
(e.g. in the non IMS-AKA cases), it can set SIP-Number-Auth-Items to any positive value. 

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	M
	See Tables 6.3.2, and 6.3.3 and 6.3.B for the contents of this information element. The content shown in table 6.3.2 shall be used for a normal IMS-AKA or NASS Bundled authentication request; the content shown in table 6.3.3 shall be used for an IMS AKA authentication request after synchronization failure; the content shown Table 6.3.B shall be used for HTTP Digest authentication.

	S-CSCF Name

(See 7.4)
	Server-Name
	M
	This information element contains the name (SIP URL) of the S-CSCF.

	Routing Information (See 7.13)
	Destination-Host
	C
	If the S-CSCF knows the HSS name this AVP shall be present. 

This information is available if the MAR belongs to an already existing registration, e.g. in case of the re-registration, where the HSS name is stored in the S-CSCF. The HSS name is obtained from the Origin-Host AVP, which is received from the HSS, e.g. included in the MAA command.

This information may not be available if the command is sent in case of the initial registration. In this case the Destination-Host AVP is not present and the command is routed to the next Diameter node, e.g. SLF, based on the Diameter routing table in the client.



Table 6.3.2 is endorsed with the following change:

When the S-CSCF performs the operation Cx-AV-Req, if it may not know the authentication scheme at this point
(e.g. in the non IMS-AKA case), it should set the SIP-Authentication-scheme field to "unknown". Later the HSS changes this value based on the actual authentication scheme stored in the user authentication data.

Table 6.3.3 is endorsed with the following clarification:

Table 6.3.3 is applicable to IMS-AKA only.

Table 6.3.4 is modified as follows:

Table 6.3.4: Authentication Request Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity

(See 7.2)
	Public-Identity
	C
	Public User Identity. It shall be present when the result is DIAMETER_SUCCESS.



	Private User Identity

(See 7.3)
	User-Name
	C
	Private User Identity. It shall be present when the result is DIAMETER_SUCCESS.

	Number Authentication Items

(See 7.10)
	SIP-Number-Auth-Items
	C
	This AVP indicates the number of authentication vectors delivered in the Authentication Data information element. It shall be present when the result is DIAMETER_SUCCESS.

	Authentication Data

(See 7.9)
	SIP-Auth-Data-Item
	C
	If the SIP-Number-Auth-Items AVP is equal to zero or it is not present, then this AVP shall not be present.

See Table 6.3.5, Table 6.3.A and 6.3.C for the contents of this information element.



	Result

(See 7.6)
	Result-Code / Experimental-Result
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Cx/Dx errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.




Table 6.3.5 is endorsed with the following clarification:

Table 6.3.5 is applicable to IMS-AKA only.

Add the following tables:

Table 6.3.A: Authentication Data content - Response for NASS-Bundled Authentication

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	Authentication scheme. It shall contain "NASS-Bundled".

	Line Identifier

(See 7.9.8)
	Line-Identifier
	M
	This information element contains a fixed broadband access line identifier associated to the user. This information element can be repeated.


Table 6.3.B: Authentication Data content – Request for HTTP Digest Authentication

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2 of [1])
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. It shall contain “unknown”.

	ETSI- Authorization Information (See subclause A.2)
	ETSI-SIP-Authorization (note)
	C
	This information element shall be present under the conditions specified in draft-ietf-aaa-diameter-sip-app-10 [3]. See subclause 6.3 in the present endorsement of [2].

	NOTE:
An "ETSI-" prefix is added to the ETSI vendor-specific AVP which have an equivalent AVP being defined in draft-ietf-aaa-diameter-sip-app-10 [3]. 


Table 6.3.C: Authentication Data content - Response for HTTP Digest Authentication
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme
(See 7.9.2 of [1])
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. It shall contain “HTTP_DIGEST_MD5”.

	ETSI Authentication Information

	ETSI-SIP-Authenticate

(note 1)
	M
	See subclause 6.3 in the present endorsement of [2].

	ETSI-Authentication Info Information

	ETSI-SIP-Authentication-Info

(note 1)
	O
	See subclause 6.3 in the present endorsement of [2].

	NOTE 1:
An "ETSI-" prefix is added to the ETSI vendor-specific AVP which have an equivalent AVP being defined in  draft-ietf-aaa-diameter-sip-app-10 [3].

NOTE 2:
HTTP Digest authentication requires the generation of a nonce in either the UPSF or the S-CSCF. In this version of the specification the UPSF shall generate nonces and the S-CSCF shall not generate nonces, as part of the HTTP Digest authentication process.


6.3.1
Detailed behavior

Clause 6.3.1 is endorsed with the following clarifications:

· between step 2 and step 3, the HSS checks the user authentication data for the authentication scheme stored in HSS,

· step 4 is only applicable to authentication schemes that support synchronization.

******Second modified Clause 6.3 (end. of [2]) *******

6.3
AVPs

Endorsed with the following changes:

Add the following text at the end of the paragraph before Table 6.3.1:

The Line-Identifier AVP has a Vendor-Id header set to ETSI (13019).

Table 6.3.1 is endorsed with the following addition:

Table 6.3.1: Diameter Multimedia Application AVPs

	
	AVP Flag rules
	
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	…
	…
	…
	…
	…
	…
	…
	…
	…

	Line-Identifier
	500
	6.3.34
	OctetString
	V
	
	
	M
	No



	ETSI-SIP-Authenticate
	501
	-
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authorization
	502
	-
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authentication-Info
	503
	-
	Grouped
	V
	
	
	M
	No

	ETSI-Digest-Realm
	504
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce
	505
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Domain
	506
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Opaque
	507
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Stale
	508
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Algorithm
	509
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-QoP
	510
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-HA1
	511
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Auth-Param
	512
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Username
	513
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-URI
	514
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response
	515
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-CNonce
	516
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce-Count
	517
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Method
	518
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Entity-Body-Hash
	519
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nextnonce
	520
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response-Auth
	521
	-
	UTF8String
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [6].

NOTE 2:
Depending on the concrete command.


6.3.13
SIP-Auth-Data-Item AVP

Endorsed with the following change:

SIP-Auth-Data-Item :: = < AVP Header : 612 10415 >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

[Confidentiality-Key]

[Integrity-Key]

*[Line-Identifier]

* [ ETSI-SIP-Authorization ]

* [ ETSI-SIP-Authenticate ]

* [ ETSI-SIP-Authentication-Info ]
* [AVP]

Add the following subclauses:

6.3.34
Line-Identifier AVP

The Line-Identifier AVP is of type OctetString. This AVP contains a fixed broadband access line identifier associated to the user.

6.3.34A
ETSI-SIP-Authenticate AVP

The ETSI-SIP-Authenticate is of type Grouped, and contains a reconstruction of either the SIP WWW-Authenticate or Proxy-Authentication header fields specified in RFC 2617 [4]. Additionally, the AVP may include a Digest-HA1 AVP that contains H(A1) (as defined in RFC 2617 [4]).

AVP format

ETSI-SIP-Authenticate ::= < AVP Header: 501 13019 >

{ ETSI-Digest-Realm }

{ ETSI-Digest-Nonce }

[ ETSI-Digest-Domain ] 

[ ETSI-Digest-Opaque ] 

[ ETSI-Digest-Stale ] 

[ ETSI-Digest-Algorithm ] 

[ ETSI-Digest-QoP ] 

[ ETSI-Digest-HA1] 

*[ ETSI-Digest-Auth-Param ] 

*[ AVP ] 

6.3.34B

ETSI-SIP-Authorization AVP

The ETSI-SIP-Authorization is of type Grouped, and contains a reconstruction of either the SIP Authorization or Proxy-Authorization header fields specified in RFC 2617 [4].

AVP format

ETSI-SIP-Authorization :: = < AVP Header : 502 13019 >

{ ETSI-Digest-Username }

{ ETSI-Digest-Realm }

{ ETSI-Digest-Nonce }

{ ETSI-Digest-URI }

{ ETSI-Digest-Response }

[ ETSI-Digest-Algorithm ]

[ ETSI-Digest-CNonce ]

[ ETSI-Digest-Opaque ]

[ ETSI-Digest-QoP ]

[ ETSI-Digest-Nonce-Count ]

[ ETSI-Digest-Method ]

[ ETSI-Digest-Entity-Body-Hash ]

*[ ETSI-Digest-Auth-Param ]

* [AVP]

6.3.34C

ETSI-SIP-Authentication-Info AVP

The ETSI-SIP-Authentication-Info AVP is of type Grouped and contains a reconstruction of the SIP Authentication-Info header specified in RFC 2617 [4].

AVP format

ETSI-SIP-Authentication-Info ::= < AVP Header: 503 13019 >

{ ETSI-Digest-Nextnonce }

[ ETSI-Digest-QoP ] 

[ ETSI-Digest-Response-Auth ] 

[ ETSI-Digest-CNonce ] 

[ ETSI-Digest-Nonce-Count ] 

*[ AVP ] 
******Third modified Annex ZA *******












	
	
	
	

	

	
	
	

	
	
	
	

	


Table ZA.1.2: Authentication Data content - Response for HTTP Digest Authentication

	
	
	
	

	
	
	
	

	

	

	
	

	

	

	
	

	





Table ZA.2.1: Diameter Multimedia Application AVPs for HTTP Digest

	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	































































