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Overview

The purpose of this White Paper is to provide a general view on the different OMA Device Management bootstrap mechanisms and the need for 3GPP to adopt a preferred one. The rational for this White Paper is organized in the following manner:

· A Background section to introduce the three different Bootstrap mechanisms as defined by the Open Mobile Alliance Device Management Working Group (OMA DM WG).

· A Justification for having a preferred mechanism

· A Conclusion summarizing the benefits of this choice

Background

3GPP CT1 has decided to adopt OMA DM v1.2 as the ground floor for Release 7 and after wards. Nevertheless, OMA DM v1.2 is a set of specifications (similar to the concept of a “release” in 3GPP). This enabler is basically composed of mandatory features and optional features being the OMA DM Bootstrap specification, one of the options of DM 1.2.

The bootstrap process has been defined as “the process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server”. Meaning that this process (i) provides the necessary credentials to establish a communication between the DM Client and the DM server, and (ii) also the configuration of different services by the means of management objects. This information is usually carried to the device by the means of something called a Bootstrap message.

OMA DM v1.2 provides several mechanisms to Bootstrap a terminal:

· Customized or Factory Bootstrap

· Server initiated Bootstrap

· Bootstrap from a UICC (referred to as Smart Card in OMA)


In the case of the UICC, the bootstrap can be performed using two different profiles:

· Client Provisioning

· Device Management


In the fist profile the UICC stores bootstrap information following the Client Provisioning specifications. In the second profile the UICC stores bootstrap information in the form of a bootstrap message with Management Objects.

Justification for a preferred bootstrap mechanism

During 2006 there were several liaisons exchanged between 3GPP SA3, 3GPP CT1 and OMA DM around security. In April 2006 SA3 submitted an LS (S3-060371) to CT1 (C1-060690) depicting several recommendations:


· Mandate the use of TLS for DM Server authentication and message integrity.

· Incorporate a secure provisioning of the shared secret (Username/Password) to be used with the DM Server or the TLS client certificate.

· Use the UICC bootstrap as the preferred bootstrap mechanism.

· Prohibit the use of WAP Push for bootstrapping DM configuration used for selective disabling of UE capabilities.

· Extension of these recommendations "to all uses of DM in 3GPP specifications"
Later, in May 2006, CT1 replied (C1-060953) the SA3 LS asking for guidance on how to document those recommendations and forwarded the request OMA DM to also integrate them in their work. In July 2006, SA3 replied (S3-060554) to CT1 (C1-061376) with a proposal to document the restrictions in a normative annex of the TS 24.167 (i.e. IMS Management Object) and to notify OMA-DM the decision in order to extend the SA3 general restrictions to Management Objects under the control of OMA and with an impact on 3GPP terminals. Nevertheless, CT1 was not able to integrate the proposal into the TS 24.167 because it was not addressing the last bullet of the above list.

Apart from the fact that the recommendations have not yet been addressed, there is another aspect to be seen and it is the network operators need of freedom to define their own Device Management strategy. This freedom requires the certainty that their chosen bootstrap mechanism will actually be used on the field. The prioritization of the different bootstrap mechanisms is a way of providing this freedom and it addresses, at the same time fill one of the recommendations from 3GPP SA3.

Conclusion
According to the previous discussion it is recommended to address the security concerns expressed and documented by SA3, and also to enable network operators to choose the best mechanism to deploy their Device Management based solutions giving priority to the bootstrap from the UICC.

As any UE has a UICC, the benefits of this prioritization are:

· Devices bought by the end-user will be able to get the network operator configuration by the means of the same UICC they use to provide 3GPP services.

· DM Servers will always be able to remotely administrate the 3GPP terminals.

· It will facilitate the development of new Management Objects in 3GPP.

