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1. Glossary

DSL
Digital Subscriber Loop

FMC
Fixed-Mobile Convergence

ME
Mobile Equipment

MS
Mobile Station (ME plus UICC)

MVNO
Mobile Virtual Network Operator

PNM
Personal Network Management

SMC
Secure Multimedia Card (SIM card functionality integrated onto a multimedia card)

UE
User Environment

2. Business Needs

2.1  FMC Dual-Networks with Independent Authentication and Seamless Handover

The new draft of TS22.278, Service requirements for the evolution of the 3GPP system (section 7.1.1), submitted to 3GPP SA1 (doc S1-061067) states: "The evolved 3GPP system shall provide mobility mechanisms to support frequent handovers within and across 3GPP access systems and non 3GPP access systems in order to avoid service degradation."

For Fixed-Mobile Convergence (FMC), a single service provider, the “FMC operator” will typically provide seamless roaming and handover for its customers between fixed networks, accessed via broadband DSL or WiFi, and GSM/GPRS/3G mobile networks, using a single, multi-mode MS.

In the case where the “fixed” network is a WLAN according to IEEE802.11, it may require EAP-SIM or EAP-AKA. The mobile network may be GSM, GPRS or UMTS, requiring SIM or USIM as the AKA technology. 

The FMC operator will own some WiFi access infrastructure and may also operate as an MVNO, offering access to the mobile networks of a partner MNO and its roaming partners.  Customers will be offered seamless access and handover between these networks using dual-mode handsets. Use of a single “SIM card” to provide all authentication for network access would be the norm. Seamless handover requires that, for relatively short periods of time, the UE is authenticated to both networks simultaneously.

In the case where the FMC operator subcontracts the authentication for network access to the partner MNO, the FMC operator can provide a normal MVNO SIM card that is standard in every way, as shown in Figure 1 below. The same card can be used in the case where the MNO is effectively the FMC operator, i.e. is providing its customers with access to partner WiFi networks where the MNO is providing the authentication for network access.
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Figure 1: Seamless Access with a Standard SIM Card

However, some FMC operators may wish to provide their own authentication services for access to their own networks, with the authentication for access to the mobile network remaining with the partner MNO. Likewise, an MNO may wish to give its customers access to WiFi networks of WiFi operators who provide their own EAP-SIM or EAP-AKA authentication services. In those cases, it is still desirable to provide multiple access using one SIM card that complies with 3GPP standards. Such a card would need to be able to operate multiple USIM applications. These USIMs can have different IMSI and Ki values and can use different AKA algorithms. The USIMs must be able to be active simultaneously, in order to provide seamless roaming and handover between the mobile and WiFi networks. Figure 2 shows the use of such a card, which we call the “Dual SIM card”.
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Figure 2: Seamless Access and Handover with Independent Authentication using a “Dual SIM” Card

We use the example of USIM-based authentication here to cover the case where the FMC operator does not have a licence to use GSM algorithms, but may use the public-domain Milenage algorithm and its GSM derivative, GSM Milenage for EAP-AKA and EAP-SIM, respectively.

A Dual SIM card, therefore, is a UICC that supports the mandatory SIM application and two (or more) USIM applications; each USIM application having its own Ki, IMSI, and algorithm customisation parameters. It has an operating system that allows multiple USIM applications to be active in the same card session, using different logical channels. Today’s TS31.101-compliant UICCs
 will not be able to support this modus operandi, but in all other aspects, the card conforms to the ETSI and 3GPP standards.

2.2  Personal Network Management

TS22.259 (Service requirements for Personal Network Management (PNM), Stage 1, Release 8), defines a Personal Area Network (PAN) as follows:

“Personal Area Network:  A Personal Area Network (PAN) is a local network of the user.  In the context of Personal Network Management, the PAN consists of at least one UE and may additionally comprise a number of MEs/MTs, with own radio access means that allow them to directly access the PLMN of the UE. The UE and locally connected additional MEs/MTs are the PNEs of the PAN. Alternatively the UE components, i.e TEs and MT, may be handled as separate PNEs. The UE contains the single active USIM of the PAN.“

However, TS22.259 also states “It shall be possible to simultaneously access multiple PLMNs. For example, the user might use PNE1 for data services (internet access) together with PNE2 on a PLMN for a speech call.”  This clearly requires the UICC to support multiple USIMs. One could argue that, in order to establish AKA with each PLMN, only one USIM needs to be active at any time and that is the position taken in R8 of TS22.259.  However, for the operation of a practical service, each PLMN needs to be able, at any time, to validate that the UICC supporting its USIM is still present; and that normally requires a re-authentication. Therefore, the UE’s UICC needs to support multiple USIMs that can be simultaneously active.

This requirement is further reinforced when one considers the FMC model, where a “home hub” type of PAN may access independently authenticated fixed networks at the same time as multiple PLMNs. Any of these networks can request re-authentication at any time.

The requirements for multiple network access are also supported by TS22.101 (Service Aspects; Service Principles), which in section 7.1 says:

“3GPP specifications shall enable the user of a single terminal to establish and maintain several connections simultaneously”

3. The Standardisation Problems

1. TS22.101 states, in section 7.1, the general principle and requirement for “the user of a single terminal to establish and maintain several connections simultaneously”; and, in section 13.1.4, that “The standard shall support more than one USIM per UICC even when those USIMs are associated with different home environments”. It further supports multiple network connectivity by stating, in section 13.1.4, “The standard must not prevent the coexistence of USIM applications, each associated with different home environments on the same UICC, so long as the security problems which arise from such a coexistence are solved”.  BT asserts that the “Dual SIM” model, described in Figure 2 herein, causes no security problems, because each of the networks requiring simultaneous connectivity has its own self-contained security system, with its own HLR/AuC and using its own USIM with its own Ki and IMSI. Therefore, the two network operators can operate their own fraud management systems. 
However, Section 13.1.4 also states that “Only one of the USIMs or the SIM shall be active at a given time”.  This contradicts the basic requirement previously specified in Section 7.1, when applied to FMC and Personal Network Management applications.  3GPP needs to respond to such applications and services, which its members may wish to deploy. 

Section 13.1.4 of TS22.101 should therefore be changed to remove the contradiction, and allow more than one active USIM at the same time. 
2. TS31.101 also prohibits the concurrent use of multiple USIM or multiple USIM/SIM sessions. This prohibition appears to be included in order to fulfil the requirement expressed in TS22.101, i.e. “Only one of the USIMs or the SIM shall be active at a given time”.  Since this contradiction to the basic principle specified in Section 7.1 of TS22.101 should be removed, the contradictory prohibition in TS31.101 should also be changed accordingly. 

3. The TS102 221 method of opening logical channels (MANAGE CHANNEL OPEN) does not allow the ME to specify which channel to open for the 2nd USIM application, and the method is not as elegant as the method supported by ISO7816, i.e. use of the SELECT command to open a specific new channel. The required change to TS102 221 may be pursued via ETSI SCP at some time in the future, but is outside the scope of 3GPP SA1.

4. Action Requested

BT has prepared CRs to TS22.101 and TS31.101 to remove the contradictory text, and permit simultaneous USIM sessions on different logical channels.

BT invites 3GPP SA1 members to respond to this discussion paper (and the CRs), which BT intends to present at the SA1 plenary meeting in October 2006. If the correction to TS22.101 is acceptable to SA1, BT intends to propose the CR to TS31.101 to CT6 shortly thereafter, so CT6 members are also invited to comment.

END

� N.B. this topic was covered by section 8.5.5. in TS102 221 but for Release 7 it was moved to TS31.101





