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PNE Networks

5.1
General Description

PNE Networks enable functions for the management of the physically separated entities, i.e. TEs and MEs, of the PN UEs. Furthermore PAN Management considers MEs that do not have an own USIM.

PNE Network functions comprise the management and communication of PNEs within a PN as well as the extension of the UE Redirecting service and the Private Network service to include the redirection to UE components and connected MEs. 
The figure 2 shows that UE means User Equipment components, that a PAN consists of one UE and a set of TEs/MEs , and that a PN consists of more than one PNE.

[image: image1]
5.2
Personal Area Network Management

Service requirements cover the management of UE(s) as defined in TS 22.022[13], as well as TE(s), ME(s) and belonging to the same PAN(s) (see Figure 2).

A UE can comprise physically separated TEs and can also have connections with other MEs (e.g., a PDA, music player, laptop, camera, headset, etc.). The UE can connect to the TEs and MEs through short-range wired or wireless connections (when they are in close proximity) and form a small network, called a PAN (Personal Area Network). The PAN is controlled by the user of the UE.

Figure 3 shows that one UE and a set of TEs/MEs form a PAN.
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Figure 3: PAN components
TEs/MEs of a PAN without / not requiring a USIM, may have the need to access services provided by the PLMN of the UE or to communicate with another entity through the PLMN. TEs/MEs must be authenticated and authorized by using the USIM of the UE (i.e., a single USIM authority shall be shared by all the TEs/MEs of the PAN). MEs have their own radio access means, which allows them to directly access the PLMN. TEs must access services indirectly, through an MT of the PAN.

For managing a PAN means are required to identify a particular TE or ME within a PAN. The PNE identifiers enable connections between selected PNEs and directing of terminating services to a particular PNE.

Thus PNM identifiers are divided into subscriber identities and PNE identities. 3GPP private subscriber identifiers are the unique IMSI and the unique IMS Private User Identies stored in USIM and ISIM. The subscriber identities are used, for example, for registration, authorization, administration, and accounting purposes in the network. The PNE Identifiers are used to identify devices within a PN and may be used, for example, for blacklist and Device Management purposes. For MEs the IMEI should be reused as PNE identifier except this is not feasible for security reasons. In contrast to MEs the PNE identifiers of TEs are PNM-specific and have little network security relevance as TE have no own radio access means.
Annex A.3 shows two use cases where users access a PLMN from their PANs.

5.2.1
Personal Area Network requirements

-
The User shall be able to control which PNEs (TEs and MEs) are part of a PAN via MMI procedures.

-
A user may set-up more than one PAN within a PN.

-
The User shall be able to register and deregister PNEs that can be used in a PAN.

-
The User shall be able to activate and deactivate the PNEs registered to a PAN.

-
A PAN uses exactly one USIM for authentication. Hence a PAN contains exactly one UE.
-
In case of only one ME within the PAN the PAN reduces to a UE and shall behave as such.

-
TEs/MEs without USIM shall be authenticated and authorized to access a PLMN by means of the USIM of the UE belonging to the PAN.

-
MEs without USIM shall be able to directly access a PLMN (sequence 2) after successful authentication and authorization by using the USIM of the UE in the PAN (sequence 1) as shown in Figure 4.

-
The PNE Identifier of MEs shall be the IMEI. For TEs it shall be possible to allocate PNM-specific PNE identifiers.
Note: Cases occur in practice where IMEIs are duplicated for misuse. Resulting potential security threats should be considered when adding functionality that requires a secure PNE identifier.

-
PNM-specific PNE Identifiers should only be required for PNM-internal purposes but should be harmonized with other optional device identifiers (i.e. Personal ME Identifier in CSI [11]).

-
PNM-specific PNE Identifiers shall not be used for routing purposes in the network except PN-internal forwarding to a particular PNE within a PAN.

-
PNE Identifiers shall be unique within a PN. Procedures are needed to avoid that PNEs of one PN have the same PNE Identifier.

-
It shall not be necessary to store PNE Identifiers in TEs. Instead PNE identities should be managed by a PAN device responsible for processing PAN Management functions.

[image: image3.emf] 

TE I  

ME  

TE II  

ME  

USIM  

PLMN  

1. authentication by  using a USIM of a UE  

2. direct access to a PLMN  


Figure 4: Connections between MEs and TEs
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Fig 2: Devices addressed by PAN Management
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