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1. Overall Description:

More and more services performed by 3G telecommunication devices require network access, whose configuration requires for example the indication of an Access Point Name, a list of preferred data bearers with fallback order, home page, default login and password. These services generally involve a user agent or a specific application on the handset. Given the increasing variety of services requiring such network access, the provisioning of these parameters becomes a nightmare for operators when they have to be handled individually for each application, as there is no standard way in 3GPP specifications to manage such information across all possible cases.

Following are some examples of use cases using Smart Cards for provisioning:

Use case 1
Bootstrap provisioning on new (un-configured) devices

A smart card is inserted into the Device for the first time.

The smart card contains pre-configured service parameters that enable access to a Service Provider’s infrastructure and a key that allows establishing a trust connection to the Device Management system.  The User inserts the smart card into the Device and the Device is provisioned (with optional user interaction) with parameters from the smart card. Upon use, the Device then establishes a relation to the Service Provider’s management server in the network.

Use case 2
New services provisioning on already bootstrapped devices

Instead of purchasing a new smart card with a Device, a Subscriber could purchase a service from a Service Provider and have their existing smart card configured with parameters or keys by an entity with Management Authority of the smart card.

Use case 3
Provisioning on used (mis-configured) devices

A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the smart card, where applicable. The Subscriber's first time use of the Device is detected automatically by the operator's infrastructure.

Alternatively the Subscriber asks explicitly for a configuration parameter set, e.g. by Customer care call or an abbreviated dialling request. The characteristics of the Device (e.g., Device capabilities, resident applications, configuration parameters) are determined and transmitted to the operator's management server. The appropriate provisioning parameters are transferred to the Device; optionally after a confirmation by the Subscriber. In addition User-specific preferences are defined by the User.

Difference to the use cases described above is that here already inserted configuration data has to be overridden; the Device is not in a 'fresh' state, but might be highly mis-configured, so standard values do not necessarily apply.

Use case 4
New jacket or application added to the device

New capabilities can be added dynamically to a device (e.g. plugging a jacket or installing new application / driver into the terminal). Access parameters may need then to be updated OTA following operator's preferences and stored in the smart card.

Example 1: PoC application downloaded into a Symbian handset.

Example 2: a WLAN module added to a standard 2G or 3G handset. As a new bearer is added for communication, the card can request an update of application parameters from a server. The parameters are sent back to the card, allowing an optimised work of the application.

Use case 5
Protect configurations

To store the provisioning parameters in the card can prevent any un-trusted access and modification from a third party.

Use case 6
Personalisation cost saving for handset configuration

Storing these parameters in the smart card could save memory from the handset and therefore allow to reduce its personalisation cost for each country (reducing the final cost of the handset itself).

In particular, this would be very useful considering the GSMA program about Emerging Market Handset deployment.

As 3GPP provides a standardized platform with the USIM where provisioning data could be easily and securely managed Over The Air, GSMA SCaG would like to ask 3GPP-SA1 to consider adding the possibility to store the connectivity and application information on the USIM. To increase interoperability, GSMA SCaG believe that this feature should be mandatory, parameters provisioned on the card having priority over any other contained in the handset.

GSMA SCaG thanks 3GPP-SA1 for their attention and looks forward to a fruitful cooperation with them.

2. Actions:

To 3GPP-SA1 group.

ACTION: 
GSMA SCaG kindly ask 3GPP-SA1 to consider the above use cases and the possibility of a requirement in 3GPP specifications to store the connectivity and application information on the USIM.
3. Date of Next GSMA SCaG Meeting:

1st -3rd June 2005
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