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Annex B (Informative):

Use cases for AIPN key aspects 
B.1
Resilience in the presence of network disruptions and intermittent connectivity
Use case:  

This use case is illustrated in the figure below. 

[image: image21.emf][image: image22.emf][image: image1.wmf]
The user is driving a car. While being under good radio coverage, he starts an IMS session with several media. The car goes through a tunnel where there is no radio coverage, and comes out of the tunnel into good radio coverage a minute later. Connections using disruption resilient transport protocols are automatically re-established and these protocols restore the communication to the point they were before the interruption.
B.2
Service adaptation to terminal capabilities
Use case: 

This use case is illustrated in the figure below.
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Alice has a mobile device and Bob has a fixed one. Both devices have equal audio but different video capabilities in terms of screen size, number of colors and video codecs supported. Alice establishes a multimedia connection with audio and video components to Bob. The terminal capabilities are discovered and it is realized that Bob's terminal has better video capabilities than Alice. The terminal informs the network that it is unable to support new the new video codec and the AIPN then introduces a video transcoder in the path of the video media to adapt the video signal (stream, codec, format, etc) to the video capabilities and bit rates available on each side of the transcoder.






B.3
Facilitate integration of networks with different administrative domains (e.g. handle negotiation of administrative issues, security, trust, etc)
Use case: 

The following picture illustrates this use case.
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Bob has his own Personal Area Network (PAN). While at home, this network is composed with the Home Area Network using WLAN, which in turn connects externally with a local hotspot service, which in turn connects to a cellular network. Bob's PAN, Bob’s Home-WLAN, the local hotspot service and the AIPN cellular access system are under different administrative domains. Still, if Bob moves outside coverage of his Home-WLAN, his PAN will communicate with the outside world via the local hotspot service. If he moves outside coverage from the hotspot service, his PAN will communicate with the outside world via the AIPN cellular access system.
Annex C (Informative):

Use cases for Security 
C.1
User issues
C.1.1
Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications
Use case:

Using the AIPN operator as a certificate checking authority.

The figure below illustrates this case:
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A user wants to access his medical records, stored in the hospital server, with his mobile terminal. The user connects with the hospital and authenticates itself. The hospital authenticates to the user by sending a certificate CH signed by certification authority CA. The user, however, does not recognize CA and asks the AIPN operator to check the validity of CH. The AIPN operator checks the validity of CH and informs the user about the positive result. At that point the user is sure that the information is really coming from the hospital.
C.1.2
Multiple user identities: Users should be able to have multiple identities from different providers, with the relationship between identities hidden to particular providers (thus supporting privacy)
Use case:

The AIPN operator generates temporary identities for the user to be used towards different providers.

The figure below illustrates this case:
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The user wants to connect to two providers but keeping full privacy. The AIPN operator enables this possibility by acting as a mediator. The AIPN operator allows the user to gain access to the two providers with completely different identities. Both identities are temporary ones and can not be correlated in any sense by just looking at log records in Provider A and Provider B.

In order to enable this type of service, the providers have to establish a "trust relationship" with the AIPN operator, so that he can perform accounting towards that AIPN operator for the services provided to the AIPN operator's subscribers.

The user already has a long term relationship with the AIPN operator, and will be billed by the AIPN operator for services he accesses via external providers.

The AIPN operator does know the user's real identity and the temporary pseudonyms that he has given to the user to access services from external providers. The AIPN operator can then correlate the real and temporary identities for billing purposes.

Use case: 

The AIPN operator generates temporary identities for the user to be used towards different providers. An identity broker, e.g. Liberty Alliance, acts as the long term trust relation centre.

This use case is similar to the previous one, but in this case the AIPN operator does not have a long term trust relationship with the providers, instead the AIPN operator has a long term relationship with an identity broker, e.g. Liberty Alliance, and the identity broker has a long term trust relationship with the external providers. This case is illustrated in the figure below:
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The user wants to connect to two providers but keep full privacy. The AIPN operator enables this possibility by acting as a mediator. The AIPN operator allows the user to gain access to the two providers with completely different identities. Both identities are temporary ones and can not be correlated in any sense by just looking at log records in Provider A and Provider B.

The AIPN operator however, does not have a trust relationship with the providers but has one with an identity broker e.g. Liberty Alliance. The providers also have a trust relationship with the identity broker. So the identity broker is used as the common trust point to for the providers to offer services to the AIPN operator's subscribers. The AIPN operator can offer these services fully protecting the privacy of its subscribers.
C.2
Network issues
C.2.1
Fast re-authentication shall be possible
Use case: 

Fast re-authentication in handovers between access systems.

The figure below illustrates this case:
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The user is initially connected to Access System-A and has a session with several media established. He moves towards Access System-B, which may be under a different administrative domain than Access System-A. In this case there are mechanisms for fast authentication to continue communication across Access System-A and Access System-B. 
Note:
In this case the user’s terminal needs to support each of the access systems
Annex D (Informative):
 
Security Issues 

These issues are very high level and many aspects need to be investigated further to be able to specify them more clearly. This could e.g., include:

-
Investigating how and where to realize policy enforcement functionality to get the most general, efficient and secure solution to protect the end-users and the AIPN operators' networks. 

-
Reviewing architectural and protocol features to get a better understanding of how to protect the network against attacks such as denial-of-service.

-
Investigate how to develop a homogenous SSO concept taking privacy and anonymity requirements into account.

-
Investigating the need for end-to-end security solutions. 

In summary, the challenges will be in understanding the new risks to identify any new or lacking security requirements, and of course finally ensuring that the right mechanisms are in place. 

To mitigate the problems and protect users and systems and to deter from attacks different types of policy enforcement functions are needed to build trusted domains. Policy enforcement should cover 

-
Available network services. General purpose IP access may be restricted or tunneled securely through the network. 

-
Traffic/content inspection in the AIPN to stop download of malware and intrusive content.

-
Spam control

-
Blocking of non-trusted services and service providers

-
Traffic separation 

-
Traffic origin (e.g. prohibit source IP address spoofing).

There will be a need for policy enforcement controlled by end-users and by AIPN operators and a need to investigate how and where to realize policy enforcement functionality to get the most general, efficient and secure solution.
End-user policy enforcement will become a very important function, which AIPNs will have to provide. One particularly important area is to control distribution of location information. However, presence information in general could be just as sensitive.
For protection against denial-of-service attacks, architectural and protocol features have to be reviewed.

D.1
Trust domains
Often, the only means to deter attackers and mitigate threats are to build logging and detection systems to make the risk of getting caught sufficiently high. Thus, it will be critical to define trust domains, means to establish trust, authenticate and authorize users and systems, and put requirements on trusted hardware (especially end-user equipment). A key issue is if monolithic mobile phones can become the trusted devices in which AIPN operators can enforce different policies. 

A specific issue is how to design the trust model when ad-hoc extensions of access systems are offered by ordinary end-user equipment. Should all such traffic just be tunneled through the ad-hoc extension or should there be some policy enforcement performed. There is also the question of who is responsible for the traffic from the Ad-hoc Network. Either the originating device of the traffic or the relaying device (or both) has to be responsible. Since they belong to different end-users, maybe having different AIPN operators, this may pose a problem.

Another issue is how to enforce policies in multi-access system environments. One threat scenario is that a user connects his device to two different domains with different “trust levels”.

D.2
Trust establishment
There is a need for different trust establishment mechanisms e.g. for end-users towards AIPN operators, end-users towards service providers, between end-user and between service providers. These mechanisms may be identical but could also be based on different principles if that would make them more efficient.  

The natural choice for authentication of end-users towards AIPN operators is of course (X)SIM based. However, public key based systems may have advantages for other situations. The DRM solutions also show the need for secure authentication of trusted hardware.

A basic end-user requirement is that security mechanisms should be automatic and invisible to the end-user. User authentication and authorization should be able to be performed with a minimum of user interaction. At the same time, legitimate requirements on user privacy and even anonymity should be able to be catered for. Current work in SA3 (GAA/GBA) and Liberty show that there is a need for simple and uniform trust establishment mechanisms for service provisioning at different levels.

To increase user convenience, make systems less complex, simplify application development a common, standardized, homogenous SSO system taking privacy and anonymity requirements into account is needed.  Today, we are moving towards a situation in which we have a set of diverse user authentication and authorization mechanisms tailored for different services.

D.3
Network heterogeneity and traffic protection
Specific issues that need to be reviewed are

-
Location of the network point of trust. Network point of trust means the first network point at which user payload traffic is available in plaintext format. Simultaneous multi-access should be taken into account.

-
Should user authentication and key agreement be performed on layer 3 (IP-layer) to enhance “portability”.

-
Layer 2 protection is needed to protect system signaling and protect against Denial of service attacks. How to establish keys?

-
How to handle the situation that in the future user payload traffic and end-user equipment control signaling traffic may have different endpoints in the AIPN

-
New means to derive and distribute keys based on an initial user authentication.
D.4
End-to-end protection

With the introduction of IP based conversational multi-media over an AIPN, many users could feel a need for better end-to-end protection of their communication. A natural first step would be to introduce end-to-end integrity protection to guarantee the authenticity of data. Confidentiality of data may also be required (e.g. government agencies). Thus, the AIPN should be designed to allow efficient end-to-end protection of multimedia sessions. Here it might be beneficial to deploy (new) generic protocols for key management and data protection to limit signaling and computational load in the terminals. Lawful intercept requirements have also to be considered.
Annex E (Informative):

Use cases for Personal Network (PN), Personal Area Network (PAN), Ad-hoc Network and Moving Network Support  

The following use cases are intended to provide some examples of how the AIPN is impacted by major categories of user networks.  This should not be considered an exhaustive list of possible use cases. Detailed consideration of the networking of user terminals is for further study.
E.1
Personal Network (PN)

E.1.1
Use case 1: PN with the terminal away from the user

The AIPN provides a connection between the user’s personal terminal and a terminal connected to the PC in his home such that the user is provided with a virtual secure Personal Network.  Through this secure link, a user is able to synchronise his 3GPP terminal with data contained on his PC at home or monitor his heating or burgular alarm system while away from his home.  Additional devices would enable connection to the user’s car or holiday home.

[image: image9]
E.2
Personal Area Network (PAN)

[image: image10]
E.2.1
Use case 2: Multiple devices held by the same user

A user will carry a plurality of devices (PDA, music player, laptop, camera, headset, etc.) as well as mobile terminals with him/her. Each of them has a demand to access services provided by the AIPN or to communicate with another entity through the AIPN, but they might lack a USIM and/or a means to directly access to the AIPN.
A mobile terminal, containing a USIM, with short-range wireless connectivity (e.g. IEEE 802.15) can connect to other devices with wireless access when they are close to each other to form a small network called a Personal Area Network (PAN), which is controlled by the user of the mobile terminal.
A calling party may request a call indicating the particular terminal/device within the PAN subject to service attributes and terminal/device capability.

E.2.1.1
Use case 2a: Subscription data within one device only

When only one device (mobile terminal 1) holds a USIM and another device (mobile terminal 2) does not hold a USIM but has a means to access the AIPN, mobile terminal 2 will be authorized to access the AIPN using the USIM in mobile terminal 1.  The data transfer channel (i.e. transport and session) can be established and maintained through the access means of mobile terminal 2 as long as mobile terminal 2 can access the USIM through the PAN.  If the mobile containing the USIM is removed from the PAN all service sessions, other than those on the mobile containing the USIM, will be terminated immediately.
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E.2.1.2
Use case 2b:
Relationship between Personal Network and Personal Area Network
Devices close to the user are connected using internal PAN means and share a USIM authority for the devices so connected. A device containing an independent USIM may be removed from the PAN yet still remains connected to the user’s Personal Network through the AIPN.

[image: image12.wmf] 

AIPN

 

PAN

 

m

obile

 

terminal

 A

 

Use case 

2: 

Relationship between PAN and PN

 

m

obile

 

terminal

 B

 

PN

 


A user has a PAN consisting of a number of devices, including a personal device, mobile terminal A, and a device that remains in the user’s vehicle, mobile terminal B.  Mobile terminal A and mobile terminal B each contain a USIM.  While close to the user, and connected using the internal PAN means, communication between mobile terminal A and B (e.g. synchronisation of a database) is achieved directly via the PAN.  When the user leaves his vehicle, the PAN connection is lost and mobile terminal B continues to connect to the Personal Area Network (e.g. to continue the synchronisation process) through the users Personal Network by connecting through the AIPN using the USIM contained in Terminal B.
E.2.3
Impact on an AIPN:

For reliable billing information in all the PAN use cases it is essential that the appropriate USIM is correctly associated with every request for services from the AIPN.  Possible causes of double counting, attributing a service request to the wrong user, or other causes of incorrect billing, must be eliminated.
E.3
Ad-hoc Network

E.3.1
Use Case 1: Formation of an Ad-hoc Network

In this use case, a number of users interconnect their terminal devices to form an Ad-hoc Network.  These terminal devices may be capable of connecting to different access systems.  The Ad-hoc Network enables its members to access the AIPN through any of the terminal devices that are able to connect to a suitable access system. Each member of the Ad-hoc Network uses their own USIM to obtain whatever services they are individually entitled to use.

E.3.2
Use Case 2: Movement of an Ad-hoc Network

The Ad-hoc Network may change the terminal device used to forward the consolidated traffic to the AIPN as required.  Reasons for change could be;

1)
Movement of the connected terminal device within the Ad-hoc Network causing it to loose service while another terminal device gains service (not necessarily using the same access system).

2)
It may be financially advantageous to the group of users for their consolidated traffic to be routed through one particular access system depending on their location or time of day. The users of the Ad-hoc Network may cause their Ad-hoc Network to change access system simply to maintain their fiscal advantage rather than for reasons of access system coverage etc…
E.3.3
Use case 3: Multiple users within the home


[image: image13]
It is possible for a home network to have multiple users.  For example, a family may consist of a group of users who share the various devices on a home network through the mechanisms described in Use Case 1 & 2. From an AIPN perspective they should be seen as independent users, each with capabilities as defined in the use cases above.  The AIPN need not be aware that they share the same home network. 
Note:
The demands of this use case on the individual terminal devices is considered beyond the scope of this document.

E.3.4

Impact to an AIPN
The AIPN will see consolidated traffic from a group of separate users arriving through an access system.  The access system bearing the consolidated traffic may change at any time with no warning to the AIPN.  Elements of the consolidated traffic could originate from a PAN.

[image: image14]




E.4
Moving Network
A Moving Network provides access to AIPN for a group of users that move together (e.g. as part of a vehicular network). The devices (terminals) of a Moving Network are connected to a well-defined system (gateway) through which the user devices (terminals) in the Moving Network gain access to the AIPN. 

Note:
This is a key difference to Ad-hoc Networks, where access to the AIPN can be gained through any device (terminal) that has access.

E.4.1
Use case 1: Moving Base Station

A moving base station (e.g. a pico cell) is responsible to provide radio access to user terminals in a Moving Network. The moving base station is part of an access system and is owned by the AIPN operator providing the access network. As the access system fully accommodates the Moving Network, it dominates the wireless technology that can be used to connect the user terminal to the AIPN.  


[image: image16] 

In this use case, mobility for the Moving Network is provided by the access system only. 

Note:
The AIPN may not see any impact resulting from a handoff of a Moving Network in this use case. The particular impacts of this use case upon the AIPN are for further study.
Advantages of this approach: 

-
Low or potentially zero impact on the AIPN as mobility is completely handled by the access system (which accommodates the Moving Network)

E.4.2
Use case 2: Wireless Access Router 
A wireless access router (e.g. a WLAN router), owned by a 3rd party network provider (e.g. the train company), is equipped with a means to connect to an AIPN. This connection can be established via any access system that is supported by the wireless access router and for which the wireless access router has a subscription.  The wireless access router consolidates traffic from users of the Moving Network towards the AIPN. A variety of wireless or wired access technologies can be used to connect user terminals to the wireless access router.

[image: image17]
In this use case, mobility management is split between the AIPN and the access systems. While the AIPN takes care of the handover when the Moving Network changes the access system, the access system provides mobility for handoffs between different cells of the access system.

Advantages of this approach: 

-
The Moving Network is not tied to a single access system; i.e. this approach provides more flexibilty, as it allows the Moving Network to choose the best (e.g. most reliable, fastest, cheapest) access system at any time.

-
It enables 3rd parties to offer access to an AIPN.
E.4.3
Use Case 3: Mobile Router
A mobile router, which travels together with a Moving Network, is equipped with some wireless technology that connects itself with the rest of the AIPN. In contrast to the above use cases, the mobile router is considered a component of the AIPN itself. The purpose of the mobile router is to provide the user terminals access to the AIPN. As such it serves as gateway between the Moving Network and the AIPN. A variety of wireless or wired access technologies can be used to connect the user terminals to the mobile router.


[image: image18]

In contrast to the above use cases, here mobility of the mobile router is handled solely by the AIPN. The access system does not require any mobility functions.

Advantages of this approach: 

-
It allows simplification of the access system (i.e. single cell access network)

-
Only a single mobility management component is required (i.e. mobility is only handled by the AIPN – not the access system)

-
The access system does not require support for Moving Networks 

E.4.4

Impact to an AIPN

The access system for the consolidated traffic may change with time (e.g. as the train moves) in a manner that can reasonably be anticipated by the AIPN. Elements of the consolidated traffic from a Moving Network may originate from PANs or Ad-hoc Networks covered by the Moving Network.
Annex F (Informative):
 
Use Cases for Session Mobility
F.1
Use Case 1:  Redirection of a video stream to the terminal away from the user
A user has a PAN in  close proximity and another terminal in his/her home some distance away. A user can use any of their devices (terminals). In this use case the AIPN manages multiple devices (terminals) in different locations as belonging to the same user, and can redirect a session to another terminal.  Then, for example, when the user receives a video streaming session but does not have enough storage resource in her terminal, the user is able to redirect the session to the terminal in his/her home and store the video stream in her PC. 
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F.2
Use case 2: Seamless mobility of sessions between terminals
This use case is illustrated in the figure below.
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 SHAPE  \* MERGEFORMAT 
Alice and Bob are having a multimedia session with audio and video components using two high-end multimedia terminals in their offices. Alice needs to leave the office to take the car to visit a customer. She requests a session transfer. AIPN then transfers the session to her mobile phone.
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Mutual Authentication: the user authenticates to the hospital with a login / password. The Hospital authenticates to the user by sending its certificate CH signed by certification authority CA.
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Use Case 2a: Subscription data within one device only
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