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1 Introduction
In the last SA1 meeting NEC introduced a list of user and network security considerations for AIPN. This contribution provides example use cases to help understand some of the non-self explanatory considerations.

2 Use cases

Usability: maximum transparency to the user (e.g. by using biometric authentication methods such as fingerprinting, etc) i.e. high levels of security should be provided with minimum user involvement.

Use case 1: fingerprint used to access the SIM.

The user turn on his terminal and, upon request from the terminal, he has his fingerprint scan by the terminal. The terminal then uses the fingerprint scan to locally generate the information required to access the SIM (basically, the PIN number).

The user would benefit from not having to remember a PIN number, which is normally a security risk. The fact is that PIN numbers are required for multiple daily activities, and users tend to use the same PIN for all activities in order to not have to remember a lot of different PIN numbers. The less a user is required to use PIN numbers the less likely it would be that his PIN is stolen and used without the user's knowledge (e.g. on stolen credit cards, web accounts, etc).

Use case 2: fingerprint used to authenticate to the operator.

The user turn on his terminal and, upon request from the terminal, he has his fingerprint scanned by the terminal. The terminal uses the scanned fingerprint to generate a unique identity, and uses this identity to authenticate the user against the network and create all security vectors using standard security mechanism. The need for a UICC is, in principle, forfeited, since the main role of the UICC is to store the SIM and, in this case, SIM-equivalent information is locally derived in the terminal from biometric information.

The user would benefit from being able to use any terminal available without caring about having to bring always his SIM card with him and change SIM cards between terminals. 

The user would also benefit from the security enhancements that biometrics introduce against identity theft. Users are more and more willing to use their mobile phones to access services other than pure communication ones. Most of those services require authentication of the user requesting the transaction. It is not enough to identify the user as an IMSI. The user must be identified as a person. 

The fingerprint identifies the actual user, while the SIM, as it is today, only identifies a "subscriber" as an IMSI. The SIM does not guarantee that the actual subscriber, as a person, is behind each specific use of the information within the SIM.

Note: Even if fingerprinting is used in the way explained in this use case, AIPN must still provide for SIM-like security. The reason is twofold. On one hand AIPN shall provide a path for users to migrate from SIM based to biometric based security, and this migration may expand for several years. On the other hand, many users are not physical persons. The use of mobile communication systems for M2M applications is growing day by day and will soon represent a significant portion of the subscriber base. These "users" can't be identified by any biometric method. 
User issues: Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.
Use case 3: using the operator as certificate checking authority.

The figure below illustrates this case:
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A user wants to access his medical records, stored in the hospital server, with his mobile terminal. The user connects with the hospital and authenticates itself. The hospital authenticates to the user by sending a certificate (CH) signed by certification authority CA. The user, however, does not recognize CA and asks the operator to check the validity of CH. The operator checks the validity of CH and informs the user about the positive result. At that point the user is sure that the information is really coming from the hospital.

User issues: Multiple user identities. Users should be able to have multiple identities from different providers, with the relationship between identities hidden to particular providers (thus supporting privacy).

Use case 4: the operator generates temporary identities for the user to be used towards different providers.

The figure below illustrates this case:
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The user wants to connect to two providers but keeping full privacy. The operator enables this possibility by acting as a mediator. The operator allows the user to gain access to the two providers with completely different identities. Both identities are temporary ones and can not be correlated in any sense by just looking at log records in Provider A and Provider B.

In order to enable this type of service, the providers have to establish a "trust relationship" with the Operator, so that he can perform accounting towards that operator for the services provided to the operator's subscribers.

The user already has a long term relationship with the operator, and will be billed by the operator for services he access via external providers.

The operator does know the user's real identity and the temporary pseudonyms that he has given to the user to access services from external providers. The operator can then correlate the real and temporary identities for billing purposes.

Use case 5: the operator generates temporary identities for the user to be used towards different providers. Liberty Alliance acts as the long term trust relation center.

This use case is similar to the previous one, but in this case the Operator does not have a long term trust relationship with the providers, instead the operator has a long term relationship with Liberty Alliance and Liberty Alliance has a long term trust relationship with the external providers. This case is illustrated in the figure below:
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The user wants to connect to two providers but keeping full privacy. The operator enables this possibility by acting as a mediator. The operator allows the user to gain access to the two providers with completely different identities. Both identities are temporary ones and can not be correlated in any sense by just looking at log records in Provider A and Provider B.

The operator however, does not have a trust relationship with the providers but has one with Liberty Alliance. The providers also have a trust relationship with Liberty Alliance. So Liberty Alliance is used as the common trust point to for the providers to offer services to the Operator's subscribers. The operator can offer these services fully protecting the privacy of its subscribers.

Use case 6: the UICC stores identities for non-operator related services.

The figure below illustrates this case:
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The user accesses his bank account with his mobile terminal. In order to make it very convenient for the user, the user's private identity towards the bank is stored in the UICC and can be accessed by the banking application in the terminal upon successful local [to the terminal] authentication of the user. This private identity is used to authenticate the user towards the bank.

This use case does not impact the network at all but does impact the interface between the UE and the UICC and the files stored in UICC.

Network issues: Fast re-authentication shall be possible..

Use case 7: fast re-authentication in handovers between WLAN networks.

The figure below illustrates this case:
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The user is initially connected to WLAN-A and has a session with several medias established. He moves towards WLAN-B, which is under a different administrative domain than WLAN-A. In order to allow real time mobility, WLAN-A conveys, via some means, authorization data to WLAN-B for WLAN-B to grant access to the user. This authorization can be either permanent (no further checking) or temporary, while WLAN-B gets proper permissions and authorization from the Operaror.

3 Proposal

It is proposed to include the use cases above in an appendix to AIPN TR to clarify the security considerations introduced in the last meeting.
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