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1 Introduction
User and network security issues, despite being a key concern in today's networks, tend not to be in the top list of priorities when evolving existing systems or designing new ones. The result of this tend to be that security is "added to" the system instead of being "native in" the system, which translates into un-secure systems or un-necessary complex security solutions which are often very user un-friendly. 

The last SA plenary approved the work item on Feasibility Study for an All-IP Network (AIPN). NEC believes that security needs to be considered as a key priority for this feasibility study and that security must be built-in in the 3GPP All-IP evolved network resulting from this work item.

This contribution introduces a set of security considerations that NEC believes are important for a 3GPP evolved All-IP network.

2 Security considerations

NEC believes that the following security considerations should be taken into account in the All-IP feasibility study:

· Security shall not be worse than with today's system. E.g. mutual authentication of network and user equipment.

· All-IP shall be security-conscious from its early phase, not just "add" security later on.

· Usability: maximum transparency to the user (e.g. by using biometric authentication methods such as fingerprint, etc). I.e. High levels of security should be provided with minimum user involvement.

· User issues:

· End-to-end data protection to ensure privacy and authenticity. E.g. authentication of the peer and integrity of downloaded data, so that the user can trust the information he is receiving (e.g. when downloading health information the user want to be sure that the source is really the hospital of his choice). 
This should cover private user to private user communications as well as private user to service provider communications.

· Multiple user identities. Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 
· It should be possible to user other techniques than UICC to store an identity.
· It should be possible for third parties to authenticate the users. Thus concepts like PKI should be studied and close co-operation with Liberty Alliance should be considered.
· Location privacy. User location privacy should be guaranteed. 

The location of a user has to be known by some instances in the networks to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 

Note: The feasibility of these "user issues" should be considered within the regulation for lawful interception that exists in some countries. I.e. it may be required that some of the features above are disabled in some networks in order to comply with local lawful interception regulations.

· Network issues:

· Networks shall be protected against meaningful attacks as well as Denial-of-Service attacks.

· Networks shall be able to authenticate each other and authorize services that need signalling betweens servers.

· Fast re-authentication shall be possible. 

3 Proposal

It is proposed to discuss the aforementioned considerations and to include them in the relevant part of the AIPN Feasibility Study TR.
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