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Thank you for the liaison from SA1 to WAP Forum regarding DRM requirements (S1-020648).  We greatly appreciate receiving the set of requirements from 3GPP.  Due to the more comprehensive nature of the DRM solution envisioned by 3GPP, the requirements (S1-020659) go beyond the scope of the less complex DRM solution currently being designed by the WAG Download DC as part of content download.

Therefore, rather than commenting on the comprehensive set of 3GPP requirements, WAG Download DC would like to share with 3GPP its own set of requirements. These requirements, to which extensive updates have been made since sharing the preliminary set of DRM requirements with 3GPP (S1-020647), reflect what is considered important for the DRM solution of WAG Download DC. We kindly request 3GPP SA1 to take into account this updated requirement set when designing a DRM solution as to minimize divergence between our DRM solutions.

The following is the updated set of requirements we have identified for the WAG Download DC digital rights management solution.

Requirements for the DRM solution

· Digital Rights Management must be media type independent.
· Digital Rights Management must be independent from the content download (typically download is transactional whereas Digital Rights Management is about lifecycle management).
· Digital Rights Management must specify the rights to consume the content (not to download content).
· Digital Rights Management must be able to express the rights to render (play, display, execute) content.

· Digital Rights Management must be able to express the right to preview, i.e., test drive, content prior to purchasing.

· Digital Rights Management must allow the terminal to identify protected content.

· Digital Rights Management must support delivering rights with the content (e.g. in the same “message”).

· Digital Rights Management must support delivery rights with the download descriptor.

· Digital Rights Management must support separate delivery of rights and content.
· Digital Rights Management must support encryption of content to prevent accidental misuse.  
· Digital Rights Management must prevent forwarding rights to another device.
· Digital Rights Management must support the prevention of content forwarding, e.g. via IrDA, Bluetooth, MMS, email, etc.

· Digital Rights Management shall not control the saving and deleting of content.  Due to limited resources, the user and/or device must be able to delete content.

· Digital Rights Management shall not control the install and uninstall of content (e.g. applications).

Requirements for the Rights Expression Language (REL)

General requirements

· The REL shall be easy to implement and deploy in short time to market

· The REL shall allow unambiguous specifications of rights to the client.

· The REL shall be written in an open, standard meta-language. 

· The REL for use in WAP Forum must be based on an open existing REL. The REL shall be governed by the WAP Forum or another open standards body.

· The REL must enable clear and concise specification of rights.

· The REL must have simple syntax and semantics to allow easy understanding and automatic interpretation of specified rights.

· The REL must be independent of the format and delivery mechanism.

· The REL must enable straightforward adoption of DRM by content providers, both, from a technical and governance/licensing point of view. The REL shall not put small content providers at a disadvantage when adopting DRM.

· The REL should not impose branding on adopters, e.g., the displaying of logos or other marketing material, neither in electronic nor physical form, on devices and service offerings.

Interoperability

· It shall be possible to define and effect a simple and unambiguous translation from RELs in use between content providers or between content providers and rights brokers and the REL used to express rights to the client.

Extensibility

The REL for use by WAP Forum to be based on an open existing REL together with the strong requirements for simplicity and efficiency leads to the following requirements for the language used as a basis to ensure compatibility:

· The REL must have clearly defined inheritance semantics as a primary means for extensibility, e.g., to add new permissions and constraints.

· The REL must have a comprehensive core supporting the required functionalities.

· The REL must avoid overly use of adding namespaces to accommodate for missing functionality.

Content types

· The REL shall enable specification of rights independently of the content type.

· The REL shall enable specification of rights for encrypted and unencrypted content

Usage rules

· The REL must support a minimal set of usage permissions and constraints.

· The REL shall enable the following rendering types:

· Play

· Display

· Execute

· Print

· The REL shall enable specification of the following constraints on usage
· Time/date based

· Count based

· User based 

· Network based

· The REL shall enable specification of the right or not of the terminal to modify the data.
Storage

· The REL shall enable specification of right or not to store content on the terminal
· The REL shall enable specification of right or not to store content on removable media associated with the terminal.
Identification

· The REL shall support identification of the protected content.

· The REL shall support open, standard identification schemes.  In particular the REL shall support use of:

· URI (RFC 2396)

Security

· The REL shall be extensible to support mechanisms to allow the terminal to verify the integrity of the received REL expression.

· The REL shall be extensible to support functionality to ensure the integrity of the association between the content and rights.
· The REL shall be extensible to support mechanisms to allow the terminal to verify the identity (authenticate the identity) of the originator of the received REL expression.
Constrained Device Requirements

· The REL must provide a lightweight and easy to implement mechanism to express consumption rights for DRM protected content.

· The REL must have simple and concise syntax and semantics optimized for computational efficiency and implementation.

· The REL must impose minimal load on rights interpretation, evaluation, and enforcement.

· The REL must be optimized for delivery over constrained bearers.

· The REL must minimize overheads.

WAP Forum looks forward to future collaboration with 3GPP in the area of digital rights management.

Regards,

WAP WAG Download Drafting Committee
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