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This contribution identifies some areas in 22.240 (beginning with chapter 6) with unclear requirements and proposes corrections or modifications. Items which are not corrected or modified but still are unclear, the item is raised without an proposal for improvement.

Parts of the following chapters are considered:

· Chapter 6.3, general application service requirements;

· Chapter 6.4, management requirements;

· Chapter 7, Security;

· Chapter 9, Charging;

6.3
General Application Service Requirements

This subclause includes different Service aspects and requirements for the 3GPP Generic User Profile such as requirements from the point of view of different Service Applications.

1. Where the full capabilities of the 3GPP Generic User Profile are not available the User may experience a graceful degradation of service behaviour.
[Reason: shall is a requirement of a degradation, which may or may not be the case. The reason why parts of the user profile is not available is irrelevant.]
6.4
Management Requirements

This subclause will include different technical Management aspects for the 3GPP Generic User Profile based on the needs of e.g. Self-Service Management, Subscription Management, Service Management, UE Management, Network Element Management, Network Management and Customer Relationship Management.

In 
3G networks it is expected that user profile data is not only distributed over different network elements but belongs to different administrative domains. These administrative domains may be closed against external access. However, in order to enable a seamless service experience for the user a controlled transparency to exchange user profile data is needed.

There exist two main cases to be addressed:

Domain borders in the home network: 

Already in the network of the subscriber's home network operator there may exist different domains. Potential examples are application of 3rd party service providers which are loosely coupled with the network provider, e.g. their applications run under the brand of the network operator but their data are stored and maintained apart from the network operator's entities.

Domain borders between different network operators: 

This is the well-known roaming scenario where a user is served by another network than his home one. Roaming is already addressed by mobile networks but in the case of 3G networks there is an important additional requirement: The assumed frequent changes of applications induces a need to handle frequent changes of data sources/consumers.

1. The user profile data access architecture shall enable the secure and flexible usage of the user profile data. It shall provide secure access to distributed data fulfilling the needs of the different roles described above. Furthermore, the architecture shall address the fact that parts of the user profile data are potentially located in different administrative domains. Possible means are negotiation capabilities and proxy functionality at the domain borders. [replace transparent with secure; transparent is a not proper attribute.]

· 7   Security 

1. Secure mechanisms shall be available for the transfer of User Profile data to, from or between authorised entities.

2. Access to User Profile data shall only be permitted in an authorised and secure manner.  

3. The secure mechanisms to be applied shall be appropriate to the level of confidentiality of the data.  

4. The owner of the data, normally the body storing the master copy of the data, shall be responsible for applying the appropriate level of security to the transfer of the data.

5. The level of security is under the discretion of the subscriber.
    The secure mechanisms available shall include the following:

5. Before any user data transfer takes place, it shall be possible for the sender of the data to verify the identity of the recipient.

6. It shall be possible for the recipient of data to identify the sender.

7. It is permissible for either the sender or recipient of data to employ the services of a third party, known to, and trusted by, both in order to provide authentication of identity.[This is an unclear requirement. What is the definition of “a 3rd party” in this context?]
8. The validity of an authentication of identity shall, if required, be subject to a maximum time limit.

9. It shall be possible for the sender of data to render the data to be unreadable by any party not authorised to receive it.

10. It might be possible for the recipient of data to detect whether the sender has made any change to the data subsequent to its transmission.[This might be a requirement to some cases but not to all!]
11. The security mechanisms shall provide verification that the data has been sent by the sender and received by the recipient (non-repudiation). Is this a requirement to acknowledge received data? And to whom does it belong?
12. It shall be possible for the sender and/or the recipient to create an audit log of all data transfer transactions of a specified type, provided that this requirement is made known before any transfer takes place

13. 
14. Correct setting of data values in the user profile may be critical for the integrity of certain network services. Therefore, consistency checks are needed to minimize the risk.

Transaction security for the change of data should be available in order to ensure the consistent change of data at different locations.
8 Charging

1.
It shall be possible to support charging for the management, access and use of the 3GPP Generic User Profile. (e.g. for capability negotiation or remote diagnostic information gathering).

Question: which management is meant herein, is it the operator and administer management of subscriber data?
I would assume that the access to UP data is a subject for charging. When access is granted and data are exchanged between the data repository and the data consumer, the consumer will – most likely – use the data. What are the enforcement rules for “charging on usage”? 

Conclusion:

The following is proposed:

It shall be possible to support charging for access the 3GPP User Profile. 
