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Introduction:

Further to GSM Association’s WLAN Task Force Liaison Statement to the 3GPP SA1 WLAN Sub working group meeting in Saalfelden, Austria,  11-15th Feb 2002, we have produced a revised contribution for the section entitled 6
Service Requirements in TR.22 and added the following to 6.3.2 Access Control and 6.3.3 Security.

· 6.3.2.1 Authentication

· 6.3.2.2 SIM-based authentication

· 6.3.3 Security

· 6.3.3.2 Maintenance of Security aspects for WLAN

· 6.3.4 Roaming aspects

· 6.3.4.1 WLAN Roaming
Contact Marcus Taylor of the GSM Association (mtaylor@gsm.org) for any further information.

6.3.2 Access Control

Access control for a 3GPP system subscriber accessing the WLAN -3GPP system interworking service shall be provided by the 3GPP system.

Successfull 3GPP system based access control is a prerequisite for usage of the WLAN – 3GPP interworking service.

It shall be possible to reuse existing UICC cards, containing the SIM/USIM, for the access control.

Editor’s note: Additional methods of access control could be defined in the future.

3GPP compatible access control for users accessing WLAN may:

· reuse  existing 3GPP permanent subscriber database (e.g. HLR)

To be WLAN compatible one major characteristic is assumed:

· Reuse of the standard WLAN radio interface mechanisms for authentication interworking with 3GPP compatible access control

6.3.2.1 Authentication

Authentication procedures shall be able to prohibit user session establishment (and hence subsequent radio resource utilization) prior to successful authentication, e.g., similar to GPRS Non-Transparent PDP context whereby a user needs to be authenticated prior to an IP address being allocated.

Whilst early deployments of WLAN are not expected to include the support of session continuity (i.e., seamless handover between GPRS and WLAN), the authentication procedures should be defined so as to be transparent to such techniques.

6.3.2.2 SIM-based authentication

In this case, the authentication, and possibly key exchange, is/are performed automatically, based on a challenge/response mechanism similar to that used for conventional GSM mobile communications. See later section in this document for a brief review of methods to access SIM card data. Classical GSM authentication must be upgraded to achieve mutual authentication.

6.3.3 Security

The level of security of the 3GPP system shall not be compromised by deployment of the 3GPP –WLAN interworking system

Access control for users accessing WLAN shall have the same level of security as a 3GPP system authentication procedure.

The following objectives were identified in relation to user security features for 3GPP:

· User anonymity

· Authentication (preferably mutual)

· Encryption

· Integrity

· Strong security for Smart-Card data

The following objectives were identified in relation to network operator security features for 3GPP systems:

eatures:

· Avoid need to trust other network operators

· Maintain Roaming Agreement principle

· Allow GSM Network Operators to use their own security algorithms

· Avoid transporting sensitive information related to inter-operator roaming over insecure networks (e.g. public Internet)

· Avoid (detect and/or block) user ambiguity (use of same subscription in multiple locations and/or sessions)

Editor’s note: Contributions are welcome about user data confidentiality

6.3.3.2 Maintenance of Security aspects for WLAN
User security should be maintained. Any change in security policy should be notified to the user. 

Re-using SIM functionality in a standardized way for mutual authentication and key exchange is the most desired solution. This solution should be standardized e.g. by 3GPP. However, one should not restrict the use of intermediate solutions applying username/password as an access authentication, and possibly key exchange method.
Editor’s note: Contributions are welcome about user data confidentiality
6.3.4 Roaming Aspects

Traditional 3GPP Roaming is defined as the ability for a cellular customer to automatically make & receive voice calls, send & receive data, or access other services, including home data services,  when travelling outside the geographical coverage area of the home network, by means of using a visited network.  Roaming is technically supported by mobility management, authentication and billing procedures. Establishing roaming between network operators is based on – and the commercial terms are contained in – Roaming Agreements. 3GPP Roaming, which involves roaming between 3GPP networks, offers the convenience of a single number, a single bill and a single phone with worldwide access to over 168 countries.  The convenience of GSM Roaming has been a key driver behind the global success of the GSM Platform. A broad aim for WLAN/GSM is to extend this same ease of use into another technology area.

6.3.4.1 WLAN Roaming

3GPP –WLAN interworking system should provide the ability for a 3GPP subscribers to access the WLAN service while roaming between networks. This implies the pre-existence of a roaming mechanism and a service agreement between the different network operators involved. 

UE shall be able to select visited network when accessing the WLAN service. The selection within the UE can be automated or done by the user.






























































































� Although it was not identified during the meeting, key exchange should also be considered
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