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1 Abbreviations

ICC



Integrated Circuit Card

SIM



Subscriber Identity Module

USIM



Universal Subscriber Identity Module

Smart card

In this case it is considered the same thing as an ICC

Cryptographic algorithm
Mathematical function used for encryption or decryption [1]. In this case it is considered a general cryptographic process such as a random function or a message digest.

Cipher text attack
An attack in which the attacker has access to an amount of cipher text which is encrypted with the same key. See also [1]

2 Definitions

Most of these are from [3]

Authentication: A property by which the correct identity of an entity or party is established with a required assurance. The party being authenticated could be a user, subscriber, home environment or serving network.

Confidentiality: The avoidance of disclosure of information without the permission of its owner.
Integrity: (in the context of security) The avoidance of unauthorised modification of information.
IC Card: A card holding an Integrated Circuit containing subscriber, end user, authentication and/or application data for one or more applications.

ICC based authentication: In this case considered an authentication procedure where an ICC is used for storing security credentials, such as the authentication key.

Software based authentication: In this case the security credentials, such as authentication keys, are stored encrypted on a terminal/PC
Security token: An external terminal independent device used for authentication 

3 Introduction

In order to provide simple access for PC/PDA users, alternative solutions for ICC based authentication are needed as a complement. An ICC based solution requires that the terminal is equipped with a card reader and a lot of the PDA/PCs today do not have such a device. By offering a complement to the ICC based approach more terminals will be able to use the service. This paper looks at alternative, coexisting solution for ICC based authentication to solve this problem. It is aimed to do a quick analysis at high level to see if other solutions are feasible to maintain the required level of security for WLAN-3GPP system interworking.

4 Comparison between different solutions

In this chapter a number of different authentication solutions are analysed. In this case an “authentication solution” refers to how the security credentials are handled. 

It is assumed in these cases that an attacker has managed to get access to the PDA/PC in some way, for example by installing a “Trojan horse”. In order to read memory areas and perform other “malicious” acts, the attacker usually need full system privileges. However, this is dependent on what security mechanisms the operating system of the PC/PDA supports.  

4.1 Software based solution

In this scenario the user stores its security credentials, such as authentication keys, encrypted on a terminal/PC. In the picture below a scenario is depicted where an attacker has managed to get access to a computer in some way.  The attacker has full access to the interfaces and memory of the computer.
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Figure 1 Software based solution

4.1.1 Threats

In this case the attacker could use a malicious application that reads the primary memory in order to get access to the authentication key. The attacker could do a memory dump and then use the techniques described in [4]. Even though the authentication key is encrypted while stored on the hard drive, the authentication application need to decrypt it in order to perform the authentication process. This implies that the authentication key at some point and for some limited time need to be available in clear in the primary memory, and it is therefore possible for the malicious application to access and copy it.
Another way for an attacker to access the authentication key is by steeling the PIN code that protects the key. The attacker could use a malicious application that monitors and reads the input from the keyboard and when the user enters the PIN code the attacker could get access to it. The attacker could then use the PIN code to access the authentication key and copy it.
The attacker could also copy the whole encrypted key/SIM and perform off-line attacks on it in order to reveal the authentication key. This could be done either by trying to do an extensive search trying to find the PIN or doing a cipher text attack on the encrypted data structure (depicted below).
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Figure 2 Attacks on encrypted key/SIM 

An attacker might attack the actual cryptographic process in order to weaken the encryption/authentication process. This is possible since the actual cryptographic process is running as an application in the primary memory of the computer.


[image: image3.wmf]Cryptographic

process

 

Hacker

Attacking

the actual

cryptograp-

hic

 process


Figure 3 Attacks on cryptographic process

ICC based solution

In this scenario the authentication key and the related cryptographic processing is carried out inside the ICC and not on the PC as in the previous case. It is assumed that an attacker has managed to get access to a computer in some way.  The attacker has full access to the interfaces and memory of the computer.
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Figure 4 ICC based solution
The malicious application cannot access the cryptographic process (authentication process) or the authentication key since they are located on the ICC and never leaves the ICC. All relevant processing is done on the ICC.
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Figure 5 ICC

4.1.2 Threats

However, a malicious application could read the PIN code from the keyboard in order to get access to the ICC and the authentication procedure. 

If the system is designed in such a way that the user “opens up” the ICC using the PIN at the beginning of the session and the PIN is stored in memory for later use, a malicious application could read the memory and get access to the ICC and the authentication procedure.

It might be possible (at least in theory [2]) to copy the sensitive information from the ICC, but this requires physical access to the ICC and expensive lab equipment. This would probably also require a lot of resources and a lot of time.

If an attacker manages to steal the ICC and get hold of the PIN code the attacker could claim to be the regular user
4.2 Static password based solution

In this solution the authentication procedure is based on a static password, i.e. the same password is used every time. The user enters a password and a cryptographic process produces a response/key based on this password.
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Figure 6 Static passwords 
This solution has the advantage of NOT storing any security credentials on the computer, the downside is that a password usually has limited length in order to be user friendly, e.g. usually 6-8 characters and the fact that the same password is used every time is not good from a cryptographically point of view.
4.2.1 Threats

The major downside of this approach is that the static password could easily be copied by a malicious application. Another downside is that the same password is used every time resulting in an extensive exposure. 

A problem is the password itself, if a malicious application could read the keyboard, the password would be exposed and an attacker could use it to get access to unauthorized services. The password is usually transformed in some way before sent to the server, for example by hashing it together with a random number. If the password is not transformed and sent in clear it is possible for an attacker to eavesdrop the communication link and get hold of password.
The actual cryptographic process is also susceptible in this case, as it was in the software-based solution mentioned before.
4.3 Security token

In this scenario the user has an external device used for authentication. In order to minimize the exposure of the password and get pass the threat of a malicious application stealing a password it is possible to use a token-based solution that generates the response. The security token is an external device, which the user can carry with him/her and is not necessarily connected to a specific terminal. This token could for example be used for generating one-time passwords or a response to a challenge. The access to the security token is protected by a PIN code.
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Figure 7 One time password/Token based solution
The password or response generated by the token is only used once and is therefore only exposed during the session in question. If a malicious application manages to capture the response on the keyboard it is only valid for the session in question and cannot be used at a later time.

An external security token usually requires that the user enters the response, generated by the token, on the PDA/PC and this might be user unfriendly if the authentication procedure is required to frequently.  

4.3.1 Threats

From a threat point of view the security token is similar to the ICC but differs in the sense that it involves the user in a different way. The user acts as an “interface” between the PDA/PC and the token, which makes it more difficult for an attacker to access the token. 

If an attacker manages to steal the security token and get hold of the PIN code, the attacker could claim to be the regular user.

5 Conclusion
The ICC based solution offers good security since it is not possible to get access to authentication credentials such as authentication keys. These credentials cannot easily be copied and the risk for cloning is therefore minimized. The ICC solution requires that the terminal is equipped with extra hardware; in this case a card reader in order to read the ICC.

This paper has presented one alternative coexisting authentication solution to not exclude any potential customer due to that their terminal isn’t equipped with the ICC card reader. As a complement to the ICC based solution an external-token-based solution could be appropriate. The token-based approach is not terminal dependent and could be used for a PDA as well as a PC. The token could be implemented as an explicit security token, but might also be implemented on a terminal (e.g. UMTS terminal). It offers good protection against attacks on the authentication credentials since they are located in an external device and the risk for cloning is therefore minimized. 
By applying necessary security functionality, such as hard drive encryption and a personal firewall, it is possible to decrease the possibility for an attacker to access the authentication procedures inside a system.
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