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1.
Introduction

This contribution discusses the privacy requirements to the clause 8. “Privacy” in the 3GPP Generic User Profile stage 1 document TS 22.240 version 0.6.0.

2.
Discussion

The Privacy is one of the key issues with GUP. The current content of the Privacy clause is very limited so this contribution includes more detailed input to the clause.

3.
Proposal

To add next Privacy requirements to the Privacy clause of the draft specification.

8
Privacy

It shall be possible for the user to define privacy requirements for GUP data elements of the 3GPP Generic User Profile to determine the access rights.
The GUP access mechanism shall support read, create, modify and delete access.
The details on how the privacy settings of the different GUP data elements are controlled is outside the scope of this specification. However the general mechanisms to control the privacy are requested. These means shall offer capabilities to protect all GUP data from being delivered outside the operator domain without consent of the user.

The disclosure of the user profile data must be considered based on the identification of the application requesting access to the data. Regarding trusted applications involving other subscribers or comparable entities it shall be possible also to check the access rights of the end user being served by the application. This requires that the identification of the end user is passed via the GUP interface in addition to the application identification. The access is first defined per applications and secondly per end user.

Regarding the end users the access may be granted to the public, some group, individual subscriber or a list of subscribers. The GUP shall support also that kind of privacy control. Depending on the service the privacy control can also be managed by the service specific privacy control mechanism. In this case the GUP privacy control is left to the service application asking the user profile data. The GUP shall also support the possibility that the privacy definition of specific GUP component or data element is queried from other privacy control system.

The privacy may be controlled as per the whole user profile and/or per different GUP components and/or per different GUP data elements. Certain management applications for example the home network operator’s OAM application shall however be able to have full control of the whole user profile stored in the home network.

GUP interface shall provide means to control all the privacy settings in the user profile.
The operator or other authorised user shall be able to configure which pieces of GUP data are passed to where according to the access control and privacy rules that are detailed in other clauses of this specification. Typical scenario is that only some individual pieces of data are exposed as agreed with or controlled by the subscriber.
The privacy management capability of the GUP shall fulfill possible local and national privacy regulations. 

Lawful interception and other regulator requirements may imply that GUP data is delivered to authorities despite the privacy settings.


































































